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    ExSandbox

Isolated execution sandboxes library with no host-application concepts.
ex_sandbox is a composition and evidence layer over operating-system facilities, not a new
isolation mechanism. Nothing here invents containment: cgroup v2, user and mount namespaces,
setpriv and bwrap do the confining. What this library adds is composing them correctly,
refusing to run when it cannot, and producing evidence that the boundary is real.
Installation
def deps do
  [{:ex_sandbox, "~> 1.0"}]
end
⚠️ Linux is where this library does its job. It installs, compiles and runs its unit suite on
macOS, but capabilities/0 reports every gating capability unavailable there and
ExSandbox.Mechanism.Beam refuses to provision — deliberately, see Refusal is the design below.
ExSandbox.Mechanism.Docker exists for exactly that host.
Dependencies
:telemetry, and nothing else. The
Elixir floor is ~> 1.14 deliberately, so consumers are not forced onto the platform's version.
Both properties are enforced by tests rather than by convention — see dependency_tree_test.exs
and boundary_enforcement_test.exs.
The direction matters more than it looks. Research R2 established that a wrong-direction reference
inside this library compiles cleanly, exits 0, passes mix deps.tree, and fails only at runtime
inside a third-party consumer's application. --warnings-as-errors is the only build-time check
that catches it, which is why the gate is load-bearing rather than stylistic.
About the 005-FR-011-style identifiers, and the name Axonn
The source cites requirement IDs heavily — 012-FR-014, 005 R9, 029 T015. They are citations
into the specifications this library was built against, not dead references. What they
mean explains the scheme; the short version is that the number is a
specification, FR is a rule, SC an observable criterion, T a task and R a recorded
measurement.
The same page covers Axonn, which appears throughout these docs: it is the application this
library was extracted from, named where a decision was measured against a real caller. Nothing
here depends on it.
The interface
ExSandbox is the facade: provision/2, start/2, stop/2, destroy/2, status/2,
list_running/1, usage/2, capabilities/0. Each takes a mechanism module implementing the
ExSandbox.Mechanism behaviour.
{:ok, sandbox}   = ExSandbox.provision(ExSandbox.Mechanism.Beam, %ExSandbox.Sandbox{...})
{:ok, running}   = ExSandbox.start(ExSandbox.Mechanism.Beam, sandbox)
{:ok, :running}  = ExSandbox.status(ExSandbox.Mechanism.Beam, running)
{:ok, stopped}   = ExSandbox.stop(ExSandbox.Mechanism.Beam, running)
:ok              = ExSandbox.destroy(ExSandbox.Mechanism.Beam, stopped)
What is public
ExSandbox, ExSandbox.Mechanism, ExSandbox.Sandbox, ExSandbox.Capability,
ExSandbox.Hardening, ExSandbox.Conformance, ExSandbox.Proxy, ExSandbox.Telemetry, and
ExSandbox.Conformance.{Lifecycle, Isolation, ResourceLimits, Helpers, Group} — the last group
public by consequence, since use ExSandbox.Conformance expands into calls on them inside the
consumer's own module.
A module not on that list is private, whether or not it is namespaced Internal
(012-FR-014). The ExSandbox.Internal.* prefix makes the common case obvious, but the list is
what defines the boundary — lacking the prefix does not make a module public. There is no
compatibility promise for private modules; calling one from a consuming application is the
coupling 012-FR-004 forbids. A consuming application can check for it mechanically:
priv/boundary.md ships inside the package and resolves at runtime through
Application.app_dir(:ex_sandbox, "priv/boundary.md"), so a consumer's own test can read the
public-interface table from the installed dependency rather than restating it.
The authoritative list lives in ExSandbox's own @moduledoc. This README summarises it; if the
two disagree, the moduledoc is right.
Refusal is the design
A host that cannot enforce confinement gets a refusal, not a weaker sandbox. capabilities/0
probes five things — resource limits, privilege separation, filesystem confinement, network
restriction, disk quota — and the BEAM mechanism refuses to provision when any it requires is
missing. A partially confined tenant is worse than none, because it looks contained.
⚠️ Probes must attempt what the launch actually does. This library has shipped the opposite
defect four times: a probe testing an easier operation than the real one reports a capability the
host does not have, and every launch then dies — or worse, succeeds unconfined. Privilege is what
hides it, since the easy and the hard form agree until privilege is removed.
CapabilityBuildParityTest pins this by asserting on the probe's source rather than by running
it, because running it on a privileged host returns true either way.
The conformance suite
ExSandbox.Conformance is the contract's enforcement, usable by any mechanism implementation, not
just the BEAM one:
defmodule MyMechanismTest do
  use ExSandbox.Conformance, mechanism: MyMechanism
end
It scores three outcomes, not two: pass, guarantee failure, and capability
unavailable. The third exists because "this host cannot demonstrate the guarantee" and "this
mechanism breached the guarantee" lead to opposite actions, and collapsing them into a failure
produces breach reports for boundaries that were never tested.
Tests
mix test                                   # unit + contract; isolation excluded off Linux
docker compose -f docker/compose.isolation.yml up --build \
  --abort-on-container-exit --exit-code-from isolation isolation
⚠️ A green mix test on macOS says nothing about whether tenant code is contained. Six of
005's ten success criteria rest on Linux kernel facilities with no macOS equivalent, so the
:isolation and :reclamation tags are excluded there — visibly not run, rather than passing
vacuously. The container is a real Linux host with systemd as PID 1 and all five capabilities
genuinely constructed; it has found more than a dozen defects in code that passed everything
locally, including a launch path that failed on every Linux host.
Contributing
⚠️ Read the isolation-harness warning above first. A pull request whose mix test is green on
macOS has verified nothing about containment, and the container is not optional for any change
touching ExSandbox.Hardening.*, ExSandbox.Egress.* or the mechanisms.
mix precommit is the gate: compile --warnings-as-errors --force, format --check-formatted,
deps.unlock --check-unused, test. The warnings flag is boundary enforcement rather than style —
see Dependencies above.
License
Apache-2.0. See LICENSE.


  

    Changelog

1.2.0 — 2026-08-29
A mechanism can report where a sandbox is reachable
ExSandbox.Mechanism gains address/1, an optional callback returning
{:ok, String.t() | nil}. Every existing mechanism keeps compiling, and a consumer that derives
the required callback set from behaviour_info(:callbacks) -- behaviour_info(:optional_callbacks)
sees no change.
{:ok, nil} is the ordinary answer for a sandbox that is not reachable — it names no port, it is
not running, or the mechanism cannot publish one. It is deliberately not an error: a caller that
had to rescue in order to render a stopped sandbox would eventually render something else.
ExSandbox.Mechanism.Beam returns nil. It has a "peer:<id>" handle and that handle is not an
address; returning it would put a broken frame in front of a person instead of a clear absence.
ExSandbox.address/2 is the wrapper hosts call. A mechanism that does not implement the optional
callback answers {:ok, nil} through it, the same shape as one that implements it and has nothing
to report — so a host asking "where is this" never has to check first whether asking is possible.
ExSandbox.Sandbox gains service_port, and it decides the container's network posture
service_port is the port an application inside the sandbox listens on. It is not opaque: a
mechanism reads it and acts on it.
	service_port: nil — ExSandbox.Mechanism.Docker passes --network none, exactly as before.
A host that never sets the field keeps the posture it has today.
	service_port: <port> — the container joins the default bridge and that port is published to
127.0.0.1 on an ephemeral host port the daemon allocates. address/1 reads back what was
allocated, so two concurrent provisions cannot be handed the same host port.

⚠️ What the second posture gives up, stated rather than implied. A bridge network means
outbound access, so the deny-by-default posture does not hold for a sandbox that names a port:
code inside can install dependencies at runtime and can reach the internet, and
ExSandbox.Egress's allowlist does not apply to it. What still constrains it is unchanged —
filesystem and process confinement, and the memory and CPU caps applied at create time. Inbound
is narrower than deny-all suggests rather than wider: one port, bound to loopback, reachable from
the host running the platform and from no other machine.
1.1.0 — 2026-08-29
⚠️ On Linux, egress now needs a C compiler at build time instead of python3 at runtime
Mix.Tasks.Compile.NetnsNif builds c_src/netns_nif.c into priv/netns_nif.so in the
consumer's own tree. It is skipped off Linux, and a missing compiler is a warning, not a build
failure — but on a Linux host without one, ExSandbox.Egress.NetnsSocket.available?/0 is false,
the network_restriction capability is not constructed, and ExSandbox.Mechanism.Beam refuses to
launch any sandbox that requires it. The refusal names itself; it does not fail open.
CI installs gcc where it used to install python3. A deployment that pinned the runtime image's
package list should make the same swap.
The in-namespace acceptor is no longer a separate process
The enforcement point for egress has to be a socket inside the sandbox's network namespace: an
nft redirect is DNAT to the local machine as that namespace sees it, so it can only reach a
socket there. The BEAM runs in the host namespace and no option to :gen_tcp.listen/2 changes a
socket's namespace, so the listener was a Python helper entered with nsenter.
The third premise is true and irrelevant, which is what was missed. setns(2) with CLONE_NEWNET
affects only the calling thread, so the socket can be created in the sandbox's namespace on a
thread of its own and the descriptor adopted with {:fd, Fd}. Measured in the isolation image:
listener adopted from the namespace fd   {:ok, {{0, 0, 0, 0}, 9200}}
connect from the HOST namespace          {:error, :econnrefused}
connect from INSIDE the namespace        received its bytes
SO_ORIGINAL_DST on the accepted socket   readable
The econnrefused is the load-bearing half: that port does not exist in the host namespace, so
the socket demonstrably is not there.
Because the acceptor is now a process on this node, ExSandbox.Egress.Decision.decide/3 is an
ordinary function call. Everything that existed only to bridge the process boundary is gone rather
than simplified: the AF_UNIX verdict socket and its wire format, a second AF_UNIX socket and
length-prefixed frame for DNS, the sandbox's identity passed on argv, a readiness line parsed
off stdout, and the chmod widening whose absence silently dropped every datagram. Net −713 lines.
All private modules — none appeared in priv/boundary.md, so the package contract is unchanged.
ExSandbox.Egress.Pool is now ExSandbox.Egress.Decision, and holds no socket
The pool supervised a listener on 127.0.0.1 in the host namespace, which the paragraph above
explains can never receive a redirected connection. Its own moduledoc said so, and named the
condition for removing it: "If this comment outlives the tests that justify it, the listener
should go."
⚠️ It did, in the way that matters most. The two test files justifying the listener were driving
that copy of the accept-decide-relay path, while ExSandbox.Egress.Acceptor — the copy every
tenant connection actually reaches — had two tests. Correct tests over unreachable code: the same
defect species as the unsupervised pool and the unreferenced Binding, with the polarity
reversed. Both files now stand over the acceptor, which is a coverage increase rather than a move.
Deleted: the listener, the accept loop, port/1, handle_connection/3, relay/2, and the entry
in the application supervision tree. decide/3 remains, and is still the single implementation of
the allowlist question. The module was renamed because a module with one function and no socket
should not be called a pool. All private — nothing here appears in priv/boundary.md.
⚠️ Three supervision tests went with the listener: that it was a supervised child, that it started
after the registry, and that it bound a real port. All three were true and none meant anything —
they described a socket nothing could reach. What they were really asking is now answered at
launch rather than at boot, and a new test pins that an acceptor which cannot enter its namespace
binds nothing rather than falling back to the host.
A socket-ownership race in the acceptor, found by moving those tests
accept_loop/1 started the per-connection handler and then transferred socket ownership to it.
:gen_tcp.recv/3 on a passive socket is refused for any process that is not the controlling one,
so a handler that won the race tore the connection down before a byte moved. From inside the
sandbox that is a permitted destination behaving exactly like a denied one, leaving a single
:einval deep in the relay as its only trace.
The handler now waits to be told it owns the socket. The pool never hit this because it
transferred ownership to the relay task rather than to the handler; the bug arrived with the
acceptor and would not have been visible without repointing the tests onto it.
SO_MARK on the relay's upstream socket was failing open
The acceptor's own upstream connect is caught by the redirect it exists to serve, so it needs
meta mark 42 return to exempt itself. ExSandbox.Egress.Relay set that mark with
raw: {1, 36, _} on :gen_tcp.connect/4. Measured with CAP_NET_ADMIN and CAP_NET_RAW dropped:
the connect returns :ok, :inet.setopts/2 returns :ok, and reading the option back yields
<<0, 0, 0, 0>>. :inet swallows the kernel's EPERM. The Python helper failed closed only
because CPython raised OSError on the same call.
⚠️ The symptom of a lost mark is a permitted destination timing out, which reads as an
unreachable network rather than as a broken enforcement point — and every denial check still
passes, because denial is unaffected.
The mark is now written, read back, and compared inside the NIF before any descriptor is returned:
{:error, :setsockopt_mark, 1} under the same capability drop, and no fd. An unmarked upstream is
unrepresentable rather than merely unlikely. The test that guarded this previously asserted the
presence of the option that was the bug, so it passed in exactly the configuration where the
mark was silently dropped.
The citations in this library's comments now resolve, and a test keeps them resolving
This codebase's convention is that a claim about behaviour names the thing that measured it, so
comments cite probe scripts and contract documents by filename. The extraction from the Axonn
umbrella brought the code and not that tree, which left 78 backticked names pointing at nothing --
including contracts/egress.md, cited in the opening line of most ExSandbox.Egress moduledocs
and therefore on the published page for each of them.
docs/provenance.md now says where each family of names went and, for the
umbrella ones, states plainly that nothing here reads them at build or run time. It ships in the
package and is linked from the docs.
test/documentation_pointers_test.exs enforces it: a backticked filename must resolve in the tree
or be declared absent, and a declared absence must be explained in that document. Written because
renaming ExSandbox.Egress.Pool left three stale pointers that compile warnings and
mix docs --warnings-as-errors both passed over -- one of them a present-tense claim that a
renamed-away test file covers the decision.
A renamed module leaves the same wreckage, and ExDoc does not catch it
Renaming ExSandbox.Egress.Pool also left six present-tense claims that live code calls the
pool's decide function, in two library modules, the census baseline and three test files. ExDoc
autolinks a fully qualified module in backticks and fails the build when it cannot resolve one,
which is why the rename's qualified references were caught at the time. An unqualified alias is not
autolinked, so every one of these passed mix docs --warnings-as-errors.
All six corrected. test/documentation_pointers_test.exs now also bans the unqualified form. A
removed module is written with the qualifier it had, so Egress.Pool.relay/2 reads as history and
an unqualified mention is always a pointer at something gone. This paragraph is subject to the same
rule, which is how the rule was found to apply to prose about the rule.
ExSandbox.Capability.satisfied?/1 documented a role it does not have
Its docstring said "this is what an entry point calls before starting a sandbox". This library's
entry points do not call it. ExSandbox.provision/2 and ExSandbox.start/2 gate on a private
ensure_capable/2 built on missing/1, because a refusal has to name which capability was absent.
The function is unchanged and still public; only the docstring was wrong, and a reader following it
looked for the gate in the wrong place.
Also removed: ExSandbox.Conformance.Execution.long_line_bytes/0, a @doc false accessor for a
module attribute that nothing read.
Two conformance checks credited a refusal that distinguished nothing
reaching another sandbox over the network is refused passed against any mechanism whose published
address had nothing listening on it. A refusal at a dead port is what a mechanism with no
boundary produces, so the green tick reported an enforcement point that had never refused anything.
test/conformance_network_meta_test.exs required that pass, which is a test pinning the defect the
check exists to catch (029 T034d).
Both checks now probe the address from the platform before crediting a refusal, and report the
third outcome when nothing answers there.
⚠️ The control runs after the attempt, not before it, and the order is the whole of it. Gating
first was measured here and is a real weakening. OpenNetworkMechanism declares an address and a
connect that reports success for every destination, and probing liveness first short-circuits
before connect is ever called, so a mechanism that declared a boundary and let everything through
is filed as unavailable instead of as the breach it is.
The same latent fault was measured in every published handle of another sandbox is refused from inside, which had gated first since it was written. A mechanism crossing a dead handle reported the
third outcome rather than a violation. Reordered, and a new meta-test pins it: a crossing is a
breach at a live handle and a dead one alike, and only a refusal has to prove it distinguished
something.
⚠️ Neither change moves the census. ExSandbox.Mechanism.Beam publishes "peer:" <> id rather than
a dialable tuple, so both checks already reported the third outcome against it and still do.
One guarantee is now demonstrated less well, and the census records it
ExSandbox.Mechanism.Beam published the verdict socket's path as context.policy_handle, and
FR-011b demonstrated "a tenant cannot widen its own allowlist" by attempting to write it from
inside a sandbox. There is no socket any more, and no filesystem artefact of any kind carries the
allowlist — it lives in ExSandbox.Egress.Registry, in this BEAM's memory, which a tenant has no
route to.
The guarantee is stronger and the evidence for it weaker. docker/census-baseline.txt was raised
from 8 to 9 with the reason recorded there, because a ceiling that moves without one is how a
suite reports fewer guarantees every release and stays green the whole way.
1.0.1 — 2026-08-28
boundary.md moved to priv/, so the documented lookup resolves
1.0.0 shipped docs/boundary.md and told consumers to read it with
Application.app_dir(:ex_sandbox, "docs/boundary.md"). That call cannot work. Mix links exactly
ebin and priv into an application's build directory, so a file shipped under any other
top-level directory is present in the tarball and absent from app_dir/2 -- and app_dir/2 is
the only path a consumer has at runtime.
Found the first time a consumer actually made the call: File.exists? on the documented path
returned false against an installed 1.0.0, while tar tzf on the same release listed the file.
A packaging check that stops at "is it in the tarball" cannot see this, because the tarball was
never the thing that was wrong.
The file is now priv/boundary.md. Its content is unchanged.
If you read the 1.0.0 path, update the call:
# before -- returns a path that does not exist
Application.app_dir(:ex_sandbox, "docs/boundary.md")

# after
Application.app_dir(:ex_sandbox, "priv/boundary.md")
Nothing else changed: no module, function, behaviour or configuration key differs from 1.0.0.
1.0.0 — 2026-08-28
Extracted from the Axonn umbrella; first public release
This library was an application inside a larger umbrella project. It is now its own repository and
its own Hex package, with its own lockfile, config, CI and isolation harness. The extraction
preserved history (git subtree split, 143 commits) rather than re-creating the tree.
What changed for a consumer, as opposed to for the umbrella:
	storage_root now defaults to /var/lib/ex_sandbox/sandboxes, was /var/lib/axonn/sandboxes.
⚠️ For an existing deployment this is a data migration, not a cosmetic rename — sandbox storage
moves. Set config :ex_sandbox, :beam, storage_root: "/var/lib/axonn/sandboxes" to keep the old
path.
	The verdict socket's default prefix is ex-sandbox-, was axonn-.
	The dependency tree is :telemetry and nothing else, enforced by
test/dependency_tree_test.exs, and the Elixir floor is ~> 1.14 rather than the platform's
version.
	The conformance suite's credentials group reports capability_unavailable here rather than
passing, because this package has no data store to probe (012-FR-001). A consumer with a
database instantiates the same suite with its own probe. The identifiers are explained in
docs/requirement-ids.md.

No public function, callback, struct field or telemetry event changed in the move.
ExSandbox.Mechanism gained an optional callback, and the gate changed shape
ExSandbox.Mechanism.constructed_capabilities/0 declares the capabilities a
mechanism builds for whatever it runs — the opposite claim from
ExSandbox.Mechanism.required_capabilities/0, which says what it needs from
the host. ExSandbox's private ensure_capable/2 now subtracts the second list from the
first and asks the host probe only about the remainder.
⚠️ This is a change to a refusal, which is why it is a major version. The
callback is optional and a mechanism that omits it is gated exactly as before,
so nothing in the tree breaks — but a mechanism that declares one is now
admitted on a host where it was previously refused, and a gate that admits more
than it used to is a behavioural change to the thing this library exists to do.
It is stated here rather than in the additive column.
The claim is not verified by the behaviour. ExSandbox.Conformance is what
establishes it, by observing a breach being stopped; until a mechanism is run
through the suite, what backs its list is whatever tests accompany it.
ExSandbox.Mechanism.Docker
A mechanism backed by a container runtime, for hosts whose own kernel cannot
construct the confinement ExSandbox.Mechanism.Beam requires — every macOS
host, where all five gating capabilities report unavailable and Beam is
therefore refused before it is reached.
It declares :resource_limits, :filesystem_confinement and
:network_restriction as constructed, each backed by an observed breach in
test/mechanism/. It deliberately claims neither
:disk_quota — MEASURED accepted-and-ignored on overlayfs — nor
:privilege_separation; both omissions are stated reductions and are documented
on the module.
ExSandbox.Sandbox gained workspace_path
An absolute host directory the sandbox's contents live in, supplied by the host
and made reachable from inside by whatever means the mechanism has. Additive:
nil means "no workspace", which a mechanism must read as mount nothing
rather than as mount somewhere sensible.


  

    Requirement IDs

The source in this library cites requirement identifiers heavily — 005-FR-011, 003-FR-024,
029 T015, 012-FR-016a. There are roughly 350 of them across 45 of the 48 modules. This page
explains what they are so they read as citations rather than noise.
Why they are still here
This library was extracted from a larger application whose codebase writes reasoning next to
code: moduledocs cite the requirement a decision serves, record what was MEASURED rather than
assumed, and mark load-bearing choices with a ⚠️. The identifiers are load-bearing in that style —
they say which rule a piece of code exists to satisfy, which is usually the fastest answer to
"why is this like this".
They were deliberately not stripped during extraction. Many sentences are built around the
citation grammatically ("012-FR-001 forbids Ash, so this cannot delegate to a repo"), and
mechanically removing the token would leave prose that is worse than the shorthand. The tradeoff
accepted here is that an outside reader meets an unfamiliar identifier and needs this page once.
And the name Axonn
The same docs mention Axonn — Axonn.Sandbox.Provision, Axonn.ModelAccess.Backend.DelegatedCli,
"Axonn's copy of this script". That is the application this library was extracted from. Nothing
here depends on it, references it at compile time, or needs it to run; test/dependency_tree_test.exs
enforces that.
The mentions are kept for the same reason the identifiers are: they name the concrete caller a
decision was measured against. "A host that tracks placements" is abstract, and the reasoning is
easier to check when the host is a real one. Read them as provenance — this is who hit the problem
that produced this rule — never as a dependency.
Reading one
005 - FR - 011
│     │     │
│     │     └── the requirement's number within that document
│     └──────── the kind
└────────────── the specification the requirement belongs to
Both 005-FR-011 and 005 FR-011 appear; the separator carries no meaning. A trailing letter
(012-FR-016a) marks a requirement refined after its first statement.
Kinds
	Prefix	Meaning
	FR	Functional requirement — a rule the implementation must satisfy
	NFR	Non-functional requirement — performance, operability, security posture
	SC	Success criterion — an observable condition that decides whether the feature is done
	T	Task — a unit of the implementation plan, e.g. 005 T060a10
	R	Research finding — a measurement recorded before a decision, e.g. research R2, R9

A T citation usually explains when something arrived and what it replaced. An R citation
points at evidence: R2 and R9 in particular are cited often, and both record measurements that
overturned an earlier assumption.
The specifications
Each number is one specification in the originating application. They are not distributed with
this package — the ones that matter to a reader here are summarised by the code that cites them.
	ID	Specification	What it contributes to this library
	003	sandbox-contract	The sandbox lifecycle contract and the conformance suite that enforces it. The most-cited (116 references) — most of ExSandbox.Conformance traces here.
	005	sandbox-beam	The BEAM mechanism, Linux hardening, and the egress work under T060. Source of the refusal-over-partial-confinement rule.
	007	agent-runtime	Consumer-side context for how sandboxes are driven.
	008	generation-verification	Evidence and verification requirements — why a claim needs an observed breach behind it.
	010	observability	Telemetry event shape.
	012	sandbox-libraries	The extraction itself: FR-001 (no host application, no Ash, no web framework), FR-004 and FR-014 (the public/private boundary), FR-016 (the third outcome). See boundary.md.
	013	deployment-topology	Deployment separation, and the narrowed privilege grant the isolation harness runs under (FR-006b, FR-006f).
	014	desktop-deployment	The macOS resource-cap floor — the :darwin_hardening tagged tests.
	015	model-access	Consumer-side context for credential handling.
	029	sandbox-reachability	Egress reachability: hostname allowlists, the DNS resolver, and what a sandbox is permitted to reach.

The three that explain the most
If you read only a few, these carry the reasoning that shapes the whole library:
	012-FR-001 — this library depends on Elixir/OTP and :telemetry, and nothing else. It is
why there is no repo, no schema, and no credential probe here, and why the conformance suite's
credentials group reports "host capability unavailable" rather than passing.
	012-FR-016/016a — conformance scores three outcomes, not two: pass, guarantee
failure, and capability unavailable. Collapsing the third into a failure produces breach reports
for boundaries that were never tested.
	005 R9 — a host that cannot enforce confinement gets a refusal, not a weaker sandbox. A
partially confined tenant is worse than none, because it looks contained.



  

    Why this library cites documents that are not in it

ex_sandbox was an application inside the Axonn umbrella until 1.0.0, and it was moved out with
git subtree split so that its 143 commits came with it. The code came. The specification tree it
was written against did not, because that tree describes a platform this library is only one part
of.
The comments and docstrings here cite that tree constantly, and deliberately. This project's
convention is that a claim about behaviour names the thing that measured it, so a comment saying a
pasta ordering hazard is real names the probe script that demonstrated it. Stripping those
citations during the extraction would have converted measured statements into assertions, which is
the change this codebase is least willing to make. They were kept instead, and this page is what
makes them resolvable.
test/documentation_pointers_test.exs enforces the split below. A backticked filename anywhere in
lib/, test/, or mix.exs must either resolve in this repository or be listed there as one of
the three kinds of absence described here. A name that is neither is a broken pointer, and that
test is the thing that fails.
1. Artefacts that stayed in the umbrella
Reachable only in the originating repository. Cited for provenance, never as something a reader of
this package is expected to open.
	Name	What it is
	contracts/egress.md, contracts/hardening.md	The interface contracts the egress and hardening subsystems were built to satisfy. The requirement IDs they define (005-FR-011a and the rest) are explained in requirement-ids.md, which did come across.
	012/contracts/execution-seam.md, 008/data-model.md	Contracts belonging to numbered features that own other parts of the platform.
	egress-path-measurements.md	The measurement log for the egress path. Every numbered defect cited from a comment here is one of its entries.
	spec.md, quickstart.md	Per-feature specification and operator walkthrough.
	docs/legacy/specify/014-desktop-deployment/spikes/darwin-hardening/baseline.md, spin.c	The darwin hardening spike and the fixture it measured against. test/support/darwin_fixtures/spin_nolimit.c is this repository's deliberately-different sibling of that fixture, and says so.
	docker/launch-ordering-probe.sh, docker/wired-egress-e2e.sh, docker/netns-first-e2e.sh, docker/acceptor-e2e.sh, docker/unprivileged-census-probe.sh, docker/acceptor-mark-probe.py, docker/loopback-redirect-probe.py, docker/compose.memtiming.yml	One-off probes, each written to settle one question and kept where it was written. The docker/ directory here holds the isolation harness, which is a different thing: it runs on every change, and it is the reason docker/census-baseline.txt exists.
	library_boundary_test.exs, delegated_launch_test.exs, provision.ex, apps/axonn/test/axonn/model_access/credential_leak_test.exs	Umbrella modules and tests. Where this repository has its own equivalent, the comment names both.

⚠️ A citation here is not a dependency. Nothing in this library reads any of these files at
build time or at run time, and no consumer needs them. The isolation harness under docker/ is
self-contained, and mix test needs nothing outside this tree.
2. This repository's own deleted history
Reachable with git log. These are named in comments that explain why the current code has the
shape it has, and naming the thing that was removed is the point.
priv/egress/nsacceptor.py was the Python listener the egress acceptor used to be, deleted in
1.1.0 when setns(2) made a namespace-local socket possible from the BEAM.
pool_relay_wiring_test.exs and pool_transport_test.exs were the two test files that justified
ExSandbox.Egress.Pool's host listener; they were moved onto ExSandbox.Egress.Acceptor and
renamed when that listener was removed, and ExSandbox.Egress.Decision records why.
pool_decide_test.exs was renamed to decision_test.exs in the same commit, and the pointer to it
that stayed behind in test/egress/supervision_test.exs is the one this page's test was written for.
3. Produced rather than committed
Absent from a clean checkout by design.
priv/netns_nif.so is built from c_src/netns_nif.c by Mix.Tasks.Compile.NetnsNif, in the
consumer's own tree, and is excluded from the package so a maintainer's architecture never ships.
docker/results/census.txt and docker/results/suite.log are one isolation run's output.
secret.txt is a fixture a hardening test writes and then proves is unreadable.
4. In the repository, not in the isolation image
docker/Dockerfile.isolation copies the working tree, and .dockerignore holds back .git/ and
.github/ because a runtime image has no use for either. .github/workflows/ci.yml is therefore
cited by test/test_helper.exs and present on every developer machine and every CI checkout, and
absent from the one place the suite also runs.
The check resolves a name against the filesystem before it consults its allowlist, so on a full
checkout ci.yml resolves normally and this category is never reached. It exists so the suite
passes inside the container without the check having to be weakened everywhere else.


  

    The public interface of ex_sandbox

This document owns the package contract: what this library promises its consumers, and what a
consumer may rely on. It is the artifact FR-014 requires — the statement of what is public.
The list below is the boundary. A module not named here is private, whether or not it is
namespaced Internal (012-FR-014). The ExSandbox.Internal.* prefix makes the common case
obvious, but the list is what defines the boundary — lacking the prefix does not make a module
public. There is no compatibility promise for a private module, and calling one from a consuming
application is the coupling 012-FR-004 forbids.
⚠️ This file ships inside the package and is read at runtime, via
Application.app_dir(:ex_sandbox, "priv/boundary.md"). A consumer can therefore check its own
usage against the real list mechanically instead of trusting a copy: parse the table below and
fail on any reference to a module it does not name. Removing this file from package/0's files:
would silently remove every consumer's ability to run that check.
⚠️ priv/, not docs/, and 1.0.0 had it under docs/. Mix links only ebin and priv into an
application's build directory, so a file shipped anywhere else is present in the tarball and
absent from Application.app_dir/2 -- which is the only path a consumer has at runtime. Moving
this file is therefore a breaking change to anything that read the 1.0.0 location, and 1.0.1 is
the release that makes the documented call actually resolve.
⚠️ Parse it, do not copy it. The consumer this document was written against kept a hand-maintained
copy of the list for three revisions, and every drift recorded further down was found because
the copy was replaced by a parse — including one where the copy was wider than the contract, so
the boundary being enforced was not the boundary described here and nothing could have noticed.
If this document and ExSandbox's own @moduledoc ever disagree, the moduledoc is right; open
an issue, because one of them has drifted.
For the numbering scheme in the requirement IDs cited throughout — and for what Axonn means where
this document names it — see requirement-ids.md. The short version: Axonn is
the application this library was extracted from, named here as the concrete consumer a rule was
measured against, never as a dependency.

Public interface of ex_sandbox
	Module	Purpose	Stability
	ExSandbox	The top-level API — dispatches the seven mechanism callbacks, and gates each on Capability before it reaches the mechanism	Public
	ExSandbox.Mechanism	The behaviour every mechanism implements	Public — breaking change ⇒ major
	ExSandbox.Sandbox	The struct passed to every callback	Public
	ExSandbox.Capability	Host capability report (FR-016)	Public
	ExSandbox.Hardening	OS hardening behaviour (from 005's contracts/hardening.md)	Public
	ExSandbox.Hardening.Confinement	Confines a control-plane process to one filesystem path (015 T107, R16/R30). Public because the host is what knows which path a run may reach — that is tenancy, which FR-008 keeps out of this library, so the decision must be callable from outside. ⚠️ Deliberately not an ExSandbox.Hardening implementation: the posture is inverted (environment passes through, egress permitted), and a flag on the tenant profile would put unstripping a sandbox one argument away	Public
	ExSandbox.Conformance	The suite, included via use	Public
	ExSandbox.LoopFormatter	ExUnit formatter emitting the machine-readable run report mix verify.change grades. Public because the gate must be able to name it, and it lives here rather than in axonn because ex_sandbox is the umbrella's universal ancestor -- every app's suite has to be able to emit the report, and only a module every app already depends on can do that	Public
	ExSandbox.Mechanism.Beam	The reference mechanism (005-sandbox-beam)	Public — see mechanism-specific surface below
	ExSandbox.Mechanism.Docker	Confines a sandbox inside a container instead of the host kernel (host-sandbox-and-agent-workspace)	Public — see mechanism-specific surface below
	ExSandbox.Proxy	Forwards a request to a running sandbox's address	Public
	ExSandbox.Telemetry	The events both libraries emit, and their metadata	Public
	ExSandbox.Conformance.{Lifecycle,Reachability,Reconciliation,Credentials,Isolation,Network,ResourceLimits,Execution,Helpers,Group,CapabilityUnavailable}	Reached by the suite use generates	Public by consequence
	ExSandbox.Conformance.Credentials.Probe	The behaviour a host implements so the credentials group can attempt real connections	Public
	ExSandbox.Egress.Allowlist	Parses a project's configured destinations into the form the mechanism enforces (005-FR-011a, 013-FR-014b)	Public — the host resolves the allowlist
	ExSandbox.Egress.HostAliases	Discovers every address that is this host, for the 029-FR-015 exclusion Allowlist.parse/2 takes as data	Public — the host supplies the alias set
	ExSandbox.Application, anything under ExSandbox.Internal.*	Implementation	Private — no compatibility promise

Mechanism-specific functions are public but not portable. ExSandbox.Mechanism.Beam exports
provision_failure_reason/1 (005's hardening contract -- see
requirement-ids.md),
which is not an ExSandbox.Mechanism callback and has no equivalent on other mechanisms. It
answers why a sandbox stopped — which status/1, returning a lifecycle atom, structurally cannot —
and it does so by reading cgroup v2 counters that only this mechanism has.
The behaviour was deliberately not widened to absorb it. A callback there is a promise every present
and future mechanism must keep, and this is a question most cannot answer except by returning
:mechanism_error, which is no answer. Better one mechanism with a documented extra function than
seven callbacks where one is honest.
The rule this creates: orchestration calls only behaviour callbacks. A caller that invokes
Beam.provision_failure_reason/1 directly has coupled to one isolation model and broken Principle
VI — 009-FR-004 ("adding a stack does not modify orchestration") is false the moment it does. The
host reaches this detail through the recorded operation, never by branching on record.mechanism.
ExSandbox.Mechanism.Docker exports runtime_available?/0 and workspace_mountpoint/0 the same
way — neither is a Mechanism callback, and neither has an equivalent on Beam. Unlike
provision_failure_reason/1, though, runtime_available?/0 is not a diagnostic read on a sandbox
that already exists — it answers "is a container runtime reachable on this host, right now", which
only makes sense asked of this mechanism, before one has been provisioned. Its documented caller
is exactly the mechanism-specific advice Axonn's refusal message gives an operator (Axonn.Studio,
registerable_mechanism_advice/0): what to install and which env var to set depends on which
mechanism could run here, so that advice is inherently coupled to one isolation model already —
calling Docker.runtime_available?/0 from it names the coupling rather than hiding it behind a
callback that would have to lie about being generic.
ExSandbox itself was missing from this table until 2026-08-23, and that is the fourth drift.
It is the module Axonn actually calls — provision/2, start/2, stop/2, destroy/2, status/2,
list_running/1 — from five files under apps/axonn/lib/axonn/sandbox/, and ex_sandbox.ex's own
moduledoc heads its public list with it. The table simply began one row too late.
⚠️ It surfaced only because Axonn.LibraryBoundaryTest stopped restating this table and started
parsing it. The three drifts recorded before this one all ran the same direction — a module
public here and absent from the test's hand-kept copy, which showed up as a legitimate reference
reported as a violation. This one ran the other way: the copy was wider than the contract, so
the boundary the test enforced was not the boundary this document describes, and nothing could
have noticed while the copy existed. ExSandbox.Conformance.CapabilityUnavailable was the same
shape — in the copy, absent from the brace expansion above — and is added with it; it is reached
by consequence like the rest, because Conformance.Group.check/2 expands a
rescue ... in ExSandbox.Conformance.CapabilityUnavailable clause into the consumer's own module.
ExSandbox.Conformance's submodules are public by consequence, not by choice. use ExSandbox.Conformance expands into calls on them inside the consumer's own module, so they are
part of the compiled surface whether or not anyone means them to be. Recorded rather than hidden:
a module a consumer's code calls is public under FR-014 regardless of intent, and pretending
otherwise would make the first rename a silent breaking change.
ExSandbox.Conformance.Credentials.Probe is public because the host implements it. The
credentials group has to attempt a real connection against a real store, and this library has no
database concept to do it with (FR-001). So the host supplies a probe, which makes the behaviour's
callbacks interface in the strongest sense — a host's module is written against them.
Its absence is the third outcome, not a pass: a host that supplies no probe sees host capability unavailable on every credentials check. That keeps credential_probe: from being the
exclusion FR-011 forbids — a consumer cannot omit it to silence a check they would otherwise
fail, because omitting it never produces green. ExSandbox.ConformanceExclusionsTest asserts both
halves: that the option is on a justified allowlist, and that its nil clause reaches
capability_unavailable rather than :ok.
ExSandbox.Egress.Allowlist is public because the host owns the settings. The destinations a
sandbox may reach come from the tenant project's configuration (013-FR-014b), which lives in the
host's schema -- this library has no project concept (FR-001). So the host reads the setting and
the library supplies the parser, which makes parse/1 interface: the host's provisioning path calls
it directly.
⚠️ It is public as the parser, not as a validator. parse/1 refuses a configuration it cannot
read rather than filtering the entries it can, and a host that reimplemented the parse would
reintroduce exactly that choice. A filtering parser drops the entries it does not understand and
returns a shorter allowlist that enforces correctly and silently grants less than was configured --
or, when nothing parses, returns [], which is indistinguishable from default-deny and so passes
every denial check while the operator's configuration was never applied. That failure is invisible
from outside, which is why the parse belongs to the library that enforces the result.
ExSandbox.Egress.HostAliases is public because the alias set crosses the seam as data.
029-FR-015 excludes every address that is the host from what an allowlist may express, and
Allowlist.parse/2 applies that exclusion -- but it takes the alias set as an argument rather than
discovering one. That is deliberate and is what keeps Allowlist transferable: knowing about
interfaces, routing tables and pasta's gateway mapping is mechanism knowledge, and a capability
query from inside the parser would re-couple the module that must stay mechanism-neutral (D27).
So the discovery has to live somewhere the coupling is allowed, and the host is what calls it --
Axonn.Sandbox.Provision reads it at provision time and passes the result in. That call is
interface, so the module is public.
⚠️ It is public as a discovery, not as a configuration. detect/0 reads the running kernel at
the moment it is called. A host that substituted a configured constant would be right in the config
file and wrong in the namespace, and every parse-time test would stay green while the address
actually in use is one no entry is refused for -- the same shape as the filtering parser above, in
the alias set instead of the entry list.
ExSandbox.Telemetry is public because handlers are. A host attaching a :telemetry handler
depends on the event names and metadata keys, which makes them interface. Its moduledoc carries two
recorded mismatches with 010-observability that this library cannot resolve — see FR-007.
The seven mechanism callbacks, and why the obvious four are not enough
A natural first cut of this API is compile / start / stop / proxy. 003's contract requires
seven, and the three additions each exist because of a specific requirement rather than for
symmetry:
	Callback	Why it exists
	provision, start, stop, destroy	Lifecycle — the obvious four
	status	003-FR-024 requires distinguishing "starting" from "not running"; :absent and :unknown must not collapse
	list_running	003-FR-015 — reconciling recorded against actual state after a restart. Without it a crashed sandbox stays recorded as running indefinitely, and 003-SC-008 (status matches reality within 60s) is unsatisfiable
	usage	010- Story 3 and 003-FR-026 — per-sandbox CPU, memory, and disk, attributable to the owner

list_running is the one most easily omitted, because nothing in the happy path calls it. It is
what makes reconciliation possible at all.
Compilation is not a mechanism callback. Building a tenant's application is per-stack work
belonging to 009-stack-adapters, invoked inside an already-provisioned sandbox (007-FR-041,
013-FR-021). A compile callback on the mechanism would make every mechanism know how to build
every stack — the coupling Principle VI exists to prevent.
What a consumer must supply
	Consumer supplies	Why the library cannot	Requirement
	owner_ref value	It has no owner concept	FR-007
	Run policy	It has no lifecycle concept	FR-008
	Data layer, repo, storage placement	It has no database layout	FR-009
	Scope/context value, or nil	It has no request-scoping type	FR-003
	Mechanism selection and configuration	The host decides what it can run	003 R1

A consumer supplying none of these beyond a mechanism gets a working sandbox — that is Story 1's
claim, and SC-001 is its test.

What the libraries promise
	No upward dependency. Neither library references any module it does not declare or depend
on. Enforced by --warnings-as-errors, not by convention — see below.
	No interpretation of opaque values. owner_ref, mechanism_ref, and context are stored,
compared, and propagated; never parsed, and never used to make a decision.
	Capability honesty (FR-016). A library states what it needs from the host and reports when
it is missing, rather than assuming it. A mechanism whose required capability is unavailable
refuses to start sandboxes rather than starting them unconfined — the spec's Edge Cases
entry, and the same rule 005- R9 applies to macOS.
	Versioned breakage (FR-015). A change to anything listed public above is a major version.


How the boundary is enforced
This section is normative, not advisory. Research R2 verified that the obvious enforcement does
not work:
	Mechanism	Catches an upward reference?
	mix.exs deps declaration	❌ No — controls fetching, not referencing
	mix deps.tree assertion	❌ No — passed with a violation present
	mix compile (normal)	❌ No — warning only, exit 0
	mix compile --warnings-as-errors	✅ Yes
	Runtime in a third-party app	✅ Yes — as UndefinedFunctionError, too late

Therefore:
	--warnings-as-errors is a required CI gate for both library apps. It is not a style
preference here; it is the only build-time check that fails on a boundary violation.
	mix deps.tree assertions remain required by SC-002/SC-003, but are understood as proving
nothing was fetched — a weaker claim than nothing was referenced.

Without the first gate, a violation compiles cleanly, passes tests, publishes to Hex, and fails
only inside the consumer's application — where the library's author never sees it and the person
who does cannot fix it.

Conformance suite contract (FR-010 – FR-012)
Inclusion: use ExSandbox.Conformance, mechanism: MyMechanism in the consumer's own test file,
run by the consumer's own ExUnit.
Guarantees:
	Every 003 guarantee is exercised (FR-010).
	No skip flag, exclusion tag, or mechanism allowlist exists (FR-011).
	A failure names the violated guarantee, not just the failed assertion (SC-004, Story 2 AS 2).
	Axonn's mechanisms run the published suite unmodified, as ordinary consumers (FR-012).

The one legitimate non-run: a check requiring a host capability that is absent reports
host capability unavailable, distinct from both pass and fail. This is not an exclusion —
the consumer cannot request it, it is determined by ExSandbox.Capability at runtime, and it is
reported rather than hidden. 005's finding that six of ten criteria require Linux, and 013's
Finding V2 that a capability can be absent under some container configurations, make this
unavoidable. Research R7 flags it as the boundary most likely to be argued about later.


  

    
ExSandbox.LoopFormatter 
    



      
An ExUnit formatter that writes a machine-readable per-test report.
ExUnit has no such output, and mix verify.change's quarantine ceiling needs
one: the count of tests excluded by the :quarantine tag is the number the
ceiling bounds, and stdout scraping cannot distinguish that exclusion from
the several others this suite already applies (:playwright,
:integration_caddy, :integration_cli).
Why it lives in ex_sandbox, and why in lib/
A consumer with several applications needs one formatter every one of their
suites can load, and the only module that qualifies is one they all already
depend on. This library is that module for its own consumers, which is the
whole of the reason — nothing here is about sandboxing, and nothing here
names any particular application.
⚠️ lib/, and it was test/support/ until 1.0.1. Inside an umbrella that
worked, because test/support is on elixirc_paths under MIX_ENV=test and
the compiled module landed in _build/test/lib/ex_sandbox/ebin where every
sibling app's mix test could load it. A published package has no such
arrangement: test/ is not in package/0's files:, so 1.0.0 listed this
module as Public in priv/boundary.md and shipped a release that does not
contain it. The consumer's own --formatter ExSandbox.LoopFormatter then
fails to load a module its dependency promised.
Why TSV rather than JSON
ex_sandbox depends on :telemetry and nothing else -- no JSON encoder is
available here, and adding one to the dependency root of the umbrella to
format a test report is not a trade worth making. The consumer is a bash 3.2
runner with awk, which reads TSV natively.
The last line is the point
The report ends with a summary row whose final field is COMPLETE. A run
that crashes, is killed, or fills the disk leaves a report without it.
This matters more than it looks. A gate that reads a truncated report sees
fewer failures and fewer quarantined tests than actually exist, and passes --
reporting green because it was handed less evidence, which is the exact
failure docker/census-gate.sh was written to close and the one this
repository has been bitten by three times. mix verify.change therefore
treats a report without a trailing COMPLETE as a gate failure, never as an
empty result.
Enabling
Set LOOP_REPORT to the destination path. Unset, the formatter records
nothing and costs nothing, so it is safe to leave configured.
LOOP_REPORT=.loop/runs/report.tsv mix test --formatter ExSandbox.LoopFormatter
Rows are appended, because an umbrella mix test runs each app in its own
ExUnit process and this formatter is initialised once per app. The consumer
sums across every summary row and requires the file's last row to be one.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  


        

      


  

    
ExSandbox.Mechanism.Beam.Exec 
    



      
Builds the expression that runs one command inside a BEAM sandbox, and
decodes what comes back (008 T002, T003).
Why this is source text rather than a fun
It is evaluated on the sandbox node, which runs a bare erl with Elixir's
stdlib on its code path and nothing of this project. A closure defined here
belongs to ExSandbox.Mechanism.Beam and check_funs_loadable/3 correctly
refuses it — the same trap ExSandbox.Mechanism.Beam's probe_exprs/3 documents,
which shipped wrong once already. So the command runner is Erlang source,
parsed here and evaluated there through :erl_eval.exprs/2, using nothing but
OTP.
stdout and stderr are separated by a redirect, not by the port
A port has one output channel. stderr_to_stdout merges the two, and without
it the child's fd 2 is simply inherited from the sandbox node and vanishes
into the node's own stderr — captured nowhere, attributable to nothing.
008 data-model property 2 requires them separate, so:
/bin/sh -c 'exec "$0" "$@" </dev/null 2>>"$EX_SANDBOX_STDERR"' CMD ARG...
	"$0" "$@" passes the caller's argv through as argv. Nothing is
interpolated into shell text, so there is no quoting to get wrong and no
command injection to защит against — an argument containing ; or $(…)
is one argument.
	</dev/null is the stdin-EOF rule 015 R14 measured on MuonTrap.Daemon:
a child that reads stdin and never gets EOF blocks until something kills it,
turning "this command needs no input" into a wall-clock breach.
	2>> appends to a file this module creates before the command runs. If
the file cannot be created the command is not run at all and the result is
{:could_not_run, {:stderr_capture_unavailable, reason}} — never a silently
merged or silently discarded stderr.

truncated? is a fact about bytes, not about lines
015 R17 measured MuonTrap's :logger_fun corrupting lines past a
256-byte buffer, which is why the capture mechanism is decided here rather
than inherited. This one has no line buffer at all: the port is opened
with :binary and no {:line, _} option, so it delivers whatever chunks the
OS pipe produces and the runner concatenates them. A 100 KB line arrives as
however many chunks the kernel felt like and reassembles byte-identically.
Truncation is applied once, at a byte limit, per stream:
	stdout and stderr in the result are the first limit bytes of
each stream.
	truncated? is true if either stream produced more than limit
bytes, so a caller reading a build log knows the tail is missing.
	The command still runs to completion after the limit is reached — the
runner keeps draining the port, because closing it early would leave a
child writing into a broken pipe and change the exit status this seam is
supposed to report faithfully.


      


      
        Summary
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        outcome()

      


        What the sandbox-side runner reports back, once decoded.



    





  
    Functions
  


    
      
        capture_limit_bytes()

      


        The byte limit each captured stream is truncated at.



    


    
      
        decode(other)

      


        Turns whatever the sandbox-side runner returned into the seam's result shape.



    


    
      
        default_env()

      


        The default environment a command runs with inside a sandbox.
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          @type outcome() ::
  {:ok,
   %{
     exit_status: integer(),
     stdout: binary(),
     stderr: binary(),
     truncated?: boolean()
   }}
  | {:could_not_run, term()}


      


What the sandbox-side runner reports back, once decoded.

  


        

      

      
        Functions


        


  
    
      
    
    
      capture_limit_bytes()



        
          
        

    

  


  

      

          @spec capture_limit_bytes() :: pos_integer()


      


The byte limit each captured stream is truncated at.
Configurable because a build log and a linter's verdict want different
ceilings, and a limit that cannot be raised becomes a reason to capture
nothing.

  



  
    
      
    
    
      decode(other)



        
          
        

    

  


  

      

          @spec decode(term()) :: outcome()


      


Turns whatever the sandbox-side runner returned into the seam's result shape.
Anything unrecognised is :could_not_run, never a synthesised exit status.
008-FR-016/FR-026 rest on that direction: an attempt whose outcome we
cannot read has not failed, and reporting it as a failure spends a
refinement iteration the run is not allowed to spend.
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          @spec default_env() :: [{String.t(), String.t()}]


      


The default environment a command runs with inside a sandbox.
⚠️ PATH is named explicitly. The sandbox's environment is built by env -i
with an ERTS-only allowlist (005-FR-004), so a child inherits no PATH and
every bare command name fails :enoent — which reads exactly like the sandbox
refusing the operation. That ambiguity is the one thing this seam exists to
remove, so the directories are named rather than hoped for.

  


        

      


  

    
ExSandbox.Mechanism.Beam.NodeLauncher 
    



      
Starts, probes, and terminates one hardened sandbox node (005 T020-T026).
:peer is the launcher, not the boundary
:peer.start_link/1 starts an OS-level BEAM node and gives us a supervised
handle on it. That is all it gives us. It does not confine the filesystem,
drop privileges, cap memory, or clear the environment — every one of
FR-007 - FR-011 is satisfied by the command in exec, built by
ExSandbox.Hardening, and by nothing in this module.
Stated plainly because the option map below reads like configuration, and it
would be easy to add an option here believing it tightened something. The two
options that actually carry weight are exec (the boundary) and the
per-sandbox -setcookie (FR-003); the rest bound failure.

      


      
        Summary


  
    Types
  


    
      
        launched()

      


        What a caller needs to address and later reclaim a launched node.



    





  
    Functions
  


    
      
        confined_beam_pid(root_pid)

      


        The host pid of the confined BEAM below root_pid.



    


    
      
        egress_allowlist(sandbox)

      


        The allowlist a sandbox was provisioned with, or [].



    


    
      
        exec_from_plan(launch_plan)

      


        Rebuilds {prog, args} from a plan's pasta_command.



    


    
      
        host_os_pid(port)

      


        The host's pid for a sandbox spawned through port.



    


    
      
        install_policy(exec, allowed, acquire \\ &ExSandbox.Egress.Binding.acquire/1)

      


        Turns an allowlist into a policed command, or refuses the launch.



    


    
      
        launch(sandbox, opts \\ [])

      


        Launch one hardened sandbox node.



    


    
      
        police(plan, opts \\ [])

      


        Installs the redirect into a launched tenant's namespace.



    


    
      
        probe(peer)

      


        Application-level liveness (FR-021).



    


    
      
        read_parent_oom_kills(cgroup_path)

      


    


    
      
        stop_acceptor(pid)

      


        Terminates a sandbox's acceptor, idempotently (003-FR-013).



    


    
      
        terminate(peer, timeout \\ nil)

      


        Stop a sandbox node, releasing all its memory including its atom table
(FR-006).



    





      


      
        Types


        


  
    
      
    
    
      launched()



        
          
        

    

  


  

      

          @type launched() :: %{
  node: node(),
  os_pid: integer(),
  peer: pid(),
  cookie: atom(),
  binding: ExSandbox.Egress.Binding.t() | nil,
  acceptor_pid: pid() | nil
}


      


What a caller needs to address and later reclaim a launched node.

  


        

      

      
        Functions


        


  
    
      
    
    
      confined_beam_pid(root_pid)



        
          
        

    

  


  

      

          @spec confined_beam_pid(pos_integer()) :: {:ok, pos_integer()} | {:error, term()}


      


The host pid of the confined BEAM below root_pid.
⚠️ The port's own pid is not the thing to verify. The command is a chain --
systemd-run execs setpriv execs bwrap -- and bwrap forks: an outer
process stays in the origin's namespaces to supervise, and only its child
enters the new ones. So the pid the port reports is the outer supervisor, whose
/proc/<pid>/ns/mnt and ns/net are identical to ours.
That made verify_applied/1 return :not_applied for a sandbox that was in
fact fully confined -- measured: the port's pid reported the origin's
namespaces, while its grandchild beam.smp reported mnt:[4026533087],
net:[4026533091], uid 117068, memory.max 268435456, and cpu.max
50000 100000, all correct.
This is the same class of mistake as reading :os.getpid() from inside the
sandbox, one level out: a pid that is correct in one frame of reference used in
another.
Why beam.smp specifically, and not "a confined descendant"
Selecting the first descendant that looks confined would accept a short-lived
helper while the actual sandbox ran unconfined -- the check would pass for a
process nobody cares about. The sandbox is the BEAM, so that is what must
be named. Exactly one beam.smp exists in the chain; more than one means the
tree is not the shape this reasoning assumes, and guessing between them is
precisely what must not happen, so it is an error rather than a choice.

  



  
    
      
    
    
      egress_allowlist(sandbox)



        
          
        

    

  


  

      

          @spec egress_allowlist(ExSandbox.Sandbox.t()) :: [
  ExSandbox.Egress.Policy.destination()
]


      


The allowlist a sandbox was provisioned with, or [].
Public because it is a decision -- whether this sandbox gets a policy at
all -- and launch/2 cannot run on any host that is not Linux. Left private,
the rule would be verifiable only where the whole launch works, which is the
arrangement that let the earlier context-discard defect survive: the
allowlist was parsed correctly, then dropped, and every test asserted on the
parse.

  



  
    
      
    
    
      exec_from_plan(launch_plan)



        
          
        

    

  


  

      

          @spec exec_from_plan(ExSandbox.Egress.LaunchPlan.t()) :: {String.t(), [String.t()]}


      


Rebuilds {prog, args} from a plan's pasta_command.
⚠️ Always the plan's own head, never the original program. Keeping the
original while taking the plan's arguments produces a command that reads
correctly in a log line and execs the wrong binary -- and because the
arguments still contain every hardening flag, a test that greps the joined
string for --unshare-net or the scope name would pass.
⚠️ Which binary that head names changed with the split ordering, and the
change is invisible here on purpose. pasta used to wrap the whole command,
so the head was pasta; it is now inserted after setpriv, so the head is
systemd-run once more. Reading the head off the plan rather than deciding
it here is what let that move without this function knowing -- and a version
that hardcoded either name would have been correct when written and silently
wrong afterwards.

  



  
    
      
    
    
      host_os_pid(port)



        
          
        

    

  


  

      

          @spec host_os_pid(port()) :: {:ok, pos_integer()} | {:error, term()}


      


The host's pid for a sandbox spawned through port.
⚠️ Read from the port, never by asking the sandbox. The sandbox runs under
--unshare-pid, so :os.getpid() inside it returns the namespace-local pid
(2) while the host knows it by something else entirely (1565 in the run
that found this). verify_applied/1 reads /proc/<pid> on the host, so the
sandbox's own answer sends it to an unrelated process and it reports
:unverifiable for a perfectly confined sandbox.
Taking it from the port also means verification needs no cooperation from the
thing being verified: a compromised sandbox cannot misreport its pid to escape
the check.

  



    

  
    
      
    
    
      install_policy(exec, allowed, acquire \\ &ExSandbox.Egress.Binding.acquire/1)



        
          
        

    

  


  

      

          @spec install_policy([ExSandbox.Egress.Policy.destination()], term(), (list() ->
                                                                   term())) ::
  {:ok, term(), term(), term()} | {:error, atom()}


      


Turns an allowlist into a policed command, or refuses the launch.
Public for the same reason as egress_allowlist/1: this is a decision --
whether a tenant who cannot be given a policy is given a sandbox anyway -- and
launch/2 runs on Linux and nowhere else. Left private, the rule would be
verifiable only on a host where the whole launch works.
⚠️ The rule is refuse, never downgrade, and the downgrade is the dangerous
branch rather than the obvious one. A host that cannot supply a binding could
fall back to --unshare-net and produce a sandbox that reaches nothing,
which passes every denial check in the network group while the census reports
the group as demonstrated -- 005 T060a5's named false pass, and the same shape
as the --unshare-net trap this whole feature exists to close.
acquire is injectable so the refusal can be provoked without exhausting a
real pool; it defaults to ExSandbox.Egress.Binding.acquire/1.

  



    

  
    
      
    
    
      launch(sandbox, opts \\ [])



        
          
        

    

  


  

      

          @spec launch(
  ExSandbox.Sandbox.t(),
  keyword()
) :: {:ok, launched()} | {:error, atom()}


      


Launch one hardened sandbox node.
Refuses when the host hardening module reports it is unavailable (R9, Principle II): a host that
cannot confine must not run tenant code unconfined. Returns
{:error, :mechanism_error} after recording why, so an operator reads the
missing capability rather than a bare atom.

  



    

  
    
      
    
    
      police(plan, opts \\ [])



        
          
        

    

  


  

      

          @spec police(
  ExSandbox.Egress.LaunchPlan.t(),
  keyword()
) :: {:ok, integer() | nil} | {:error, atom()}


      


Installs the redirect into a launched tenant's namespace.
⚠️ This runs after the tenant is already executing, and that is forced by
the mechanism rather than chosen: the namespace does not exist until pasta
creates it, and pasta creates it by starting the tenant inside it. There is
a real window in which the tenant runs unpoliced.
The window fails closed. Until the redirect lands there is no NAT rule
sending the tenant's traffic anywhere, and the acceptor it would be sent to
is not listening -- so a connection attempted in the window reaches nothing.
That is asserted rather than assumed: a failure here terminates the
tenant, because the alternative is a running sandbox whose allowlist is not
enforced, and which passes every denial check in the conformance suite.
Public because it is the ordering rule that cannot be exercised off Linux --
left private it would be verified only where the whole launch works, which is
the arrangement that let the context-discard defect survive.

  



  
    
      
    
    
      probe(peer)



        
          
        

    

  


  

      

          @spec probe(pid()) :: :ok | {:error, :unresponsive | :down}


      


Application-level liveness (FR-021).
Separate from process monitoring because :unresponsive — process alive,
control channel up, application wedged — is invisible to :peer (R6). A hung
sandbox reported healthy is worse than a crashed one: it holds memory, blocks
placement, and serves nothing.
⚠️ Takes the peer pid, not the node name, because the probe rides the stdio
control channel. An earlier version called :erpc.call(node, ...), which
cannot reach a sandbox running under --unshare-net — it has no network
interfaces — so every healthy sandbox answered {:error, :down} and
status/1 reported :absent.
That was the most dangerous form of this bug: reconciliation treats :absent
as "reclaim it", so the better the network isolation worked, the more certainly
a live tenant would be torn down as an orphan. Measured: two sandboxes that had
just provisioned successfully, with nothing else running, both reported
:absent immediately.

  



  
    
      
    
    
      read_parent_oom_kills(cgroup_path)



        
          
        

    

  


  


  



  
    
      
    
    
      stop_acceptor(pid)



        
          
        

    

  


  

      

          @spec stop_acceptor(integer() | nil) :: :ok


      


Terminates a sandbox's acceptor, idempotently (003-FR-013).
⚠️ Exists because the acceptor does not die with the namespace it serves.
Measured: after kill -9 on the namespace holder the acceptor was still
running, and /proc/<acceptor>/ns/net still named the same namespace — so it
was holding a dead netns open. A destroy that forgot it would leak one process
and one namespace per sandbox, with no symptom until the host ran out of
either.
Killing a pid that is already gone is not an error: a second destroy/1 must
be safe, and reclamation that fails on an already-reclaimed sandbox is
reclamation nobody can retry.

  



    

  
    
      
    
    
      terminate(peer, timeout \\ nil)



        
          
        

    

  


  

      

          @spec terminate(pid(), timeout()) :: :ok


      


Stop a sandbox node, releasing all its memory including its atom table
(FR-006).
Always returns :ok: an already-dead node is success, matching 003's
idempotency rule. Escalates to an OS kill after the timeout so a wedged
sandbox cannot block reclamation — a sandbox that ignores a graceful stop is
precisely the one that must not be able to hold capacity forever.

  


        

      


  

    
ExSandbox.Proxy 
    



      
Forwards a request to a running sandbox's address (012 T041, contracts/boundary.md).
What this is not
It is not an HTTP client, and it does not know what a "request" is. FR-001
forbids ex_sandbox any dependency, which rules out Finch, Mint, Req, and
Plug alike — so this library cannot ship the forwarding itself.
What it can own, and what a host would otherwise reimplement per mechanism, is
deciding where a request goes and whether it may go at all. That decision
has three failure modes worth centralising:
	forwarding to a sandbox that is not running,
	forwarding to a stale address, and
	treating "we could not tell" as "go ahead".

So target/2 resolves an address and refuses on anything but a positive
answer. The host performs the transport with whatever client it already has.
Address resolution is the mechanism's, not this library's
A mechanism knows where its sandboxes listen; nothing else does. A BEAM
sandbox is a node name, a container is an IP and port, and a future mechanism
may be a unix socket. The mechanism puts the address in the sandbox's
context under :address, and this module only decides whether to hand it
back.
No caching, ever (006 R7)
target/2 re-resolves on every call. 006 R7 is explicit that a stale
hostname→sandbox route is a cross-tenant data breach rather than a
correctness bug — requests for one tenant's address reaching another tenant's
sandbox — and that caching this particular lookup is the optimisation someone
adds later without recognising what its failure mode is.
There is no cache here and no option to add one. If profiling ever shows the
resolution is a bottleneck, the admissible fix is a cache invalidated in the
same transaction as the state change, which is a host concern with access to
the transaction — not something this library can do correctly.

      


      
        Summary


  
    Types
  


    
      
        address()

      


        Where a running sandbox can be reached.



    


    
      
        refusal()

      


        Why a forward was refused. Each is distinguishable (006 R4).



    





  
    Functions
  


    
      
        address(sandbox)

      


        The address a mechanism recorded for this sandbox, without a status check.



    


    
      
        target(mechanism, sandbox)

      


        Resolves where to forward a request for sandbox, or refuses.



    





      


      
        Types


        


  
    
      
    
    
      address()



        
          
        

    

  


  

      

          @type address() :: term()


      


Where a running sandbox can be reached.
Deliberately loose: a {host, port} for a container, a node name for a BEAM
sandbox, a path for a unix socket. This library stores and returns it without
interpretation (FR-007).

  



  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  {:not_running, ExSandbox.Mechanism.status()}
  | :no_address
  | {:status_unknown, term()}


      


Why a forward was refused. Each is distinguishable (006 R4).

  


        

      

      
        Functions


        


  
    
      
    
    
      address(sandbox)



        
          
        

    

  


  

      

          @spec address(ExSandbox.Sandbox.t()) :: {:ok, address()} | {:error, :no_address}


      


The address a mechanism recorded for this sandbox, without a status check.
Public because a mechanism's own start path needs it before the sandbox is
observably running. Not a substitute for target/2 on a request path: it
answers "where would this be" rather than "may this be reached now".

  



  
    
      
    
    
      target(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec target(module(), ExSandbox.Sandbox.t()) ::
  {:ok, address()} | {:error, refusal()}


      


Resolves where to forward a request for sandbox, or refuses.
Refuses on every outcome but a positive one — 006 R4's decision table
applied here. The row that matters is the last: a mechanism that cannot report
status refuses rather than forwarding, because "we could not tell" arriving at
a live sandbox is how a request reaches the wrong tenant.
case ExSandbox.Proxy.target(MyMechanism, sandbox) do
  {:ok, address} -> MyClient.forward(address, conn)
  {:error, reason} -> refuse(conn, reason)
end

  


        

      


  

    
ExSandbox.Telemetry 
    



      
Events both libraries emit, carrying the opaque owner_ref (012 T043).
Attribution is the host's, not the library's
Every event carries owner_ref verbatim and nothing else identifying. The
library has no tenant concept, no project concept, and no way to decompose the
value — FR-007 makes it opaque precisely so it cannot try. A host attaching a
:telemetry handler knows what its own owner_ref means and resolves it to
whatever attribution its observability stack wants.
This is the stated resolution of the plan's Constitution VII risk: the library
emits, the host attributes.
⚠️ Recorded mismatch with 010-observability (T043)
T043 asks that this be checked against 010's actual requirements and that any
mismatch be recorded rather than adapted to silently. There is one, and it
is not resolvable inside this library:
010-FR-002 requires telemetry be attributed to "a tenant, project, and
thread where each applies". These events carry a single opaque owner_ref.
Three consequences follow:
	A host whose owner_ref encodes only a tenant cannot satisfy 010-FR-002
from these events alone — the project and thread are simply not present.
	The library cannot fix this by splitting owner_ref into parts. That
would require parsing it, which FR-007 forbids and which 012's opacity
tests actively check for.
	Therefore the resolution must be at the host: either the host's
owner_ref resolves to full attribution through a lookup it owns, or the
host enriches these events in its own handler.

010-FR-006 forbids secrets and raw tenant data in telemetry, including
within error text. These events pass mechanism error reasons through
unredacted, because the library cannot know what a mechanism's error term
contains. A host forwarding these to a telemetry backend is responsible for
redaction. Recorded here rather than solved because solving it in the library
would mean inspecting the opaque values FR-007 forbids inspecting.
Neither mismatch is a defect in this module; both are boundary consequences
that 010's implementation will need to handle explicitly. They are written
down so that work starts from a known position rather than discovering it.
Events
	Event	Measurements	Metadata
	[:ex_sandbox, :provision, :stop]	:duration	:owner_ref, :mechanism, :result
	[:ex_sandbox, :start, :stop]	:duration	:owner_ref, :mechanism, :result
	[:ex_sandbox, :stop, :stop]	:duration	:owner_ref, :mechanism, :result
	[:ex_sandbox, :destroy, :stop]	:duration	:owner_ref, :mechanism, :result
	[:ex_sandbox, :capability, :unavailable]	:count	:owner_ref, :mechanism, :missing

:result is :ok or {:error, reason}, kept distinguishable per 010-FR-004
— an emitting capability may not collapse distinct causes into one generic
error.

      


      
        Summary


  
    Functions
  


    
      
        capability_unavailable(mechanism, sandbox, missing)

      


        Records that a host could not provide what a mechanism requires.



    


    
      
        hardening_verified(mechanism, sandbox, outcome, applied \\ %{})

      


        Records the outcome of verifying that confinement actually applied
(005 T045, 010 Emission Review).



    


    
      
        sandbox_placed(mechanism, sandbox, placement)

      


        Records where a sandbox was placed, for a host that tracks placements
(005 T041, FR-016).



    


    
      
        span(operation, mechanism, sandbox, fun)

      


        Runs fun, emitting a span for operation with sandbox's owner attached.



    





      


      
        Functions


        


  
    
      
    
    
      capability_unavailable(mechanism, sandbox, missing)



        
          
        

    

  


  

      

          @spec capability_unavailable(module(), ExSandbox.Sandbox.t() | nil, [
  ExSandbox.Capability.t()
]) :: :ok


      


Records that a host could not provide what a mechanism requires.
Emitted where the refusal happens rather than left to the caller: a mechanism
refusing to start is the correct behaviour but an invisible one, and an
operator seeing no sandboxes start needs to know it was a capability decision
rather than a crash.

  



    

  
    
      
    
    
      hardening_verified(mechanism, sandbox, outcome, applied \\ %{})



        
          
        

    

  


  

      

          @spec hardening_verified(
  module(),
  ExSandbox.Sandbox.t(),
  :ok | {:error, atom()},
  map()
) :: :ok


      


Records the outcome of verifying that confinement actually applied
(005 T045, 010 Emission Review).
Why this event exists separately from the lifecycle span
A provision span reports whether provisioning succeeded. This reports
whether the sandbox that resulted is confined, and the two are not the
same question: 005 R9b measured a limiter invoked with correct arguments,
present in the process tree, named in configuration, and silently not applied.
A span would have called that a success.
Emitted on both outcomes deliberately. A failure event alone gives an
operator no way to distinguish "confinement is being verified and holding"
from "verification stopped running" — and those look identical in a dashboard
that only ever plots failures.

  



  
    
      
    
    
      sandbox_placed(mechanism, sandbox, placement)



        
          
        

    

  


  

      

          @spec sandbox_placed(module(), ExSandbox.Sandbox.t(), map()) :: :ok


      


Records where a sandbox was placed, for a host that tracks placements
(005 T041, FR-016).
Why an event rather than a call into the host
012-FR-001 requires this library to reference no host module. Writing a
placement row directly — or taking a host module from config and calling it —
would put Axonn.Sandbox.Beam.Placement on this library's conscience, and
ex_sandbox would no longer be usable without Axonn's schema.
Telemetry inverts that: the mechanism announces what happened, and a host that
cares attaches a handler. A host that does not care attaches nothing and pays
nothing.
⚠️ cookie_ref, never the cookie
The per-sandbox cookie is defence in depth for FR-003, and telemetry
metadata reaches log aggregators, error trackers, and APM vendors. Passing the
cookie here would scatter it across systems chosen for searchability. This
takes a reference; resolving it stays the host's business.

  



  
    
      
    
    
      span(operation, mechanism, sandbox, fun)



        
          
        

    

  


  

      

          @spec span(atom(), module(), ExSandbox.Sandbox.t(), (-> result)) :: result
when result: term()


      


Runs fun, emitting a span for operation with sandbox's owner attached.
Uses :telemetry.span/3 so the start, stop, and exception events follow the
conventions a host's handlers already expect.

  


        

      


  

    
ExSandbox 
    



      
Isolated execution sandboxes, as a library with no host-application concepts.
ex_sandbox is a composition and evidence layer over operating-system
facilities, not a new isolation mechanism. Nothing here invents containment:
the primitives are the OS's (cgroup v2, namespaces, bubblewrap,
sandbox-exec, Job Objects). What this library adds is a uniform behaviour
over them, a capability report that is honest about what the host cannot do,
and a conformance suite that establishes claims by observing breaches being
stopped rather than by confirming a limiter was invoked.
It depends on Elixir/OTP and nothing else — no Ash, no web framework, no host
application (FR-001).
Public interface
These modules are public. A breaking change to any of them is a major version
(FR-015):
	ExSandbox — this module; the top-level API
	ExSandbox.Mechanism — the behaviour every isolation mechanism implements
	ExSandbox.Sandbox — the struct passed to every mechanism callback
	ExSandbox.Capability — the host capability report (FR-016)
	ExSandbox.Hardening — the OS-level enforcement seam
	ExSandbox.Conformance — the conformance suite, included via use
	ExSandbox.Proxy — forwards a request to a running sandbox's address
	ExSandbox.Telemetry — the events both libraries emit, and their metadata
	ExSandbox.Conformance.{Lifecycle, Isolation, ResourceLimits, Execution, Helpers, Group} — public by consequence: use ExSandbox.Conformance expands
into calls on them inside the consumer's own module, so they are part of
the compiled surface whether or not anyone intended it

Everything else is private
A module not listed above is private, whether or not it is namespaced
Internal (FR-014). The ExSandbox.Internal.* namespace makes the common
case obvious from the module name, but the list above is what defines the
boundary — a module that merely lacks the Internal prefix has not thereby
become public.
There is no compatibility promise for private modules. Calling one from a
consuming application is the coupling FR-004 forbids, and a consumer can
check for it mechanically rather than by review: this table also ships as
priv/boundary.md inside the package, resolvable at runtime through
Application.app_dir(:ex_sandbox, "priv/boundary.md"). A consumer's own test
reads the installed copy instead of restating it, so the check cannot drift
from the list it is checking against.
What a consumer must supply
	Consumer supplies	Why this library cannot
	owner_ref	It has no owner concept (FR-007)
	Run policy	It has no lifecycle concept (FR-008)
	context value, or nil	It has no request-scoping type (FR-003)
	Mechanism selection and configuration	The host decides what it can run

A consumer supplying nothing beyond a mechanism gets a working sandbox.
Capability honesty
Every entry point below refuses to start a sandbox when a required capability
is unavailable, rather than starting it unconfined (FR-016; 005 R9). A
mechanism that cannot isolate must say so — reporting less than it does rather
than more is the discipline that makes a cross-platform floor mean anything.

      


      
        Summary


  
    Types
  


    
      
        mechanism()

      


        A module implementing ExSandbox.Mechanism.



    


    
      
        refusal()

      


        Why an operation was refused before the mechanism was ever asked.



    





  
    Functions
  


    
      
        address(mechanism, sandbox)

      


        Where an application inside the sandbox can be reached from this host, or
nil.



    


    
      
        capabilities()

      


        Reports on every capability this host provides.



    


    
      
        destroy(mechanism, sandbox)

      


        Destroys a sandbox and releases its resources.



    


    
      
        execute(mechanism, sandbox, arg, opts \\ [])

      


        Runs {cmd, args} inside a running sandbox (008-FR-002, 007-FR-041).



    


    
      
        list_running(mechanism)

      


        Every sandbox the mechanism currently believes is running.



    


    
      
        provision(mechanism, sandbox)

      


        Creates the sandbox's resources without starting it.



    


    
      
        start(mechanism, sandbox)

      


        Starts a provisioned sandbox.



    


    
      
        status(mechanism, sandbox)

      


        The sandbox's current state, as the mechanism observes it.



    


    
      
        stop(mechanism, sandbox)

      


        Stops a running sandbox, leaving its resources in place.



    


    
      
        usage(mechanism, sandbox)

      


        Current resource consumption for one sandbox (003-FR-026).



    





      


      
        Types


        


  
    
      
    
    
      mechanism()



        
          
        

    

  


  

      

          @type mechanism() :: module()


      


A module implementing ExSandbox.Mechanism.

  



  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() :: {:capability_unavailable, [ExSandbox.Capability.t()]}


      


Why an operation was refused before the mechanism was ever asked.
{:capability_unavailable, reports} is not an error in the mechanism — it is
this library declining to pretend.

  


        

      

      
        Functions


        


  
    
      
    
    
      address(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec address(mechanism(), ExSandbox.Sandbox.t()) ::
  {:ok, String.t() | nil} | {:error, term()}


      


Where an application inside the sandbox can be reached from this host, or
nil.
{:ok, nil} for a mechanism that does not implement the optional address/1
callback at all, which is the same answer one that implements it gives for a
sandbox with nothing to reach. A caller asking "where is this" gets one shape
back either way: making the mechanism's choice to implement visible here
would push a capability check into every call site, and each would have to
decide again what a missing callback means.

  



  
    
      
    
    
      capabilities()



        
          
        

    

  


  

      

          @spec capabilities() :: [ExSandbox.Capability.t()]


      


Reports on every capability this host provides.
Public so a consumer can decide before provisioning whether this host can
run what they need, rather than discovering it from a refusal.

  



  
    
      
    
    
      destroy(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec destroy(mechanism(), ExSandbox.Sandbox.t()) :: :ok | {:error, term()}


      


Destroys a sandbox and releases its resources.
Deliberately not capability-gated. Refusing to clean up because the host
cannot isolate would strand resources on exactly the hosts least able to
afford them.

  



    

  
    
      
    
    
      execute(mechanism, sandbox, arg, opts \\ [])



        
          
        

    

  


  

      

          @spec execute(
  mechanism(),
  ExSandbox.Sandbox.t(),
  {String.t(), [String.t()]},
  keyword()
) ::
  {:ok, ExSandbox.Mechanism.completion()}
  | {:error, {:could_not_run, term()}}
  | {:error, {:limit_exceeded, :wall_clock | :memory | :cpu}}


      


Runs {cmd, args} inside a running sandbox (008-FR-002, 007-FR-041).
Deliberately not capability-gated the way provision/2 and start/2 are,
and the reason is not laxity: this call reaches into a sandbox that is already
running, which means the capability decision was taken at its launch and taken
correctly, or there is no sandbox here to reach into. Re-asking now would only
add a second answer to a question already settled, and on a host whose report
changed mid-flight the second answer would refuse to read the output of work
that ran perfectly well under confinement that was real when it started.
The three returns are three different facts — see ExSandbox.Mechanism.execute/3.
In particular {:error, {:could_not_run, _}} is not an exit status.

  



  
    
      
    
    
      list_running(mechanism)



        
          
        

    

  


  

      

          @spec list_running(mechanism()) :: {:ok, [String.t()]} | {:error, term()}


      


Every sandbox the mechanism currently believes is running.
Nothing in the happy path calls this; it exists so a host can reconcile
recorded state against actual state after a restart (003-FR-015).

  



  
    
      
    
    
      provision(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec provision(mechanism(), ExSandbox.Sandbox.t()) ::
  {:ok, ExSandbox.Sandbox.t()} | {:error, refusal() | term()}


      


Creates the sandbox's resources without starting it.
Refuses when the host lacks a capability the mechanism requires, rather than
provisioning something that would run unconfined.

  



  
    
      
    
    
      start(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec start(mechanism(), ExSandbox.Sandbox.t()) ::
  {:ok, ExSandbox.Sandbox.t()} | {:error, refusal() | term()}


      


Starts a provisioned sandbox.
The capability check is repeated here rather than trusted from provision/2:
a sandbox may be provisioned on one host and started on another, and a cap
that was enforceable at provision time is not thereby enforceable now.

  



  
    
      
    
    
      status(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec status(mechanism(), ExSandbox.Sandbox.t()) ::
  {:ok, ExSandbox.Mechanism.status()} | {:error, term()}


      


The sandbox's current state, as the mechanism observes it.

  



  
    
      
    
    
      stop(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec stop(mechanism(), ExSandbox.Sandbox.t()) ::
  {:ok, ExSandbox.Sandbox.t()} | {:error, term()}


      


Stops a running sandbox, leaving its resources in place.

  



  
    
      
    
    
      usage(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec usage(mechanism(), ExSandbox.Sandbox.t()) ::
  {:ok, ExSandbox.Mechanism.usage()} | {:error, term()}


      


Current resource consumption for one sandbox (003-FR-026).

  


        

      


  

    
ExSandbox.Capability 
    



      
What this library needs from its host, and whether it is actually there
(012 T013, T022, FR-016).
Determined, never assumed
FR-016 requires a library state what it needs and report at runtime when
it is unavailable, rather than assuming it. The distinction is not academic:
005 R9 found that six of ten isolation criteria require Linux, and 013
Finding V2 found a capability that is absent under some container
configurations. A library that assumed them would provide no isolation on
those hosts while claiming to.
Availability is evidence, not configuration
A capability is reported available only on FR-012a's evidence standard —
observed behaviour, not the presence of a mechanism. 005 R9b measured the
failure this guards against: taskpolicy -m 100 sandbox-exec ... ./hog 300
allocates 300 MB under a nominal 100 MB cap and exits 0, because the limit is
silently lost across the intervening exec. Every check short of trigger a
breach and watch it stop reports that composition as working.
So a check here answers "could this host enforce the cap at all", and it
errs toward false. Whether a particular mechanism actually enforces it
is ExSandbox.Conformance's question, answered by breaching it.
The coarse name and its decomposition (014-FR-013a, T004)
:resource_limits remains the coarse, Linux-facing name, and it stays.
ExSandbox.Mechanism.Beam's required_capabilities/0 callback names it, and its comment
records why one name suffices there: the memory and CPU caps "both come from
the same cgroup scope, and a host with one has the other". On Linux that is
true, and a single gate over a single mechanism is the honest shape.
It stops being true off Linux, which is what 014-FR-013a is about. 005
R9b measured a macOS host where the caps come apart: RLIMIT_CPU is honoured
by the kernel while RLIMIT_AS/DATA/RSS fail setrlimit with EINVAL,
and the memory cap survives or is lost depending on where taskpolicy sits
in the process tree. One summary level cannot report that host without lying
in one direction or the other.
So :process_separation, :memory_cap, :cpu_cap and :time_budget are
:resource_limits' per-capability decomposition — an additional, finer
vocabulary, not a replacement. Two rules keep the two from drifting apart,
and both exist because a split verdict on one underlying fact is a defect
this file has already carried more than once (005 T060a5c, T060c):
	On Linux the three host-enforced names are derived from the existing
cgroup v2 probe rather than re-probing it. Two probes of one fact are two
things that must stay equal forever, and the symptom of their drifting is
a cap reported enforced on a host that does not enforce it.

	:time_budget is derived from nothing, because it is not a host fact
at all. 014-FR-014b places its enforcement in the supervising BEAM,
so no probe here can observe it and no cgroup verdict says anything about
it. See time_budget_not_a_host_capability/1.


Three Darwin names now report available, and what that cost (014 T020)
Every Darwin clause below used to report unavailable, on the correct
grounds that no backend existed to watch stopping a breach. 014 Phase 3
built one, and Phase 4 observed the breaches: :memory_cap, :cpu_cap and
:process_separation are derived from
ExSandbox.Hardening.Darwin.capabilities/0, whose probe runs the real
composition rather than looking for binaries on the PATH.
The claim rests on ExSandbox.Hardening.DarwinOrderingTest (SC-003), which
runs R9b's misordered composition and the backend's own composition in one
run and requires them to differ — 0 with 300 MB allocated against 137.
Without that pair, FR-014a's standard is not met and these names go back.
Everything else on Darwin still reports unavailable, and each detail names
what is missing rather than merely asserting absence:
	:time_budget — not a host fact anywhere, see
time_budget_not_a_host_capability/1.
	:privilege_separation — a deny-list sandbox-exec profile is not
default-deny confinement (T021).
	:filesystem_confinement, :network_restriction, :disk_quota,
:resource_limits — each for the reason its clause states.
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    Types
  


    
      
        name()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        check(name)

      


        Checks one capability against the running host.



    


    
      
        check_all()

      


        Checks every known capability.



    


    
      
        gating_defaults()

      


        The capabilities a mechanism is gated on when it declares none.



    


    
      
        known()

      


        Every capability this library knows how to check.



    


    
      
        missing(required)

      


        The capabilities in required that this host cannot provide.



    


    
      
        satisfied?(required)

      


        True when every capability in required is available.



    





      


      
        Types


        


  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @type name() ::
  :resource_limits
  | :filesystem_confinement
  | :privilege_separation
  | :network_restriction
  | :disk_quota
  | :process_separation
  | :memory_cap
  | :cpu_cap
  | :time_budget


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSandbox.Capability{
  available?: boolean(),
  detail: String.t() | nil,
  name: name()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check(name)



        
          
        

    

  


  

      

          @spec check(name() | atom()) :: t()


      


Checks one capability against the running host.
Returns a report; it never raises, because "cannot determine" is a legitimate
answer that must be reported rather than thrown (FR-012b).

  



  
    
      
    
    
      check_all()



        
          
        

    

  


  

      

          @spec check_all() :: [t()]


      


Checks every known capability.

  



  
    
      
    
    
      gating_defaults()



        
          
        

    

  


  

      

          @spec gating_defaults() :: [name()]


      


The capabilities a mechanism is gated on when it declares none.
Deliberately narrower than known/0 -- see the note above it. A name that is
unavailable on every host belongs in the report and never in the gate.

  



  
    
      
    
    
      known()



        
          
        

    

  


  

      

          @spec known() :: [name()]


      


Every capability this library knows how to check.

  



  
    
      
    
    
      missing(required)



        
          
        

    

  


  

      

          @spec missing([name()]) :: [t()]


      


The capabilities in required that this host cannot provide.
Returned rather than raised so a caller can report which one is missing —
"unavailable" with no detail is the kind of message that gets ignored.

  



  
    
      
    
    
      satisfied?(required)



        
          
        

    

  


  

      

          @spec satisfied?([name()]) :: boolean()


      


True when every capability in required is available.
For a host deciding whether to offer a mechanism at all. A mechanism whose
required capability is missing must refuse rather than start unconfined
(spec Edge Cases; 005 R9's macOS rule), and this answers that in one call.
⚠️ This library's own gate is not this function. ExSandbox.provision/2 and
ExSandbox.start/2 go through a private ensure_capable/2 built on
missing/1, because a refusal has to name which capability was absent and a
boolean cannot. This docstring said otherwise until 2026-08-29, which made a
reader looking for the gate look in the wrong place.
Not expressed as missing(required) == [], and the difference is measurable
rather than stylistic: check/1 shells out for several names, and Enum.all?
stops at the first absent one where missing/1 deliberately probes them all
so it can list them.

  


        

      


  

    
ExSandbox.Mechanism behaviour
    



      
The behaviour every isolation mechanism implements (012 T019, T020).
A mechanism is the thing that actually runs code in isolation — a BEAM node
under OS confinement (005-sandbox-beam), a container (001-lxd), or
something a third party writes. ExSandbox dispatches to one; the conformance
suite holds all of them to the same bar.
Every callback takes an ExSandbox.Sandbox.t() — a plain struct — rather than
003's SandboxRecord.t(), which was an Ash resource struct (research R3).
This is the change that would have been most expensive to defer: it alters the
type in every callback.
⚠️ Do not trust a count of callbacks written in prose, here or anywhere
else. This moduledoc said "seven" while the file declared eight, and
012/contracts/execution-seam.md re-titled its own heading for the same
reason. Count them in the file.
Why more callbacks than the obvious four
The natural first cut of this API is compile / start / stop / proxy.
Several of the callbacks here exist for a specific reason rather than for
symmetry, and each would be easy to leave out:
	status — 003-FR-024 requires distinguishing "starting" from "not
running". :absent and :unknown must not collapse into each other:
"we know it is gone" and "we cannot tell" lead to different actions.

	list_running — the one most easily dropped, because nothing in the
happy path calls it. It is what makes post-restart reconciliation
possible at all (003-FR-015). Without it a sandbox that crashed while
the host was down stays recorded as running indefinitely, and 003-SC-008
— recorded status matches reality within 60 seconds — is unsatisfiable by
construction.

	usage — per-sandbox CPU, memory, and disk, attributable to the owner
(003-FR-026, 010 Story 3).

	execute — the seam that lets a caller run a command inside a sandbox
that is already running, added by 012/contracts/execution-seam.md
(decided 2026-08-20, Option A shape A2). Until it existed this behaviour
could start a workload and stop it and never run anything beside it, so
008-FR-002 (verification runs inside a sandbox, never on the platform's
runtime) and 007-FR-041 (a run does not get a private isolation
mechanism separate from its environment's sandbox) were both unbuildable.
The argument that every mechanism can keep this promise honestly is short:
a mechanism that cannot run a command inside a sandbox cannot have started
an application in one either.


There is no compile callback
Building a tenant's application is per-stack work, owned by
009-stack-adapters and run inside an already-provisioned sandbox
(007-FR-041, 013-FR-021). Putting it on the mechanism would require every
mechanism to know how to build every stack — precisely the coupling
Principle VI exists to prevent. A mechanism provisions a place to run things;
what gets built there is not its business.
Optional: declaring required capabilities
A mechanism may export required_capabilities/0 returning a list of
ExSandbox.Capability.name(). ExSandbox refuses to provision or start when
any of them is unavailable on this host. A mechanism that does not export
it is treated as requiring all of them — under-declaring must not be a way to
escape the check (FR-012b).
Optional: declaring constructed capabilities
A mechanism may also export constructed_capabilities/0. ⚠️ It is the
opposite claim from required_capabilities/0, and confusing the two inverts
the gate. One says what this mechanism needs the host to already provide;
the other says what this mechanism builds itself, whether or not the host
can.
The distinction exists because the host probe answers a narrower question than
the gate asks. ExSandbox.Capability reports whether this host can confine
a process directly — on darwin every answer is reasoning about a BEAM node
under sandbox-exec. A mechanism whose isolation is a container satisfies the
same names by a different construction, and before this callback existed there
was no argument position in which to say so: the report was a host probe
wearing one mechanism's reasoning.
Omitting it reports nothing, so the gate is the host probe alone and every
mechanism written before this callback behaves exactly as it did.
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    Types
  


    
      
        completion()

      


        What one completed command produced.



    


    
      
        output_chunk()

      


        A chunk of output as it is produced, for opts[:on_output].



    


    
      
        status()

      


        What a mechanism observes about a sandbox.



    


    
      
        usage()

      


        Current consumption, for attribution to the owner (003-FR-026).



    





  
    Callbacks
  


    
      
        address(t)

      


        Where an application inside this sandbox can be reached from the host, or
nil.



    


    
      
        constructed_capabilities()

      


        Capabilities this mechanism constructs for whatever it runs.



    


    
      
        destroy(t)

      


        Destroys the sandbox and releases its resources.



    


    
      
        execute(t, tuple, opts)

      


        Runs {cmd, args} inside a running sandbox and returns what it produced.



    


    
      
        list_running()

      


        Every mechanism_ref this mechanism currently believes is running.



    


    
      
        provision(t)

      


        Creates the sandbox's resources without starting it.



    


    
      
        required_capabilities()

      


        Capabilities this mechanism requires of the host.



    


    
      
        start(t)

      


        Starts a provisioned sandbox.



    


    
      
        status(t)

      


        The sandbox's current state as this mechanism observes it (003-FR-024).



    


    
      
        stop(t)

      


        Stops a running sandbox, leaving its resources intact.



    


    
      
        usage(t)

      


        Current resource consumption for one sandbox (003-FR-026).
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      completion()



        
          
        

    

  


  

      

          @type completion() :: %{
  exit_status: integer(),
  stdout: binary(),
  stderr: binary(),
  truncated?: boolean()
}


      


What one completed command produced.
stdout and stderr are separate because a merged stream cannot
attribute a failure, and 015 research R17 measured MuonTrap's
:logger_fun corrupting lines past a 256-byte buffer — so how the two are
captured is a decision a mechanism must make deliberately, not a detail it may
inherit.
truncated? is explicit for the same reason: silent truncation of a build log
is how a real error disappears from a diagnosis. It is true when either
stream was cut, and the bytes returned are that stream's first bytes.

  



  
    
      
    
    
      output_chunk()



        
          
        

    

  


  

      

          @type output_chunk() :: {:stdout | :stderr, binary()}


      


A chunk of output as it is produced, for opts[:on_output].
⚠️ A chunk is a chunk, not a line. Nothing here promises line framing, and
a mechanism must not impose one: 015 R17's defect is precisely a line buffer
that corrupts what does not fit it. A caller wanting lines assembles them from
the byte stream, where a long line is late rather than mangled.

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :absent
  | :provisioned
  | :starting
  | :running
  | :stopping
  | :stopped
  | :unknown


      


What a mechanism observes about a sandbox.
:absent ("it is definitely not there") and :unknown ("we could not
determine") are deliberately distinct — collapsing them loses the difference
between a sandbox that is gone and a mechanism that cannot see (003-FR-024).

  



  
    
      
    
    
      usage()



        
          
        

    

  


  

      

          @type usage() :: %{
  optional(:cpu_millicores) => non_neg_integer(),
  optional(:memory_mb) => non_neg_integer(),
  optional(:disk_mb) => non_neg_integer()
}


      


Current consumption, for attribution to the owner (003-FR-026).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      address(t)


        (optional)


        
          
        

    

  


  

      

          @callback address(ExSandbox.Sandbox.t()) :: {:ok, String.t() | nil} | {:error, term()}


      


Where an application inside this sandbox can be reached from the host, or
nil.
Optional. A mechanism that omits it offers no reachability, which is what
every mechanism offered before this callback existed.
The address is a host:port string reachable from the machine running the
platform and from nowhere else. A mechanism that publishes on an interface
another machine can reach has not implemented this callback, it has exposed
the tenant's application: the two are indistinguishable to the caller, which
is why the constraint is stated here rather than left to each mechanism.
{:ok, nil} is the answer whenever there is no address to give -- the sandbox
names no service_port, it is not running, or this mechanism has no way to
publish one. It is deliberately not an error: "not reachable" is an ordinary
state of a sandbox, and a caller that has to rescue an error to render a
stopped sandbox will eventually render something else instead.
⚠️ A mechanism must not answer with a handle that merely identifies the
sandbox. ExSandbox.Mechanism.Beam returns nil for exactly this reason: it
has a "peer:<id>" reference, and a caller that put that in an iframe would
get a broken frame rather than a clear absence.

  



  
    
      
    
    
      constructed_capabilities()


        (optional)


        
          
        

    

  


  

      

          @callback constructed_capabilities() :: [ExSandbox.Capability.name()]


      


Capabilities this mechanism constructs for whatever it runs.
Optional; a mechanism that omits it constructs nothing as far as the gate is
concerned, which is the safe direction and is exactly the pre-existing
behaviour.
⚠️ Not the inverse-named twin of required_capabilities/0 — the opposite
claim. See the moduledoc. A mechanism that lists a name here is asserting
that a sandbox it starts is subject to that confinement even on a host whose
own probe reports it unavailable.
⚠️ Nothing in this behaviour verifies the claim. A mechanism that lists a
name it does not build has widened its own gate, and the compiler cannot tell.
ExSandbox.Conformance is what establishes such a claim, by observing a
breach being stopped rather than by confirming a limiter was invoked — the
discipline 005 R9b exists to enforce, where a cap was applied, silently lost
across an exec, and the process allocated 300 MB under a nominal 100 MB cap
and exited 0. Until a mechanism passes conformance, a name here is a promise
backed only by that mechanism's own tests.

  



  
    
      
    
    
      destroy(t)



        
          
        

    

  


  

      

          @callback destroy(ExSandbox.Sandbox.t()) :: :ok | {:error, term()}


      


Destroys the sandbox and releases its resources.
Must be idempotent: a second destroy returns :ok rather than an error
(003-FR-013). A cleanup path that errors on "already gone" turns every
crash-recovery sweep into a source of spurious failures.

  



  
    
      
    
    
      execute(t, tuple, opts)



        
          
        

    

  


  

      

          @callback execute(
  ExSandbox.Sandbox.t(),
  {cmd :: String.t(), args :: [String.t()]},
  opts :: keyword()
) ::
  {:ok, completion()}
  | {:error, {:could_not_run, term()}}
  | {:error, {:limit_exceeded, :wall_clock | :memory | :cpu}}


      


Runs {cmd, args} inside a running sandbox and returns what it produced.
This is 012/contracts/execution-seam.md Option A at shape A2: the call
returns on completion, and opts[:on_output] may supply a one-argument
function receiving output_chunk/0 as output is produced. A caller passing
no sink gets exactly the run-to-completion shape, so nothing is paid for what
is not used, and 008-FR-061 / 007-FR-023 (in-progress visibility) do not
need a second breaking change to this behaviour later.
The three returns are three different facts, and collapsing any two breaks
a requirement
	{:ok, completion} — the command ran. exit_status is the command's
own, whatever it is. A non-zero status is a result, not an error.
	{:error, {:could_not_run, reason}} — the command did not run: the
sandbox was gone, the binary was not there, the mechanism could not reach
in. ⚠️ This is not an exit status and must never be reported as one.
008-FR-016 and 008-FR-026 both rest on it: an implementation that maps
"the sandbox was gone" onto a non-zero exit has converted an unperformed
check into a failed one, and a failed check consumes a refinement
iteration that FR-026 says it must not.
	{:error, {:limit_exceeded, capability}} — the command was stopped by
a limit the sandbox was launched under.

Limits are the launch's, never this call's
A mechanism must not read a limit here and enforce it around the command.
ExSandbox.Hardening's moduledoc records why: 005 R9b measured a cap
silently lost across an intervening exec, allocating 300 MB under a nominal
100 MB cap and exiting 0. A limit re-applied at execution time is a limit
applied after the process it governs already exists, which is the shape that
fails open. The sandbox is launched under the hardening layer's own command
construction -- ExSandbox.Hardening.Linux.build_command/2 on Linux,
ExSandbox.Hardening.Darwin.apply/3 on macOS -- and what runs inside it
inherits that confinement or the mechanism has none.
Options
	:on_output — (t:output_chunk/0 -> any()), optional.
	:timeout — a wall-clock ceiling for this call, optional. A sandbox that
declares its own budget is bounded by that budget regardless.

A mechanism may accept further options; it must not require any.

  



  
    
      
    
    
      list_running()



        
          
        

    

  


  

      

          @callback list_running() :: {:ok, [String.t()]} | {:error, term()}


      


Every mechanism_ref this mechanism currently believes is running.
Exists for reconciliation after a restart (003-FR-015). Nothing in the happy
path calls it, which is exactly why it is specified rather than left to each
mechanism to provide or not.

  



  
    
      
    
    
      provision(t)



        
          
        

    

  


  

      

          @callback provision(ExSandbox.Sandbox.t()) ::
  {:ok, ExSandbox.Sandbox.t()} | {:error, term()}


      


Creates the sandbox's resources without starting it.
Returns the sandbox with mechanism_ref set — the opaque handle by which this
mechanism will recognise it later.

  



  
    
      
    
    
      required_capabilities()


        (optional)


        
          
        

    

  


  

      

          @callback required_capabilities() :: [ExSandbox.Capability.name()]


      


Capabilities this mechanism requires of the host.
Optional. A mechanism that omits it is treated as requiring every known
capability — see the moduledoc.

  



  
    
      
    
    
      start(t)



        
          
        

    

  


  

      

          @callback start(ExSandbox.Sandbox.t()) :: {:ok, ExSandbox.Sandbox.t()} | {:error, term()}


      


Starts a provisioned sandbox.

  



  
    
      
    
    
      status(t)



        
          
        

    

  


  

      

          @callback status(ExSandbox.Sandbox.t()) :: {:ok, status()} | {:error, term()}


      


The sandbox's current state as this mechanism observes it (003-FR-024).

  



  
    
      
    
    
      stop(t)



        
          
        

    

  


  

      

          @callback stop(ExSandbox.Sandbox.t()) :: {:ok, ExSandbox.Sandbox.t()} | {:error, term()}


      


Stops a running sandbox, leaving its resources intact.

  



  
    
      
    
    
      usage(t)



        
          
        

    

  


  

      

          @callback usage(ExSandbox.Sandbox.t()) :: {:ok, usage()} | {:error, term()}


      


Current resource consumption for one sandbox (003-FR-026).

  


        

      


  

    
ExSandbox.Sandbox 
    



      
The struct every ExSandbox.Mechanism callback receives (012 T012).
Carries only what a mechanism needs to do its job, which is materially
less than what a host application stores about a sandbox. This replaces
003's SandboxRecord.t() in the mechanism contract (research R3) — that
type was an Ash resource struct, and FR-001 forbids ex_sandbox an Ash
dependency.
Deliberately absent
environment_id, data_store_ref, data_store_placement, tenant
attribution, last_request_at, state_changed_at. Each exists in 003's
data model and stays in the consumer's own data layer -- in the originating
application, a separate ash_sandbox package; anywhere else, the host. A mechanism
that needed any of them would be reaching into host concepts, which is the
dependency direction this library exists to prevent.
Opaque fields
owner_ref, mechanism_ref, and context are stored, compared, and
propagated — never parsed, and never used to make a decision (FR-007,
FR-003). owner_ref is a bare binary rather than a richer type for exactly
this reason: any structure is an invitation to interpret it.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ExSandbox.Sandbox{
  context: term(),
  cpu_limit: non_neg_integer() | nil,
  disk_quota_mb: non_neg_integer() | nil,
  id: String.t(),
  mechanism_ref: String.t() | nil,
  memory_limit_mb: non_neg_integer() | nil,
  owner_ref: String.t(),
  service_port: :inet.port_number() | nil,
  template_ref: String.t(),
  workspace_path: String.t() | nil
}


      



  


        

      


  

    
ExSandbox.Mechanism.Beam 
    



      
Runs a tenant's Elixir application on its own hardened OS-level BEAM node
(005 T027).
What makes this an isolation boundary
Not the BEAM. A supervised process tree inside the platform's VM would give a
tenant its own supervision, its own registry, and its own name — and none of
FR-001 through FR-011. It would share the platform's atom table (never
garbage collected, so FR-006 would be unachievable), its memory, its
process list, its cluster, and its environment; and :erlang.halt/0 in tenant
code would take the platform down with it.
The boundary is the operating system: a separate OS process, launched
under ExSandbox.Hardening's confinement wrapper, addressed over distribution
with a per-sandbox cookie. ExSandbox.Mechanism.Beam.NodeLauncher holds that
launch; this module is the ExSandbox.Mechanism face of it.
Failures map into 003's closed set
Every error returned here is one of 003's five failure_reason atoms, with
the mechanism's own words carried separately in the detail. That closure is
what lets a host route on cause without knowing which mechanism answered
(012-FR-008) — and it is why probe/1's :unresponsive becomes :timeout
rather than a sixth atom that only this mechanism could produce.

      


      
        Summary


  
    Functions
  


    
      
        call(sandbox, module, function, args, timeout \\ 10000)

      


        Evaluates {module, function, args} inside a sandbox and returns the result.



    


    
      
        cast(sandbox, module, function, args)

      


        Evaluates {module, function, args} in a sandbox without waiting for a result.



    


    
      
        host_pid(sandbox)

      


        The host's OS pid for a running sandbox.



    


    
      
        provision_failure_reason(sandbox)

      


        Why a sandbox that is no longer running stopped (FR-009).



    





      


      
        Functions


        


    

  
    
      
    
    
      call(sandbox, module, function, args, timeout \\ 10000)



        
          
        

    

  


  

      

          @spec call(ExSandbox.Sandbox.t(), module(), atom(), [term()], timeout()) ::
  {:ok, term()} | {:error, term()}


      


Evaluates {module, function, args} inside a sandbox and returns the result.
⚠️ Routed over :peer's stdio control channel, never Erlang distribution.
A sandbox runs under --unshare-net and therefore has no network interfaces at
all, so :erpc.call/5 raises {:erpc, :noconnection} against a perfectly
healthy sandbox — measured, not inferred. The failure is doubly misleading: it
is indistinguishable from a crashed node, and it gets more likely the better
the confinement works.
Like provision_failure_reason/1, this is deliberately not an
ExSandbox.Mechanism callback: "evaluate this in the sandbox's runtime" is
meaningful for a BEAM node and meaningless for a mechanism whose tenant is a
container running arbitrary code.
Returns {:error, :unknown_sandbox} for an id this mechanism never launched
rather than raising, since a caller racing destroy/1 is an ordinary outcome.

  



  
    
      
    
    
      cast(sandbox, module, function, args)



        
          
        

    

  


  

      

          @spec cast(ExSandbox.Sandbox.t(), module(), atom(), [term()]) ::
  :ok | {:error, term()}


      


Evaluates {module, function, args} in a sandbox without waiting for a result.
For work whose effect is the point and whose reply will never arrive —
halting the node being the motivating case. A blocking call/5 there waits out
its full timeout on a node that is already gone, turning a fast assertion into
a slow one and reporting a timeout for an operation that did exactly what was
asked.
Same stdio routing, and the same reason, as call/5.

  



  
    
      
    
    
      host_pid(sandbox)



        
          
        

    

  


  

      

          @spec host_pid(ExSandbox.Sandbox.t()) :: {:ok, pos_integer()} | {:error, term()}


      


The host's OS pid for a running sandbox.
⚠️ Not what the sandbox reports about itself. Under --unshare-pid a sandbox's
:os.getpid() returns its namespace-local pid — 2 — while the host knows it
by an unrelated number. Anything that reads /proc/<pid> on the host and takes
the sandbox's own answer is inspecting a different process entirely, and will
happily report on one that is not confined.
Exposed so that verification does not have to ask the thing being verified: a
compromised sandbox cannot misreport this.

  



  
    
      
    
    
      provision_failure_reason(sandbox)



        
          
        

    

  


  

      

          @spec provision_failure_reason(ExSandbox.Sandbox.t()) :: {:error, atom()} | :ok


      


Why a sandbox that is no longer running stopped (FR-009).
Deliberately not an ExSandbox.Mechanism callback. 012's behaviour is a
frozen contract shared by every mechanism, and widening it for one of them
would oblige every future mechanism to answer a question only this one can.
A host that wants this asks the Beam mechanism by name.
The distinction it carries is the one an operator acts on: :resource_cap
means the tenant hit its own limit, :mechanism_error means the platform
broke. Reporting a cap breach as the latter sends someone debugging the
platform for a tenant's memory leak.

  


        

      


  

    
ExSandbox.Mechanism.Docker 
    



      
A sandbox is one container, managed through the docker CLI.
Why this exists beside ExSandbox.Mechanism.Beam
Beam confines a process with the host's kernel -- cgroup v2, user and
mount namespaces, bwrap. On macOS none of those exist, so
ExSandbox.Capability.check/1 reports every gating name unavailable and the
gate refuses before provision/1 is reached. That refusal is correct and it
leaves a developer on a Mac with nowhere to run tenant code.
This mechanism brings its own kernel. The Linux VM behind Docker Desktop has
cgroup v2 (docker info reports cgroup=2, driver cgroupfs), so the caps
are real limits inside the container regardless of what the host can do --
which is why it declares ExSandbox.Mechanism.constructed_capabilities/0
and the host probe is asked only about what is left over.
What it does NOT claim, and the measurement behind that
⚠️ No :disk_quota. MEASURED 2026-08-28, Docker Desktop engine 27.4.0,
linux/arm64, storage driver overlayfs:
docker run --rm --storage-opt size=16M alpine \
  sh -c 'dd if=/dev/zero of=/big bs=1M count=64; df -h /'
→ 67108864 bytes copied, exit=0
→ overlay  54.8G  30.4G  21.6G  59% /
64 MB written into a nominal 16 MB quota, exit 0. docker create --storage-opt size=1G also returns success. The option is accepted and
ignored -- the same shape as 005 R9b, where a cap was invoked and did not
hold.
So a sandbox under this mechanism can fill the host filesystem, and that
is stated rather than hidden. Requiring :disk_quota instead would refuse on
every overlayfs host, which is every Docker Desktop for Mac -- the host this
mechanism exists to serve -- and a mechanism that refuses everywhere is not a
safer mechanism, it is no mechanism.
A sandbox that names a port trades the deny-all posture for reachability
A sandbox with service_port: nil joins no network: --network none,
which is what every sandbox this mechanism created before the field existed
got, and still gets.
A sandbox that names a service_port joins the default bridge and has that
port published to the host's loopback interface. What this gives up, stated
rather than implied: the container has outbound access, so the
deny-by-default posture does not hold for it -- code inside can install
dependencies at runtime and can reach the internet. ExSandbox.Egress's
allowlist does not apply here; narrowing outbound traffic to an allowlist over
this bridge is a separate change with its own evidence.
What still constrains it, and is unchanged: the filesystem the container sees
is the image plus the one bind-mounted workspace, its process tree is its own,
and the memory and CPU caps are still applied at create time. Inbound is
narrower than the deny-all posture suggests, not wider: exactly one port,
bound to 127.0.0.1, so the application answers the platform on the same host
and answers no other machine at all.
The image comes from template_ref
ExSandbox.Sandbox.t/0 names owner_ref, mechanism_ref and context as
opaque, and template_ref deliberately not: it is the one field a mechanism
is meant to interpret as "what to create this from". Here it is a container
image reference. A sandbox that names no template gets alpine:3, which
is a floor for a workspace mount, not a recommendation.

      


      
        Summary


  
    Functions
  


    
      
        runtime_available?()

      


        Whether a container runtime answered on this host, right now.



    


    
      
        workspace_mountpoint()

      


        Where workspace_path is mounted inside the container.



    





      


      
        Functions


        


  
    
      
    
    
      runtime_available?()



        
          
        

    

  


  

      

          @spec runtime_available?() :: boolean()


      


Whether a container runtime answered on this host, right now.
⚠️ Asked of the daemon, not of the executable. Docker Desktop leaves its
client on PATH with the VM stopped, so finding the binary answers a question
nobody asked -- the same shape as Capability.check(:filesystem_confinement)
finding sandbox-exec on macOS and reporting a confinement the launch does
not build.
⚠️ Deliberately not cached. A host acquires a container runtime by the
operator starting one, and the caller for this is a refusal message telling
them to do exactly that; an answer cached at boot would keep saying "install a
runtime" to somebody who just did.

  



  
    
      
    
    
      workspace_mountpoint()



        
          
        

    

  


  

      

          @spec workspace_mountpoint() :: String.t()


      


Where workspace_path is mounted inside the container.

  


        

      


  

    
ExSandbox.Conformance 
    



      
The conformance suite every mechanism is held to (012 T030–T035, FR-010).
defmodule MyMechanismConformanceTest do
  use ExSandbox.Conformance, mechanism: MyMechanism
end
It runs under the consumer's own ExUnit, in their own project. That shape
is what makes SC-004 possible: a suite runnable only inside this repository
could never be run against a third-party mechanism at all.
This suite is authoritative for the capability
If a mechanism needs the suite edited to pass, that is evidence the contract
leaked a mechanism assumption. Fix the contract, not the test. A suite that
bends to accommodate each mechanism measures nothing, and the guarantee it
claims to enforce quietly becomes whatever the last mechanism could manage.
There are no exclusions (FR-011)
No skip flag, no exclusion tag, no mechanism allowlist. ExSandbox.ConformanceExclusionsTest
greps this file's source to keep it that way. The check is blunt on purpose —
the requirement is absolute, so a nuanced check would only be a way to argue
about it.
The one legitimate non-run, and the trap beside it
A check needing a host capability that is absent reports host capability
unavailable — a third outcome, distinct from pass and fail. That is not an
exclusion: the consumer cannot request it, ExSandbox.Capability determines it
at runtime, and it is reported rather than hidden.
Research R7a found a fourth state that is worse than any of these, because it
is indistinguishable from success:
	Suite observes	Verdict
	Breach attempted, stopped	✅ guarantee holds
	Breach attempted, not stopped	❌ mechanism failed
	Breach cannot be attempted on this host	⚠️ capability unavailable
	Mechanism present, breach never attempted	❌ not evidence — unavailable

The fourth row is FR-012b. 005 R9b measured it: taskpolicy -m 100 sandbox-exec … ./hog 300 allocates 300 MB under a nominal 100 MB cap and
exits 0, because the limit is silently lost across the intervening exec.
No error, no warning, nothing observably different from a correct invocation
except that the cap does not exist.
A suite asserting the limiter was invoked with the right arguments passes
that. So would one asserting the wrapper appears in the process tree, or that
configuration names the cap. Every formulation short of "trigger a breach
and observe it stopped" accepts the defect as conformant (FR-012a).
That is why every resource-limit check below breaches the cap.

      




  

    
ExSandbox.Conformance.CapabilityUnavailable exception
    



      
The suite's third outcome (012 T034).
Raised when a check needs a host capability that ExSandbox.Capability reports
absent, or when a resource cap could not be demonstrated either way
(FR-012b).
It is an exception so it terminates the check, but it is not a failure —
the group wrappers translate it into an ExUnit skip carrying the reason. The
distinction is FR-011's: an exclusion is something a consumer asks for, and
nothing here is reachable from consumer configuration.

      




  

    
ExSandbox.Conformance.Census 
    



      
Separates the suite's third outcome from failure in the exit status
(012-FR-016a).
The gap this closes
FR-016 is about reporting, and the suite already reports well: an
undemonstrable check prints NOT DEMONSTRATED (host capability unavailable)
and says what would turn it into a pass. What it could not do is make that
distinction reach a machine.
ExUnit has two outcomes. ExSandbox.Conformance.Group turns the third into a
failure — deliberately, because the alternative is reporting an
undemonstrated guarantee as green (FR-012b), and because ExUnit's skip tag
resolves before the test runs while ExSandbox.Capability answers only at
runtime. That decision is correct and this module does not revisit it.
Its consequence is what needed fixing. mix test exits non-zero for a
mechanism defect and non-zero for a host that cannot demonstrate six
credentials checks, and nothing downstream can tell the two apart. The
isolation container therefore exited 2 on every green run, so
--exit-code-from isolation carried no information: a genuine containment
regression would have looked exactly like the six third outcomes that are
supposed to be there.
What it does, and what it deliberately does not
It is an ExUnit formatter, which means it observes. It receives each
finished test, classifies the failures the suite already decided on, and
writes a census to EX_SANDBOX_CENSUS_PATH. It sets no verdict, rescues
nothing, and changes no test's outcome — mix test still exits non-zero, and
every third outcome is still printed in full by the default formatter running
alongside it.
The caller decides what to do with the census. docker/run-isolation-tests.sh
treats "failures, all of them third outcomes" as a pass and anything else as a
failure; that policy lives in the caller because it is a caller's judgement,
not a property of the contract.
Why matching on the message is sound here
Classification keys on the marker string in
ExSandbox.Conformance.Group.not_demonstrated/1, which is the single place
the framing is produced — check/2 and guarded_setup/1 both route through
it precisely so they cannot drift. ExSandbox.ConformanceExclusionsTest
asserts the marker still matches, so a reworded message fails a test rather
than silently reclassifying every third outcome as a defect.
⚠️ The failure direction matters and is chosen: an unrecognised message counts
as a defect, never as a third outcome. If this module's matching ever
breaks, the suite over-reports failures and someone investigates. The opposite
default would quietly convert real violations into "unavailable" and hand back
a green exit code, which is the precise artefact this suite exists to prevent.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  


        

      


  

    
ExSandbox.Conformance.Credentials 
    



      
Conformance group: a sandbox's credential reaches its own store and nothing
else (003 T030–T033, FR-018 – FR-021, quickstart Scenario 4).
The load-bearing check is that the credential is refused elsewhere
013-FR-008 and 013-FR-009 are the claims that make the credential model
worth having, and both are negative: the credential must fail against another
sandbox's store and against the platform's. Everything else here is
supporting.
A check that merely confirms the role exists, or that the sandbox can reach
its own database, passes against a credential with superuser privileges.
The grants have to be shown to restrict, and the only way to show that is to
point the credential somewhere it should not reach and watch it be turned
away. That is why every check below performs the attempt rather than
inspecting a grant table: a grant that reads correctly and does not apply is
exactly the defect this group was written after finding.
Reading your own credential is expected to SUCCEED
Step 1 of Scenario 4, and the check that most often gets written backwards.
Tenant code can always read its own credential — the application inside the
sandbox needs it to reach its own database. Containment comes from the
credential granting nothing elsewhere, not from hiding it.
A suite asserting the read fails is testing concealment, which is not the
guarantee and cannot be one: any process that can open the connection can
recover the credential from its own configuration.
The host supplies the probe, because this library has no database concept
ex_sandbox depends on Elixir/OTP and nothing else (012-FR-001) — no
Postgrex, no repo, no notion of a data store at all. So it cannot itself
attempt a connection, and these checks take a probe from the host:
use ExSandbox.Conformance,
  mechanism: MyMechanism,
  credential_probe: MyApp.CredentialProbe
The probe implements ExSandbox.Conformance.Credentials.Probe. A host that
supplies none reports host capability unavailable for this group — the third
outcome, distinct from pass and fail (012-FR-016). That is not an
exclusion under 012-FR-011: the consumer cannot request it to skip a check
it would otherwise fail, it follows from the host genuinely having no data
store, and it is reported rather than hidden.
A mechanism with no data store at all is the case this covers honestly. One
that has a data store and no probe gets a loud "unavailable" rather than a
quiet pass, which is the distinction that matters.

      


      
        Summary


  
    Functions
  


    
      
        tests()

      


        Emits the credentials checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the credentials checks into the calling test module.

  


        

      


  

    
ExSandbox.Conformance.Credentials.Probe behaviour
    



      
What a host supplies so the credentials group can attempt real connections.
Every callback performs an act against a live store. A probe that
simulates its answers makes this whole group meaningless, since the
findings this group exists to catch — a REVOKE that returns success while
revoking nothing, an ACL whose null value means "wide open" — are precisely
the ones no simulation reproduces.

      


      
        Summary


  
    Types
  


    
      
        credential()

      


        An opaque credential, as the host models it.



    





  
    Callbacks
  


    
      
        attempt_connection(credential, t)

      


        Attempts credential against the store belonging to sandbox.



    


    
      
        attempt_platform_connection(credential)

      


        Attempts credential against the platform's own database (013-FR-009).



    


    
      
        read_credential(t)

      


        The credential belonging to this sandbox, as tenant code would read it.



    


    
      
        rotate(t)

      


        Rotates the credential in place, returning the new one.



    


    
      
        secret_value(credential)

      


        The secret string that must never appear in a log, record, or inspect.



    





      


      
        Types


        


  
    
      
    
    
      credential()



        
          
        

    

  


  

      

          @type credential() :: term()


      


An opaque credential, as the host models it.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      attempt_connection(credential, t)



        
          
        

    

  


  

      

          @callback attempt_connection(credential(), ExSandbox.Sandbox.t()) ::
  {:ok, :connected} | {:refused, term()} | term()


      


Attempts credential against the store belonging to sandbox.
{:ok, :connected} when the connection succeeded, {:refused, reason} when
it was turned away. Anything else is inconclusive and fails the check —
"could not tell" is not evidence of isolation.

  



  
    
      
    
    
      attempt_platform_connection(credential)



        
          
        

    

  


  

      

          @callback attempt_platform_connection(credential()) ::
  {:ok, :connected} | {:refused, term()} | term()


      


Attempts credential against the platform's own database (013-FR-009).

  



  
    
      
    
    
      read_credential(t)



        
          
        

    

  


  

      

          @callback read_credential(ExSandbox.Sandbox.t()) :: {:ok, credential()} | {:error, term()}


      


The credential belonging to this sandbox, as tenant code would read it.

  



  
    
      
    
    
      rotate(t)



        
          
        

    

  


  

      

          @callback rotate(ExSandbox.Sandbox.t()) :: {:ok, credential()} | {:error, term()}


      


Rotates the credential in place, returning the new one.
FR-020: the sandbox must not be rebuilt or destroyed. A probe that
reprovisions here is answering a different question.

  



  
    
      
    
    
      secret_value(credential)



        
          
        

    

  


  

      

          @callback secret_value(credential()) :: String.t()


      


The secret string that must never appear in a log, record, or inspect.

  


        

      


  

    
ExSandbox.Conformance.Execution 
    



      
Conformance group: running a command inside a sandbox (008 T005).
Every limit check breaches, and nothing here inspects configuration
003-FR-012a is the rule and 005 R9b is the reason:
taskpolicy -m 100 sandbox-exec -f profile.sb ./hog 300
allocates 300 MB under a nominal 100 MB cap and exits 0. The limiter was
invoked, with the right flag and the right number, and the cap is silently
lost across the intervening exec. So a check that asserted execute/3
passed the cap along, or that the launch names it, or that the command exited
cleanly, would certify that composition as conformant.
Each check here therefore runs a hostile command through the seam and
requires the mechanism to show it was stopped. An attempt that neither
completed its hostile act nor was visibly stopped is the third outcome —
host capability unavailable — never a pass (FR-012b).
The check that is not about a limit at all
execute/3 against a destroyed sandbox must answer
{:error, {:could_not_run, _}}. A mechanism that answers with a non-zero exit
status instead has converted an unperformed check into a failed one, and
008-FR-026 says a failed check spends a refinement iteration that an
unperformed one must not. That defect is invisible from every layer above:
both shapes are "the verification did not pass", and only here can the two be
told apart — which is why the check lives in the conformance suite rather than
in 008's own tests.
Separation and truncation are checked by producing them, not by reading a doc
A command writes a known string to stderr and a different one to stdout,
and the check requires each to arrive in its own field. 015 R17 measured
MuonTrap's :logger_fun corrupting lines past a 256-byte buffer, so the
long-line check emits a single line an order of magnitude past that and
requires it back byte-identically: a mechanism whose capture reframes output
into lines fails here rather than in someone's build log.

      


      
        Summary


  
    Functions
  


    
      
        assert_could_not_run_when_destroyed(mechanism)

      


        Runs a command, destroys the sandbox, and runs the same command again.



    


    
      
        assert_long_line_intact(mechanism)

      


        Requires a single line past any plausible buffer to survive intact
(015 R17).



    


    
      
        assert_runs(mechanism)

      


        Runs a trivial command and requires the mechanism to report the command's own
exit status.



    


    
      
        assert_streams_separated(mechanism)

      


        Requires stdout and stderr to be attributable, by producing both.



    


    
      
        assert_truncation_declared(mechanism)

      


        Requires truncation to be declared, by producing more output than the
mechanism will keep.



    


    
      
        breach(mechanism, sandbox, command, dimension)

      


        Runs one hostile command through execute/3 and classifies what happened.



    


    
      
        classify(reason, dimension, cap, live)

      


        Decides whether a breach through execute/3 was stopped, succeeded, or showed
nothing.



    


    
      
        tests()

      


        Emits the execution checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      assert_could_not_run_when_destroyed(mechanism)



        
          
        

    

  


  

Runs a command, destroys the sandbox, and runs the same command again.
The whole of 008-FR-016/FR-026 rests on the second answer being
{:error, {:could_not_run, _}} rather than a non-zero exit status — and on
the first one succeeding, without which the second proves nothing.

  



  
    
      
    
    
      assert_long_line_intact(mechanism)



        
          
        

    

  


  

Requires a single line past any plausible buffer to survive intact
(015 R17).

  



  
    
      
    
    
      assert_runs(mechanism)



        
          
        

    

  


  

Runs a trivial command and requires the mechanism to report the command's own
exit status.
⚠️ The status asserted is not zero. A mechanism that mapped every failure
onto a non-zero exit would pass a zero-status check, and a mechanism that
mapped every non-zero status onto an error would pass it too. Asking for a
specific, unusual, non-zero status is what distinguishes "the command ran and
this is its answer" from either.

  



  
    
      
    
    
      assert_streams_separated(mechanism)



        
          
        

    

  


  

Requires stdout and stderr to be attributable, by producing both.

  



  
    
      
    
    
      assert_truncation_declared(mechanism)



        
          
        

    

  


  

Requires truncation to be declared, by producing more output than the
mechanism will keep.
⚠️ The assertion is not "output was truncated" — a mechanism with a generous
limit legitimately truncates nothing. It is that truncated? and the bytes
returned agree: if bytes were dropped the flag says so. Silent truncation of a
build log is how a real error disappears from a diagnosis.

  



  
    
      
    
    
      breach(mechanism, sandbox, command, dimension)



        
          
        

    

  


  

Runs one hostile command through execute/3 and classifies what happened.
Returns {:stopped, evidence}, {:breached, evidence} or an inconclusive
value that ExSandbox.Conformance.Helpers.demonstrate_breach/3 routes to the
third outcome.

  



  
    
      
    
    
      classify(reason, dimension, cap, live)



        
          
        

    

  


  

      

          @spec classify(term(), :memory | :cpu | :time, term(), {module(), term()} | nil) ::
  {:stopped, String.t()} | {:breached, String.t()} | {:inconclusive, String.t()}


      


Decides whether a breach through execute/3 was stopped, succeeded, or showed
nothing.
Public because the group self-checks it in both directions: this is the single
place a fail-open would live, so it is exercised directly rather than only
through a live mechanism.

  



  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the execution checks into the calling test module.

  


        

      


  

    
ExSandbox.Conformance.Group 
    



      
Emits one conformance check as an ExUnit test (012 T034).
Every check in every group goes through check/2, which is the single place
the third outcome is turned into something a test run can show. A group that
emitted test/2 directly would have to decide, per check, what to do with a
CapabilityUnavailable — and the tempting answer is "rescue it and return
:ok", which reports as green. That is FR-012b's exact failure mode
wearing the costume of a careful handler.
Why the third outcome is not an ExUnit skip
ExUnit's skip tag is resolved before the test runs, and ExSandbox.Capability
answers only at runtime — the whole point of FR-016. There is no runtime
skip in ExUnit, so the choice is between reporting unavailable as a pass or as
a failure. It is reported as a failure, with a message that says plainly
it is the third outcome and what would make it a pass.
Erring this way is deliberate. A suite that goes green on a host where nothing
was demonstrated is the artefact SC-008 exists to prevent; a suite that goes
red until you read why costs an engineer five minutes.

      


      
        Summary


  
    Functions
  


    
      
        check(name, list)

      


        Defines a conformance check named name.



    


    
      
        guarded_setup(list)

      


        Wraps a group's setup so an unavailable capability is framed as the third
outcome rather than as a bare exception (T043a).



    


    
      
        not_demonstrated(unavailable)

      


        The shared framing for an undemonstrable check.



    





      


      
        Functions


        


  
    
      
    
    
      check(name, list)


        (macro)


        
          
        

    

  


  

Defines a conformance check named name.
A ExSandbox.Conformance.CapabilityUnavailable raised inside body is
re-raised as a failure tagged as the third outcome — never swallowed.

  



  
    
      
    
    
      guarded_setup(list)


        (macro)


        
          
        

    

  


  

Wraps a group's setup so an unavailable capability is framed as the third
outcome rather than as a bare exception (T043a).
⚠️ check/2's rescue covers the test body only. A setup block runs
before it, so a CapabilityUnavailable raised while provisioning escaped
unframed: the verdict was identical -- deliberately a failure, since ExUnit
has no runtime skip -- but it was reported without the explanation that it is
neither a pass nor a mechanism defect, which is precisely the distinction the
suite exists to keep visible.

  



  
    
      
    
    
      not_demonstrated(unavailable)



        
          
        

    

  


  

      

          @spec not_demonstrated(Exception.t()) :: String.t()


      


The shared framing for an undemonstrable check.
Public so check/2 and guarded_setup/1 cannot drift apart: the whole point
is that a capability gap reads the same however it was raised.

  


        

      


  

    
ExSandbox.Conformance.Helpers 
    



      
The shared vocabulary of the conformance suite (012 T033, T034, T034b).
Three things live here rather than in the individual groups, because all three
are places where a plausible-looking implementation quietly stops measuring
anything:
	guarantee_failure/2 — every failure names the 003 requirement it
violated, not merely the assertion that tripped (T033).
	capability_unavailable/2 — the third outcome, distinct from pass and
fail (T034).
	demonstrate_breach/3 — the rule that a cap which cannot be shown
stopping something is unavailable, never satisfied (T034b).


      


      
        Summary


  
    Functions
  


    
      
        assert_guarantee(condition, requirement, detail)

      


        Asserts condition, naming requirement if it does not hold.



    


    
      
        build_sandbox(overrides \\ [])

      


        A sandbox struct for the suite's own use.



    


    
      
        capability_unavailable(capability, detail)

      


        The third outcome: this host cannot provide what the check needs (T034).



    


    
      
        demonstrate_breach(capability, requirement, attempt)

      


        Runs attempt — which must breach a cap — and requires the breach be stopped.



    


    
      
        guarantee_failure(requirement, detail)

      


        Raises a failure naming the violated 003 requirement.



    


    
      
        host_capability(capability)

      


        Reports whether capability is available, as ExSandbox.Capability sees it.



    


    
      
        provision_or_report(mechanism, sandbox)

      


        Provisions a sandbox, converting a host's inability to confine into the
third outcome rather than a failure.



    


    
      
        require_refused(requirement, attempt)

      


        Runs attempt — a hostile act — and requires that it failed.



    





      


      
        Functions


        


  
    
      
    
    
      assert_guarantee(condition, requirement, detail)



        
          
        

    

  


  

      

          @spec assert_guarantee(term(), String.t(), String.t()) :: :ok


      


Asserts condition, naming requirement if it does not hold.

  



    

  
    
      
    
    
      build_sandbox(overrides \\ [])



        
          
        

    

  


  

      

          @spec build_sandbox(keyword()) :: ExSandbox.Sandbox.t()


      


A sandbox struct for the suite's own use.
Values are unremarkable on purpose; ExSandbox.OpacityTest is where hostile
owner_ref shapes are exercised.

  



  
    
      
    
    
      capability_unavailable(capability, detail)



        
          
        

    

  


  

      

          @spec capability_unavailable(ExSandbox.Capability.name(), String.t() | nil) ::
  no_return()


      


The third outcome: this host cannot provide what the check needs (T034).
Not a pass and not a failure. Reported through ExUnit's skip mechanism so it
shows up in the run rather than vanishing, and phrased so it cannot be mistaken
for a green result.
Not requestable by the consumer. Every call site derives its argument from
ExSandbox.Capability at runtime. If a configuration option could reach here,
it would be an exclusion wearing another name and FR-011 would be violated.

  



  
    
      
    
    
      demonstrate_breach(capability, requirement, attempt)



        
          
        

    

  


  

      

          @spec demonstrate_breach(
  ExSandbox.Capability.name(),
  String.t(),
  (-> {:breached, term()} | {:stopped, term()} | term())
) :: :ok


      


Runs attempt — which must breach a cap — and requires the breach be stopped.
This is FR-012a and FR-012b in one function, and the shape matters more
than it looks:
	attempt returns {:breached, evidence} if the hostile act succeeded,
or {:stopped, evidence} if the mechanism prevented it.
	{:breached, _} fails, naming requirement.
	{:stopped, _} passes.
	Anything else — including the attempt erroring for an unrelated reason —
routes to capability unavailable, never to a pass (FR-012b).

That last clause is the whole point. 005 R9b's composition configures a
100 MB cap and lets a process allocate 300 MB while exiting 0. A check that
treated "we could not tell" as satisfied would report it conformant.

  



  
    
      
    
    
      guarantee_failure(requirement, detail)



        
          
        

    

  


  

      

          @spec guarantee_failure(String.t(), String.t()) :: no_return()


      


Raises a failure naming the violated 003 requirement.
SC-004 asks that a third-party mechanism author can act on a failure. An
ExUnit assertion message tells them a comparison failed; it does not tell
them which guarantee of the sandbox contract they have not met, and those
are the terms in which the fix is expressed.

  



  
    
      
    
    
      host_capability(capability)



        
          
        

    

  


  

      

          @spec host_capability(ExSandbox.Capability.name()) :: ExSandbox.Capability.t()


      


Reports whether capability is available, as ExSandbox.Capability sees it.

  



  
    
      
    
    
      provision_or_report(mechanism, sandbox)



        
          
        

    

  


  

      

          @spec provision_or_report(module(), ExSandbox.Sandbox.t()) :: ExSandbox.Sandbox.t()


      


Provisions a sandbox, converting a host's inability to confine into the
third outcome rather than a failure.
Why this is a helper rather than a pattern each check repeats
A mechanism that refuses to provision because the host cannot confine is
behaving correctly — 005 R9 and Principle II require exactly that. A
check that reports it as a conformance failure is blaming the mechanism for
obeying the contract, and a run full of those failures is indistinguishable
from a mechanism that is genuinely broken.
Two checks in lifecycle already did this translation and the rest did not,
so the same host produced "capability unavailable" or a MatchError depending
on which check ran. Measured on macOS: 29 of 33 checks reported failures for a
mechanism doing the right thing.
⚠️ Not an exclusion (FR-011). The consumer cannot request this: it
triggers only on the mechanism's own runtime refusal, carries the capability
the host is missing, and is reported rather than silently passed. A mechanism
that provisions successfully gets no benefit from it whatsoever.

  



  
    
      
    
    
      require_refused(requirement, attempt)



        
          
        

    

  


  

      

          @spec require_refused(String.t(), (-> {:refused, term()}
                                | {:succeeded, term()}
                                | term())) :: :ok


      


Runs attempt — a hostile act — and requires that it failed.
The isolation group's counterpart to demonstrate_breach/3. Same rule: the
act must actually be performed, and {:refused, _} is the only pass.
A test asserting merely that no leak was observed passes against a mechanism
with no isolation whatsoever, because nothing went looking.

  


        

      


  

    
ExSandbox.Conformance.Isolation 
    



      
Conformance group: isolation (012 T031; 003 quickstart Scenario 1).
Every check here performs the hostile act
This is the group's defining constraint, and the one that makes it worth
writing at all. The natural way to write an isolation test is to run something
ordinary and assert nothing leaked:
{:ok, out} = run(sandbox, "echo hello")
refute out =~ "DATABASE_URL"
That passes against a mechanism with no isolation whatsoever, because
nothing ever went looking for DATABASE_URL. It is not a weak test; it is not
a test. Constitution Isolation Review is explicit that an isolation claim is
established by attempting the breach.
So each check below reaches for something it must not be able to have —
platform credentials, another sandbox's filesystem, the host's process table,
its own supervisor — and requires that the attempt was refused.
The inconclusive case is a failure here, not a skip
Unlike ExSandbox.Conformance.ResourceLimits, there is no host capability that
could legitimately prevent attempting these acts. A mechanism that cannot
run the hostile act at all cannot show that it isolates, so
require_refused/2 treats "neither refused nor succeeded" as a failure.

      


      
        Summary


  
    Functions
  


    
      
        attempt_cross_sandbox_read(mechanism, sandbox, other)

      


        Attempts to read a file belonging to a different sandbox.



    


    
      
        attempt_host_process_list(mechanism, sandbox)

      


        Attempts to enumerate the host's process table from inside.



    


    
      
        attempt_read_platform_secret(mechanism, sandbox)

      


        Attempts to read a secret only the host holds.



    


    
      
        attempt_self_halt(mechanism, sandbox)

      


        Attempts to bring down the host from inside the sandbox.



    


    
      
        tests()

      


        Emits the isolation checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      attempt_cross_sandbox_read(mechanism, sandbox, other)



        
          
        

    

  


  

Attempts to read a file belonging to a different sandbox.

  



  
    
      
    
    
      attempt_host_process_list(mechanism, sandbox)



        
          
        

    

  


  

Attempts to enumerate the host's process table from inside.
⚠️ This counted processes and called anything under 30 "confined". The
threshold is a proxy for the property, and the two disagree on exactly the
host this suite runs on: the isolation container holds systemd, a shell and
the BEAM -- well under 30 -- so PorousMechanism, which runs ps in the
host's own shell inside no namespace at all, was scored as confined. The
check passed against a mechanism that isolates nothing, and the meta-test
caught it (005 T060f). Same defect as attempt_self_halt: a guard that reads
correctly and returns green on the very path it exists to catch.
Ask the question directly instead. The platform's own OS process is
guaranteed to exist on the host and guaranteed not to appear in a confined
pid namespace, so looking for it by pid is a fact about the boundary rather
than a guess about table size -- and it holds on a host with three processes
or three hundred.

  



  
    
      
    
    
      attempt_read_platform_secret(mechanism, sandbox)



        
          
        

    

  


  

Attempts to read a secret only the host holds.
Returns {:succeeded, value} if the sandbox got it — an isolation failure —
or {:refused, reason} if it could not.

  



  
    
      
    
    
      attempt_self_halt(mechanism, sandbox)



        
          
        

    

  


  

Attempts to bring down the host from inside the sandbox.
⚠️ The verdict is the signal's outcome, not whether this process is still
running. See the implementation: the obvious liveness check cannot fail.

  



  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the isolation checks into the calling test module.

  


        

      


  

    
ExSandbox.Conformance.Lifecycle 
    



      
Conformance group: the sandbox lifecycle (012 T032; 003-FR-010, 003-FR-013).
Provision → start → stop → destroy, plus the two cases that are easy to get
wrong and cheap to get right:
	concurrent double-provision resolves to one sandbox (003-FR-010).
Two requests for the same sandbox id arriving together must not produce
two sandboxes; one of them is a leak nothing will ever clean up, because
the host records only one.

	a second destroy returns :ok (003-FR-013). Cleanup runs from
crash-recovery sweeps, which by their nature run against sandboxes that
may already be gone. A destroy that errors on "already gone" makes every
sweep a source of spurious failures, and the usual response to that is to
stop running the sweep.


The three checks 003 T018–T020 added
012 built this group around the mechanism callbacks. 003 covers the rest
of quickstart Scenario 3, and the additions are the steps most easily skipped
because none of them is on the happy path:
	step 3 — a missing template fails naming the template (003-FR-027).
The distinguishable-cause requirement, at the one point where the generic
error is most tempting: provisioning fails for many reasons and they all
arrive as {:error, _}.

	step 4 — a mid-provision failure leaves zero orphans (003-SC-006),
verified by enumerating list_running/0 rather than by inspecting the
cleanup code. SC-006 is a claim about unanticipated failures; a check
that trusts the compensation path can only confirm the paths its author
thought of, which is the same set the compensation already handles.

	step 5 — data survives a stop/start cycle. A mechanism that
reprovisions from the template on start/1 passes every other check in
this group: it starts, it reports :running, it appears in
list_running/0. The only observable difference is that the tenant's data
is gone.



      


      
        Summary


  
    Functions
  


    
      
        tests()

      


        Emits the lifecycle checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the lifecycle checks into the calling test module.

  


        

      


  

    
ExSandbox.Conformance.Network 
    



      
Conformance group: network confinement (005 T060b, T060d; 003-FR-002,
005-FR-003, 005-FR-011a–FR-011d).
Why this group did not exist, and what its absence cost
003-FR-002 says no sandbox may observe or connect to another. Until this
group, the published contract did not check it. The only network assertion in
the repository lived in test/mechanism/beam/isolation_cluster_test.exs — a
mechanism-private test, shipped with ex_sandbox's own suite rather than
with the contract a third party runs.
So a third-party mechanism could implement ExSandbox.Mechanism, pass the
entire published suite, and provide no network isolation whatsoever.
012-FR-010's promise that the suite is "usable by any mechanism
implementation" was true of the code and not of the guarantee.
Both directions, because denial alone is not a policy
The first version of this group would have checked one thing: that a sandbox
cannot reach what it must not. That check is passed perfectly by a mechanism
that permits nothing — no DNS, no API calls, no webhooks out — which is
what --unshare-net gives today and is not what a tenant application can run
under (005-FR-011a).
A denial-only suite therefore rewards the wrong mechanism: it scores a
sandbox that cannot work at all above one that implements a real allowlist,
because the second has to get the permitted half right and the first has no
permitted half to get wrong. FR-011d requires both directions for this
reason, and the checks below come in pairs.
⚠️ The permitted-direction check reports capability unavailable, not
failure, when the mechanism declares no allowlist. A mechanism that denies
everything is at an earlier point on the road, not in violation — but it must
not be able to collect a green tick for the half it never implemented.
The transport must not be the subject
Every check reaches into the sandbox through context.exec, never through
distribution. Asking "can this sandbox reach the platform?" over :erpc
cannot answer: a refused connection and an unreachable sandbox are both
:noconnection, so the suite cannot tell the boundary holding from the test
never running.
This is not hypothetical tidiness. It is the measured failure that
isolation_cluster_test.exs documents at length, and it is why that file
reaches its sandbox over stdio.

      


      
        Summary


  
    Functions
  


    
      
        attempt_reach_denied_host(mechanism, sandbox)

      


        Attempts to reach a destination the environment does not permit
(005-FR-011c).



    


    
      
        attempt_reach_platform(mechanism, sandbox)

      


        Attempts to reach the platform node's own listening socket.



    


    
      
        attempt_reach_sandbox(mechanism, sandbox, other)

      


        Attempts to open a TCP connection from one sandbox to another.



    


    
      
        attempt_udp_egress(mechanism, sandbox)

      


        Attempts to send UDP datagrams out of the sandbox's namespace
(029-FR-013, SC-003, 029 T005).



    


    
      
        attempt_widen_allowlist(mechanism, sandbox)

      


        Attempts to widen the environment's own allowlist from inside the sandbox
(FR-011b).



    


    
      
        denied_address()

      


    


    
      
        peer_handles(arg1)

      


        Every handle by which the platform makes sandbox reachable from outside it
(029-FR-017, 029 T034a).



    


    
      
        permitted_address()

      


        The destination this run treats as permitted, and the one it treats as denied.



    


    
      
        permitted_name_address()

      


        The destination this run treats as permitted and names by hostname
(029-FR-012, 029 T004).



    


    
      
        require_every_peer_handle_refused(mechanism, sandbox, other)

      


        Requires that every declared handle of other is refused from inside
sandbox, and that at least one of them was actually exercised
(029-FR-017).



    


    
      
        require_permitted_name_reachable(mechanism, sandbox)

      


        Requires that a permitted destination named by hostname is reachable
(029-FR-012).



    


    
      
        require_permitted_reachable(mechanism, sandbox)

      


        Requires that a permitted destination is actually reachable (FR-011a,
FR-011d).



    


    
      
        suite_context()

      


        The context the group's sandboxes are built with.



    


    
      
        tests()

      


        Emits the network checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      attempt_reach_denied_host(mechanism, sandbox)



        
          
        

    

  


  

Attempts to reach a destination the environment does not permit
(005-FR-011c).
⚠️ Gated on a host control probe against this same address, and the shape
of that control is the whole correctness of this check.
The address is documentation-reserved (RFC 5737 TEST-NET-1), chosen because it
is nominally routable rather than a black hole, so that a refusal would be
evidence of policy. That reasoning does not survive contact with the internet.
Measured on a macOS dev host: nc -z -w 3 203.0.113.1 443 ignored its own
bound and blocked for 75 seconds, so the suite's outer timeout 3 fired
first and produced exit 124. Exit 124 is TIMEDOUT, which this group
deliberately scores as a refusal — a probe that ran and saw no answer within
its bound is exactly what a DROP policy looks like from inside.
Every step is right in isolation, and together they made this check pass
against ExSandbox.PorousMechanism: a mechanism that runs every command in
the host's own unconfined shell and has no policy whatsoever.
The first fix attempted here was a general reachability baseline — can the
host reach the open internet at all? It measured yes on this host, and the
check went on passing. That refuted the diagnosis: TEST-NET-1 is nominally
routable but nobody actually routes it, so it is silent for everyone
regardless of host health. A liveness question about the host cannot detect
that, because the host is fine.
So the control probes this exact address, from the host, outside any
sandbox. If the host — subject to no sandbox policy — also sees silence,
then silence from inside the sandbox distinguishes nothing, and the check
reports the third outcome. It has force only where the host reaches the
address and the sandbox does not: the one configuration where the difference
is attributable to the boundary.
012-FR-016a exists for precisely this: a check that cannot be demonstrated
here is not a check that passed.

  



  
    
      
    
    
      attempt_reach_platform(mechanism, sandbox)



        
          
        

    

  


  

Attempts to reach the platform node's own listening socket.

  



  
    
      
    
    
      attempt_reach_sandbox(mechanism, sandbox, other)



        
          
        

    

  


  

Attempts to open a TCP connection from one sandbox to another.
⚠️ Addressed by IP and port, not by node name. An undistributed sandbox
has no node name, so a name-based attempt fails for a reason that has nothing
to do with the network boundary and reports a pass either way.

  



  
    
      
    
    
      attempt_udp_egress(mechanism, sandbox)



        
          
        

    

  


  

Attempts to send UDP datagrams out of the sandbox's namespace
(029-FR-013, SC-003, 029 T005).
Two legs, both named by SC-003: the host's loopback as the sandbox sees it,
and the namespace's gateway. The gateway leg is the one with force -- under
pasta that address is the namespace's own resolver, so an answer from it is
a datagram that left and came back, which no TCP probe in this group can
observe because the redirect is meta l4proto tcp.
⚠️ Requires the mechanism to declare context.udp_probe. Without it this
reports the third outcome rather than guessing, for the same reason
attempt_widen_allowlist/2 does: there is no host-neutral way to send a
datagram from inside someone else's namespace, and a shell probe that could
not run would score "we did not try" as "the boundary held".

  



  
    
      
    
    
      attempt_widen_allowlist(mechanism, sandbox)



        
          
        

    

  


  

Attempts to widen the environment's own allowlist from inside the sandbox
(FR-011b).
The hostile act is reconfiguration, not connection: tenant code that can edit
the policy does not need to defeat it.
Requires the mechanism to declare context.policy_handle. Without it the
check reports the third outcome rather than guessing — see the implementation
for the two guesses that passed against a mechanism with no policy at all.

  



  
    
      
    
    
      denied_address()



        
          
        

    

  


  

      

          @spec denied_address() :: {String.t(), pos_integer()}


      



  



  
    
      
    
    
      peer_handles(arg1)



        
          
        

    

  


  

      

          @spec peer_handles(ExSandbox.Sandbox.t() | map()) :: [term()]


      


Every handle by which the platform makes sandbox reachable from outside it
(029-FR-017, 029 T034a).
⚠️ A declaration the mechanism owes the suite, not something the suite can
discover. FR-011e already established that shape for context.address,
and the reason is stronger here: the suite cannot enumerate a mechanism's
publishing surfaces. It cannot know that a container runtime also answers on a
bridge address and a service name, or that this platform will shortly publish
a host-side tuple and a public hostname for the same sandbox. So the set is
declared, and a handle the platform publishes but the mechanism does not
declare is ungoverned by construction.
Read from context.peer_handles — a list of {host, port} — falling back to
[context.address] when that is already a dialable tuple, so a mechanism that
publishes exactly one handle declares nothing extra.
⚠️ Mechanism-neutral on purpose (D27). Nothing here names a namespace, a
port forward, a table, or a bridge. A container mechanism declares its
published port and its runtime-resolvable name; this one declares its netns
tuple and, after 029 T033, its host-side tuple. The rule survives the transfer
that D27 says T031 and T032 do not.

  



  
    
      
    
    
      permitted_address()



        
          
        

    

  


  

      

          @spec permitted_address() :: {String.t(), pos_integer()}


      


The destination this run treats as permitted, and the one it treats as denied.
⚠️ Both are configuration, not constants, because a check gated on
reachability cannot hardcode what is reachable. attempt_reach_denied_host/2
reports the third outcome wherever the host cannot reach the denied address
itself, so a deployment whose egress differs from the defaults supplies its
own pair rather than recording a permanent gap:
config :ex_sandbox, :conformance,
  permitted_destination: {"example.internal", 443},
  denied_destination: {"blocked.internal", 443}
They must not overlap, and denied_address/0 refuses if they do -- an
allowlist containing the denied destination would make FR-011c fail against
a mechanism doing exactly what it was told.

  



  
    
      
    
    
      permitted_name_address()



        
          
        

    

  


  

      

          @spec permitted_name_address() :: {String.t(), pos_integer()}


      


The destination this run treats as permitted and names by hostname
(029-FR-012, 029 T004).
Configurable for the same reason permitted_address/0 is -- a deployment
behind an egress proxy names a host it can actually resolve and reach:
config :ex_sandbox, :conformance,
  permitted_name_destination: {"api.internal", 443}

  



  
    
      
    
    
      require_every_peer_handle_refused(mechanism, sandbox, other)



        
          
        

    

  


  

      

          @spec require_every_peer_handle_refused(
  module(),
  ExSandbox.Sandbox.t(),
  ExSandbox.Sandbox.t()
) :: :ok


      


Requires that every declared handle of other is refused from inside
sandbox, and that at least one of them was actually exercised
(029-FR-017).
The three outcomes, and why the middle one is not a pass
Per handle:
	the platform cannot reach it → not exercised. A refusal from inside is
not evidence when the destination answers nobody: EditablePolicyMechanism
publishes an address with no listener behind it, and the existing
peer check passes against it for that reason alone.
	the platform reaches it and the sandbox does not → refused, which is
the only thing that counts as evidence.
	the sandbox reaches it → crossed, which fails outright.

Aggregated: any crossing fails; otherwise any refusal passes; otherwise the
third outcome, naming every handle and why each was not exercised.
⚠️ The order is chosen. "Any crossing fails" beats "any refusal passes" so a
mechanism cannot buy a green tick for one handle while leaking through
another — which is the entire difference between this check and the one that
probes context.address alone.
⚠️ A mechanism declaring no handle reports the third outcome, never a
pass. That is the state today: FR-017 holds because a sandbox's address is
unnameable, so there is nothing to attempt, and "the boundary was not
exercised" is the true statement about it. Scoring it green would be
FR-015's control that reads as the guarantee it is not.

  



  
    
      
    
    
      require_permitted_name_reachable(mechanism, sandbox)



        
          
        

    

  


  

Requires that a permitted destination named by hostname is reachable
(029-FR-012).
⚠️ Three gates before the probe runs, and each of them exists because the
obvious version of this check reports something it did not measure:
	The mechanism must declare an allowlist at all. Without one there is
no policy for a name to be matched against, and dialling anyway would
score a mechanism that denies everything.
	The host must itself resolve and reach the name. Same control as
attempt_reach_denied_host/2: if the host is silent too, silence from
inside distinguishes nothing.
	The name must not resolve to an address the allowlist already carries
as a literal. This is the one that is specific to name matching. If the
hostname's address is the IP entry the suite also permits, then a
successful connection is explained by the literal and the name was never
consulted -- a green tick for a capability that does not exist.


  



  
    
      
    
    
      require_permitted_reachable(mechanism, sandbox)



        
          
        

    

  


  

Requires that a permitted destination is actually reachable (FR-011a,
FR-011d).
⚠️ Reports capability unavailable rather than failure when the mechanism
declares no allowlist. A mechanism that denies everything has not violated
FR-011a so much as not reached it — but the distinction has to be visible,
because a silent skip here is what lets a deny-everything mechanism collect a
full green suite while being unable to run any tenant application.

  



  
    
      
    
    
      suite_context()



        
          
        

    

  


  

      

          @spec suite_context() :: map()


      


The context the group's sandboxes are built with.
⚠️ Opt-in, and the opt-in is a measured admission rather than caution.
Carrying a network_allowlist is what makes the four checks in this group
real: :permitted is derived from it, so without one
require_permitted_reachable/2 has nothing to dial and every check reports
the third outcome. The allowlist is therefore the whole point — and it is off
by default because on the BEAM mechanism it does not yet work.
Measured (isolation run 2026-08-18T09:37Z-97, with the allowlist
unconditionally on): all five checks FAILED with
could not provision: {:error, :mechanism_error}, because a populated
allowlist makes NodeLauncher take the policed branch, and that branch cannot
currently boot a tenant:
Couldn't write to /proc/self/uid_map: Operation not permitted
setpriv: setresuid failed: Invalid argument
[error] sandbox node failed to boot: {:boot_failed, {:exit_status, 127}}
pasta in spawn mode creates a user namespace it cannot map, so every process
inside is uid 65534 and setpriv --reuid fails for any uid. See
egress-path-measurements.md.
⚠️ Why this was a flag and not a silent revert. The failures above were
honest — the mechanism genuinely could not build the boundary, and the suite
was right to refuse to report one. But they aborted the credentials phase
before the isolation phase ran at all, so leaving them on cost every other
measurement in the census and gave nothing back. The flag kept the capability
one line away and kept the reason written down, rather than deleting the work
and rediscovering it.
The default is now ON (T060a4e resolved)
The blocker above is fixed: LaunchPlan.build/4 inserts pasta after the
privilege drop rather than wrapping the command in it, so setpriv runs in
the host's fully mapped namespace and the tenant boots. Both halves of that
ordering were measured, not argued (docker/launch-ordering-probe.sh): pasta
composes after the drop (uid_map = 0 <uid> 1), and the scope's MemoryMax
still SIGKILLs a 192MB allocation at a 64M cap across two intervening
execs.
With the launch bootable, the trade reverses. Off is now the setting that
costs measurement: the checks report the third outcome forever, and the permit
direction — the only half that can distinguish an allowlist from blanket
denial — is never exercised. The flag remains, because turning it off is how
a host that genuinely cannot police egress keeps the rest of the census.
⚠️ It is deliberately NOT an exclusion (012-FR-011). Off, the checks
report capability_unavailable — visible in the census, counted against the
baseline, and impossible to mistake for a pass. A mechanism gets no credit for
the checks it does not run.
config :ex_sandbox, :conformance, allowlist_enabled: false

  



  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the network checks into the calling test module.

  


        

      


  

    
ExSandbox.Conformance.Reachability 
    



      
Conformance group: the states a request to a sandbox can land in
(003 T021, FR-022 – FR-024, quickstart Scenario 5).
Six outcomes, and why none may collapse
006-domain-routing is the consumer of this. When a request arrives for a
sandbox that is not serving, it has to choose between three different actions
— start it on demand, wait, or report a fault — and the choice is made
entirely from what status/1 said.
	State	What 006 does
	:running	proxy the request
	:stopped	start on demand, then proxy
	:provisioned	still being built — wait, do not start
	:starting	a start is already in flight — wait, do not start a second
	:unknown	report a fault; do not act on a guess
	:absent	404 — there is nothing to start

Any two of those collapsing produces a wrong action, not a vaguer one:
	:stopped collapsed into :provisioned means a stopped sandbox is never
started, and the request hangs until it times out.
	:starting collapsed into :stopped means every concurrent request
launches its own start — the double-provision of FR-010, arriving one
layer up.
	:absent collapsed into :unknown turns a definite 404 into a retry loop
against a sandbox that will never exist.

The caller cannot recover information the callee discarded. That is the
whole reason this is a conformance check rather than a documentation note: a
mechanism reporting {:ok, :unknown} for everything satisfies the type on
every call, and every check that merely pattern-matches the shape passes it.
:starting is a state, not a flag
FR-024 names it explicitly. A boolean starting? alongside :stopped would
encode the same information and is the shape that tends to get written,
because "starting" feels like a modifier on "not running". It is not: a
sandbox that is starting must not be started again, and a sandbox that is
stopped must be — opposite actions, so they are different states.

      


      
        Summary


  
    Functions
  


    
      
        tests()

      


        Emits the reachability checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the reachability checks into the calling test module.

  


        

      


  

    
ExSandbox.Conformance.Reconciliation 
    



      
Conformance group: what a mechanism must provide for reconciliation to be
possible at all (003 T022, FR-015, SC-008, quickstart Scenario 6).
Both directions, and the one that gets left out
Reconciliation compares the host's registry against reality, and there are two
ways they can disagree:
	recorded running, actually gone — a sandbox died while the host was
down. This is the direction everyone implements, because it is the one the
registry can find by iterating its own rows.

	actually running, not recorded — a sandbox the registry has no row
for. Nothing in the registry can find this, because the registry is what
is missing. Reaching it requires enumerating the mechanism's own view,
which is list_running/0.


A reconciler covering only the first direction passes every casual test and
leaves unrecorded sandboxes running forever. They are the worse kind of leak:
unattributable, and therefore unbillable and unauditable — nobody is charged
for them and no audit can say whose code is running.
SC-008 is what makes this measurable — recorded status matches reality
within 60 seconds — and it is unsatisfiable by construction without
list_running/0.
Why this group tests list_running/0 rather than a reconciler
The reconciler is host code (003 T027, an Oban job). A mechanism cannot be
held to it. What a mechanism can be held to is the property the reconciler
depends on: list_running/0 enumerates reality, not the mechanism's own
bookkeeping.
That distinction is the whole check. A mechanism that returns the sandboxes it
believes it started is trivially consistent with itself and useless for
reconciliation — the case it must catch is precisely the one where its beliefs
and reality have diverged, which is when the sandbox died without telling it.

      


      
        Summary


  
    Functions
  


    
      
        tests()

      


        Emits the reconciliation checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the reconciliation checks into the calling test module.

  


        

      


  

    
ExSandbox.Conformance.ResourceLimits 
    



      
Conformance group: resource limits (012 T034a, T034b; FR-012a, SC-008).
Every check breaches the cap
005 R9b is the reason this group is shaped the way it is. Measured:
taskpolicy -m 100 sandbox-exec -f profile.sb ./hog 300
allocates 300 MB under a nominal 100 MB cap and exits 0. The limiter was
invoked, with the right flag, with the right number. The cap is silently lost
across the intervening exec, and nothing in the invocation, the exit status,
or the process tree distinguishes it from a working one.
Which means every one of these passes it:
	asserting taskpolicy was called with -m 100
	asserting the wrapper appears in the process tree
	asserting configuration records a 100 MB cap
	asserting the process exited without error

All four check invocation. Only allocate 300 MB and observe the process
stopped checks enforcement, and the gap between them is where a tenant
exhausts a host while every dashboard reads green.
So each check here allocates past the memory cap, spins past the CPU cap, or
blocks past the time budget, and requires that the mechanism stopped it.
An undemonstrable cap is unavailable, never satisfied (FR-012b, T034b)
If a breach can be neither completed nor observed being stopped, the check
reports the third outcome — ExSandbox.Conformance.CapabilityUnavailable —
rather than passing. A cap that is configured but never breached in this suite
must not report as passing; nothing was demonstrated, and "nothing was
demonstrated" is not evidence of a guarantee.
The outcomes are distinguishable from each other and from a crash
A breach stopped by the mechanism, a breach that succeeded, and a host that
could not attempt one produce three different results. An ordinary crash —
the sandbox dying for an unrelated reason — is reported as inconclusive rather
than as a satisfied cap, because a process that died before reaching the cap
has not shown the cap works.

      


      
        Summary


  
    Functions
  


    
      
        breach(mechanism, sandbox, command, dimension)

      


        Runs one hostile command inside a sandbox and classifies what happened.



    


    
      
        classify(other, dimension, cap)

      


        Decides whether a breach attempt was stopped, succeeded, or showed nothing.



    


    
      
        cpu_hog_command()

      


        A shell command performing a fixed amount of work, printing its marker only
if that work completed within a wall-clock deadline.



    


    
      
        memory_hog_command(mb)

      


        A shell command allocating mb megabytes and touching every page of it.



    


    
      
        sleep_command(seconds)

      


        A shell command blocking for seconds, far past the budget.



    


    
      
        tests()

      


        Emits the resource-limit checks into the calling test module.



    





      


      
        Functions


        


  
    
      
    
    
      breach(mechanism, sandbox, command, dimension)



        
          
        

    

  


  

Runs one hostile command inside a sandbox and classifies what happened.
Returns {:stopped, evidence}, {:breached, evidence}, or anything else —
which ExSandbox.Conformance.Helpers.demonstrate_breach/3 routes to the third
outcome.

  



  
    
      
    
    
      classify(other, dimension, cap)



        
          
        

    

  


  

      

          @spec classify(term(), :memory | :cpu | :time, term()) ::
  {:stopped, String.t()} | {:breached, String.t()} | {:inconclusive, String.t()}


      


Decides whether a breach attempt was stopped, succeeded, or showed nothing.
Public because the group self-checks it: this is the single place the
fail-open mistake would live, so it is exercised directly rather than only
through a live mechanism.

  



  
    
      
    
    
      cpu_hog_command()



        
          
        

    

  


  

      

          @spec cpu_hog_command() :: String.t()


      


A shell command performing a fixed amount of work, printing its marker only
if that work completed within a wall-clock deadline.
⚠️ Fixed work, not fixed duration, and the distinction makes this check
falsifiable at all. An earlier version spun while [ $(date +%s) -lt $end ]
for ten seconds and printed the marker unconditionally. That loop finishes in
ten seconds whatever the CPU quota — throttling grants less CPU per second,
it does not extend wall time — so the check reported "the breach was not
stopped" on every correct implementation, including one enforcing a 1% quota.
Measured on a cgroup v2 host under CPUQuota=1%: the old wall-clock loop
finished in 5s and printed its marker; this fixed-work loop took 54s.
Only the second distinguishes a throttled sandbox from an unthrottled one.
Why a deadline rather than a duration
A CPU cap throttles; it does not kill. So "stopped" here can only mean
"could not finish this work in the time an unthrottled process would need",
which is what the timeout expresses. A sandbox with no cap prints the marker
well inside the deadline; a throttled one is still working when timeout
fires and prints nothing.

  



  
    
      
    
    
      memory_hog_command(mb)



        
          
        

    

  


  

      

          @spec memory_hog_command(pos_integer()) :: String.t()


      


A shell command allocating mb megabytes and touching every page of it.
The touching is the part that matters: an allocation the kernel can leave
unbacked is not an allocation any cap will notice, so a hog that only calls
malloc would report a working cap on a host with none.

  



  
    
      
    
    
      sleep_command(seconds)



        
          
        

    

  


  

      

          @spec sleep_command(pos_integer()) :: String.t()


      


A shell command blocking for seconds, far past the budget.

  



  
    
      
    
    
      tests()


        (macro)


        
          
        

    

  


  

Emits the resource-limit checks into the calling test module.

  


        

      


  

    
ExSandbox.Hardening behaviour
    



      
The OS-level enforcement seam (012 T021, from 005's contracts/hardening.md).
AshSandbox.Resource lets a host declare limits. This behaviour is what
enforces them, and the distinction is the whole point: nothing inside the
BEAM can cap a process's memory. 005 established that the boundary is the
operating system — cgroup v2, namespaces, bubblewrap, sandbox-exec, Job
Objects — and a mechanism that "enforces" limits in Elixir enforces nothing.
Applied before the first instruction, or not at all
apply/2 returns the launch configuration to start the process with, rather
than something to apply to a running process. This ordering is a requirement,
not a convenience:
	005 R9b measured taskpolicy -m being silently lost across an
intervening exec — taskpolicy -m 100 sandbox-exec … ./hog 300
allocates 300 MB under a nominal 100 MB cap and exits 0.
	014 V3 found the Windows analogue: a Job Object cannot be attached
before the process's first instruction.

Both fail open, and both pass any check that asks whether the limiting
mechanism was invoked. That is why ExSandbox.Conformance establishes limits
by breaching them rather than by inspecting configuration (FR-012a), and why
a hardening implementation that cannot apply a cap must say so rather than
return a config that silently omits it.

      


      
        Summary


  
    Types
  


    
      
        launch_spec()

      


        How to launch a process under these limits.



    


    
      
        limits()

      


        The limits a sandbox is to run under.



    





  
    Callbacks
  


    
      
        apply(command, limits)

      


        Builds the launch specification enforcing limits for command.



    


    
      
        release(handle)

      


        Releases any OS resources this hardening created for a sandbox — a cgroup
directory, a namespace, a temporary profile.



    


    
      
        required_capabilities()

      


        Capabilities this hardening implementation requires of the host.



    





  
    Functions
  


    
      
        tier()

      


        What this host can actually enforce, as one sentence fit to be recorded
(029-FR-040).



    





      


      
        Types


        


  
    
      
    
    
      launch_spec()



        
          
        

    

  


  

      

          @type launch_spec() :: %{
  cmd: String.t(),
  args: [String.t()],
  env: [{String.t(), String.t()}],
  cd: String.t() | nil
}


      


How to launch a process under these limits.
cmd/args may wrap the requested command (a cgroup runner, bwrap,
sandbox-exec), which is why the caller must launch this rather than the
command it asked about.

  



  
    
      
    
    
      limits()



        
          
        

    

  


  

      

          @type limits() :: %{
  optional(:cpu_millicores) => non_neg_integer(),
  optional(:memory_mb) => non_neg_integer(),
  optional(:disk_mb) => non_neg_integer(),
  optional(:wall_clock_seconds) => non_neg_integer()
}


      


The limits a sandbox is to run under.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      apply(command, limits)



        
          
        

    

  


  

      

          @callback apply(command :: {String.t(), [String.t()]}, limits()) ::
  {:ok, launch_spec()}
  | {:error, {:cannot_enforce, ExSandbox.Capability.name(), String.t()}}
  | {:error, term()}


      


Builds the launch specification enforcing limits for command.
Returns {:error, {:cannot_enforce, capability, detail}} when a requested
limit cannot be enforced on this host. It must not return a spec that
omits the cap — that is the fail-open shape above, and it is indistinguishable
from success at every layer that does not breach the cap to check.

  



  
    
      
    
    
      release(handle)



        
          
        

    

  


  

      

          @callback release(handle :: term()) :: :ok | {:error, term()}


      


Releases any OS resources this hardening created for a sandbox — a cgroup
directory, a namespace, a temporary profile.
Idempotent, for the same reason destroy/1 is.

  



  
    
      
    
    
      required_capabilities()



        
          
        

    

  


  

      

          @callback required_capabilities() :: [ExSandbox.Capability.name()]


      


Capabilities this hardening implementation requires of the host.

  


        

      

      
        Functions


        


  
    
      
    
    
      tier()



        
          
        

    

  


  

      

          @spec tier() :: String.t()


      


What this host can actually enforce, as one sentence fit to be recorded
(029-FR-040).
Why a string, and why it is stored rather than derived on read
FR-040 requires a host that cannot enforce these boundaries either to refuse
to launch or to launch in a reduced tier named in the sandbox's own recorded
state. The reason it must be recorded is the same reason
data_store_placement is: a tier derived at read time describes the host
asking, not the host the sandbox was launched on, and those diverge the
moment a record outlives a redeploy. A reduced tier that is not recorded is
indistinguishable from an enforced one.
⚠️ This is measured, not declared. 029 D18b states the darwin-in-Docker
tier as "no LSM, no seccomp; network layer enforced", and this function is
deliberately not that sentence hardcoded -- a constant would go on reporting
D18b's measurement on a host D18b never saw. What it reads:
	/sys/kernel/security/lsm -- the LSMs the kernel has active. capability is
discounted: every Linux kernel carries it and it is not an MAC layer, so
counting it would report "LSM: capability" on a host with no MAC at all.
An unreadable path (securityfs unmounted, or not Linux) reads as none,
which is the conservative direction: it under-claims enforcement.
	/proc/self/status's Seccomp: field -- 0 is disabled, anything else is
a filter loaded.
	pasta on PATH and /dev/net/tun present -- the two facts
ExSandbox.Hardening.Linux's network probe needs a device and a binary
for, and the two whose absence made pasta --config-net fail outright
when it was measured (2026-08-17).

⚠️ The network clause says "enforceable", not "enforced", and the gap is
deliberate. These two facts say the apparatus this host would police egress
with is present; they do not say the sandbox being recorded was launched
through it -- a sandbox with an empty allowlist takes the unpoliced branch.
Writing "enforced" here would be the over-claim that
ExSandbox.Hardening.Linux's private probe_network_policy/0 warns about in its
own comment,
where "we cannot do this" becomes "we demonstrated this".

  


        

      


  

    
ExSandbox.Hardening.Confinement 
    



      
Confines a control-plane process to one filesystem path (015 T107, from
research R16 and R30).
This is the mirror image of a sandbox, not a smaller one
ExSandbox.Hardening.Linux confines untrusted tenant code. This confines a
trusted process that holds a credential — the delegated Claude Code CLI —
and the difference is not degree but direction. R16 found that the sandbox
guarantee never covered it: confinement_args/2 binds storage into the
sandboxed process's mount namespace (linux.ex:316-345), and a
control-plane process is not in that namespace, so every sandbox's storage is
an ordinary host path to it. storage_path/1 makes them siblings under one
root (linux.ex:1101), so the next tenant along is a .. away, and above
that sits the platform's own deployment unit — database, billing, and model
credentials, per 013.
⚠️ The posture is INVERTED on both counts, which is why this is a separate module
A tenant sandbox strips credentials and denies the network. This profile must
do neither:
	The environment passes through, credential included. The CLI cannot
reach the model without it.
	Egress is permitted. --unshare-net would deny the model endpoint.

⚠️ It is a distinct entry point rather than a flag on the tenant profile,
and that is a safety property. A boolean like strip_credentials: false
would put unstripping a tenant sandbox one wrong argument away. There is no
argument here that can widen ExSandbox.Hardening.Linux, because this code
never touches it.
⚠️ @forbidden_env_fragments is NOT widened to admit the credential. R14
requires "a deliberate separate channel, never a weakening of that list", and
that list is what keeps credentials out of every sandbox (015-FR-005). This
module is that separate channel.
Both platforms enforce it — measured, not assumed (R30)
T107 named bwrap and sandbox-exec as though symmetric, and the honest
expectation was that macOS would have to refuse: 012 R9b measured
sandbox-exec's sibling mechanism, taskpolicy -m, failing open across
an intervening exec.
⚠️ That expectation was wrong, and inheriting it would have shipped a needless
refusal. R30 measured a deny-by-default sandbox-exec profile on darwin
25.5.0: the permitted path readable and writable, a sibling denied, ..
denied, the restriction surviving three nested execs, not widenable by
re-invoking sandbox-exec under itself, and not defeated by a symlink out of
the permitted subtree. A credential-shaped variable survived.
⚠️ This does not contradict capability.ex's macOS refusals, and must not be
gated on them. :filesystem_confinement reports unavailable on macOS
because it means the mount namespace the BEAM mechanism binds with
(capability.ex:182-199) — a statement about the tenant profile's
construction, not about whether macOS can restrict paths. Requiring that
capability here would refuse on macOS for a reason that does not apply, which
is precisely the error its own comment warns about one capability over: "a
mechanism that exists, looks applicable, and is not the one in the path being
taken." :network_restriction's macOS refusal stands and is irrelevant —
this profile wants egress.
⚠️ A profile that names too little kills the process instead of confining it
R30's first two attempted profiles exited 134 on every case, including the
control: the runtime's own read set was not permitted, so the process died
before reaching any path. Every breach looked "denied". A suite asserting only
on denials would have reported a boundary that did not exist.
This is why runtime_read_paths/0 below is generous about the runtime while
the data boundary stays a single path, and why ExSandbox.Hardening.ConfinementTest
runs a control first. The two are one mechanism: a permit list wide enough to
execute, a data boundary narrow enough to matter.
A working directory is not a boundary (T109)
⚠️ :cd decides where a process begins, never where it can go. 015 T109
VERIFIED that no caller passes it at all, so today's CLI inherits the BEAM's
own working directory — the platform's deployment root — meaning it starts
among the files this module exists to put out of reach. Setting :cd to a
tenant's directory would improve where it starts and confine nothing; there is
no --cwd flag on the CLI (T045), so scope is decided at launch or nowhere.
Callers MUST treat permit_path as the boundary and :cd as a convenience.

      


      
        Summary


  
    Types
  


    
      
        launch_spec()

      


        How to launch the confined process.



    





  
    Functions
  


    
      
        confine(arg, opts)

      


        Builds a launch specification confining command to permit_path.



    


    
      
        resolve_executable(command)

      


        Resolves command the way the kernel will: a bare name through PATH, then
the symlink chain, component by component.



    





      


      
        Types


        


  
    
      
    
    
      launch_spec()



        
          
        

    

  


  

      

          @type launch_spec() :: %{
  cmd: String.t(),
  args: [String.t()],
  env: [{String.t(), String.t()}],
  cd: String.t()
}


      


How to launch the confined process.
Deliberately the same shape as ExSandbox.Hardening.launch_spec/0: the caller
launches this, not the command it asked about, because the returned cmd
is the confinement wrapper.

  


        

      

      
        Functions


        


  
    
      
    
    
      confine(arg, opts)



        
          
        

    

  


  

      

          @spec confine({String.t(), [String.t()]}, keyword()) ::
  {:ok, launch_spec()} | {:error, {:cannot_enforce, atom(), String.t()}}


      


Builds a launch specification confining command to permit_path.
Options
	:permit_path (required) — the one directory the process may read and
write. Everything else is denied, including sibling directories and any
path reachable by ...
	:env — environment passed through unmodified, credential included.
Defaults to [].
	:cd — working directory. A starting point, not a boundary; see above.
Defaults to the resolved :permit_path, and the caller has to launch
with it — see "⚠️ The working directory is part of the boundary".
	:permit_extra_subpaths — additional directories the process may read and
write, on top of :permit_path. Defaults to [], which is the only
value this library ever chooses for itself.

⚠️ The working directory is part of the boundary
:cd used to default to nil, leaving the child in whatever directory the
caller happened to be in. That is not neutral. The directory is denied by the
profile by construction — it is not :permit_path — so a confined process
started there resolves every relative path outside its own boundary, and on
darwin cannot read its own working directory at all.
MEASURED 2026-08-25, and the shape of the measurement is the interesting
part. A VM started in X that chdirs to Y before spawning gives the child a
cwd of Y that the child cannot getcwd:
cwd=…/apps/ex_sandbox status=0 out=""                      # started there
cwd=…/apps/ex_sandbox status=0 out="shell-init: error …"   # chdir'd there
Same directory, same profile, different result — so sh under confinement
wrote a diagnostic to stderr in an umbrella mix test (Mix chdirs into
each app) and wrote nothing at all when the same suite ran from the app's own
directory. ConfinementExtraSubpathsTest failed on exactly that, and reading
it as a flake was wrong: it was reproducible from one directory and
unreproducible from the other.
Defaulting to :permit_path puts the child inside the one directory the
profile fully grants. Axonn.ModelAccess.Backend.DelegatedCli already passed
cd: storage_path by hand, which is the same value — so this makes the
contract say what the only production caller had already worked out, rather
than leaving each caller to rediscover it.
⚠️ :permit_extra_subpaths is opaque here, and that is the whole design
This library does not know, and must not learn, which program is being
confined or why one of them needs a path outside its own storage. 012 is an
extraction boundary: naming a particular CLI's scratch directory here would
put an application's workaround inside a generic hardening module, where the
next reader cannot tell a measured necessity from an accident.
So the list arrives already decided. The caller is what reads its own
configuration, derives whatever the path depends on, and answers for the cost
of each entry. Every entry widens the boundary this module exists to draw —
[] is the default precisely so that widening is something a caller has to
write down.
Each entry is resolved the way :permit_path is, and is emitted after the
blanket deny, because later rules win in a sandbox-exec profile.
Returns {:error, {:cannot_enforce, capability, detail}} when this host
cannot build the profile, matching ExSandbox.Hardening's contract. It never
returns a spec with the confinement omitted — that is the fail-open shape
005 R9b measured, and it is indistinguishable from success at every layer
that does not attempt a breach.

  



  
    
      
    
    
      resolve_executable(command)



        
          
        

    

  


  

      

          @spec resolve_executable(String.t()) :: String.t()


      


Resolves command the way the kernel will: a bare name through PATH, then
the symlink chain, component by component.
Public because the grant and the invocation must agree, and they are
written in two different places. MEASURED on Linux (D14a): binding the
symlink's target while invoking the symlink fails outright. Resolving
first is what deletes that failing case, and a second implementation of the
rule is how the two ends drift back apart.
⚠️ macOS makes the same demand from the other direction: SBPL resolves
symlinks before matching a path filter, so a grant written against a
symlink silently never matches. Nothing fails; the path is simply denied.
Returns command unchanged when it is not on PATH and cannot be resolved,
so an unlaunchable command still reaches the exec and earns the operating
system's own error rather than a substituted one.

  


        

      


  

    
ExSandbox.Hardening.Darwin 
    



      
OS-level confinement for the BEAM mechanism on macOS (014 T011 – T015, from
005 R9b and 014's re-measurement at
docs/legacy/specify/014-desktop-deployment/spikes/darwin-hardening/baseline.md).
The composition, and why it has this exact shape
sandbox-exec -f <profile>                       # filesystem + network
  /bin/sh -c 'ulimit -t <N>; exec …'            # RLIMIT_CPU
    taskpolicy -m <M>                           # memory
      <target> <args…>
Measured on macOS 26.5 (25F71), the same build 005 R9b was measured on:
hog 300 under -m 150 exits 137, a spinner that does not limit itself
exits 152 under ulimit -t 2, an ordinary crash exits 139, and a
program inside its caps exits 0. Four outcomes, mutually distinguishable
(SC-002, FR-016).
⚠️ taskpolicy must be the IMMEDIATE PARENT of the target. R9b measured
taskpolicy -m 100 sandbox-exec … ./hog 300 allocating 300 MB under a nominal
100 MB cap and exiting 0 — the cap silently lost across the intervening exec,
failing open. Reproduced here while writing this module: inverted, the hog
prints allocated 300 MB OK.
The rule that generalises from that trap is taskpolicy immediately above
the target, not "no shell anywhere" (baseline Finding 3). A shell placed
before taskpolicy that execs keeps the memory cap, because exec
replaces the shell image rather than forking. That is the only reason the CPU
cap is reachable at all: RLIMIT_CPU needs something to call ulimit, and
this is where it can stand without breaking the memory cap.
⚠️ The intervening shell is an injection surface, and it is closed by argv
ExSandbox.Hardening.Linux composes argv directly and never reaches a shell.
This composition does, and /bin/sh -c takes a single string a shell
parses — so a target path or argument interpolated into that string is
command injection through the sandbox's own command line, which no
sandbox-exec profile closes.
Nothing tenant-influenced is ever interpolated. The script is a constant plus
two integers this module formats itself; the target and every argument are
passed after the script, where sh binds them to $0 and $@:
/bin/sh -c 'ulimit -t 2; exec /usr/sbin/taskpolicy -m 150 "$0" "$@"' \
  /path/to/target arg1 arg2
They are therefore argv positions, not text, and never reach the parser.
ExSandbox.Hardening.DarwinTest proves it by launching a target whose
arguments carry ;, $(…), backticks, |, & and > with side effects
aimed at a directory the profile permits writing, and asserting the bytes
arrive literally and no side effect occurs.
Why the profile starts from (allow default) — and what that costs
(deny default) is not viable and this is measured, not assumed: it kills
even /bin/echo, because dyld cannot start. R9b recorded it; the template
this module renders (docs/legacy/specify/005-sandbox-beam/spikes/macos-isolation/work.sb)
carries the finding in its own first comment.
So the profile is a deny-list over a permissive default, which is weaker
than default-deny confinement: any operation nobody thought to deny is
allowed. That gap is the reason FR-013 exists — to report the isolation
level honestly — and :privilege_separation stays unavailable on Darwin for
exactly this reason (T021). It must not be papered over by describing this
profile as confinement equivalent to bwrap's.
Note that ExSandbox.Hardening.Confinement reaches a stronger, near
default-deny profile for a control-plane process, by enumerating the
runtime's read set. That is a different problem: it confines one known binary
to one known path. Here the target is arbitrary tenant code whose read set is
unknown before it runs, and an incomplete permit list does not confine it —
it kills it before its first instruction, which reads as every breach
assertion passing (R30's measured 134 on every case, control included).
⚠️ RLIMIT_AS, RLIMIT_DATA and RLIMIT_RSS do not work on Darwin
Measured on this host (T001, and R9b before it): setrlimit on all three
fails with EINVAL, from a soft and hard limit of RLIM_INFINITY.
RLIMIT_CPU is the one that sets.
This matters to anyone porting the Linux mechanism: the address-space cap that
would be the obvious memory limit is unavailable, which is why the memory
cap here is taskpolicy -m and not a setrlimit call. A port that reached for
RLIMIT_AS would cap nothing, silently, and every check short of breaching it
would report success.
⚠️ ulimit -t is per-process and inherited, not pooled
Each child gets its own fresh budget, so a target that forks multiplies the
CPU it can consume. This is strictly weaker than a cgroup CPU quota, and it is
a gap FR-013a must report rather than paper over. It is not a reason to
omit the cap (FR-014): a per-process ceiling stops the single runaway loop,
which is the case US2 names.
Refusal, never a spec with the cap missing
Every function that cannot build a requested cap returns
{:error, {:cannot_enforce, capability, detail}}. It never returns a launch
spec with the cap omitted — that is the fail-open shape ExSandbox.Hardening's
docstring forbids, and it is indistinguishable from success at every layer that
does not breach the cap to check.
What is refused here, and why:
	:disk_mb — always. Darwin has no per-process disk quota this
composition can impose. A spec that quietly dropped it would report a disk
cap that does not exist.
	:memory_mb when taskpolicy is absent from the host.
	:cpu_millicores without a :wall_clock_seconds budget — see
apply/3 for why the two are one number here.
	any launch at all without a positive :wall_clock_seconds — see
below.

What this module does NOT enforce, and refuses to launch without
The wall-clock budget. launch_spec/0 describes how to start a process;
nothing in it can kill one later. The caller enforcing :wall_clock_seconds
by killing the OS pid is the supervisor's job, and 014 T009 verifies the
outcome is distinguishable from every exit status — there is none.
⚠️ Not enforcing it is not a licence to launch without one (FR-014b,
SC-006c, T019). An idle process consumes no CPU, so ulimit -t never fires;
it allocates nothing, so taskpolicy -m never fires; it does not crash. No
layer of this composition ends it. So apply/3 returns
{:error, {:cannot_enforce, :time_budget, …}} rather than a spec with no
budget behind it: this is the last point at which the run can be refused
instead of started, and a run with no terminating condition is the one
shortfall FR-014b says must refuse rather than degrade.

      


      
        Summary


  
    Types
  


    
      
        capability_map()

      


        What available?/0 found, per capability this backend constructs.



    





  
    Functions
  


    
      
        apply(arg, limits, opts \\ [])

      


        Builds the launch specification enforcing limits for command.



    


    
      
        available?()

      


        True only when every facility this composition needs is present and the
composition actually runs.



    


    
      
        build_command(arg, limits, opts \\ [])

      


        The composed command alone, in ExSandbox.Hardening.Linux.build_command/2's
return shape.



    


    
      
        capabilities()

      


        What this host can construct, per capability.



    


    
      
        profile_dir()

      


        The directory generated profiles are written to.



    


    
      
        release(path)

      


        Removes the .sb profile this backend generated for a sandbox, and the
workdir it invented alongside it if that workdir is still empty.



    


    
      
        render_profile(workdir, home)

      


        Renders the sandbox-exec profile for workdir and home.



    


    
      
        required_capabilities()

      


        Capabilities this backend requires of the host.



    





      


      
        Types


        


  
    
      
    
    
      capability_map()



        
          
        

    

  


  

      

          @type capability_map() :: %{
  process_separation: boolean(),
  memory_cap: boolean(),
  cpu_cap: boolean(),
  filesystem_confinement: boolean()
}


      


What available?/0 found, per capability this backend constructs.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      apply(arg, limits, opts \\ [])



        
          
        

    

  


  

      

          @spec apply({String.t(), [String.t()]}, ExSandbox.Hardening.limits(), keyword()) ::
  {:ok, ExSandbox.Hardening.launch_spec()}
  | {:error, {:cannot_enforce, atom(), String.t()}}


      


Builds the launch specification enforcing limits for command.
The caller launches this, not the command it asked about — cmd is
sandbox-exec and the requested command is buried four layers down.
Options
	:workdir — the one directory the target may write. Created if absent.
Defaults to a fresh directory under the system temp dir.
	:home — the home directory whose Documents and .ssh the profile
denies reading. Defaults to System.user_home!/0.
	:env — the environment allowlist, passed through unchanged. Defaults to
[]; this module does not filter it, and a caller passing platform
secrets has made a mistake Hardening.Linux.build_command/2 catches.
	:cd — working directory. Defaults to :workdir. ⚠️ Not a boundary; the
boundary is the profile. It defaults to the workdir because a process
whose cwd the profile denies reading cannot getcwd, and /bin/sh
then prints shell-init: error retrieving current directory on every
launch (measured, from a cwd under ~/Documents).

The CPU cap is one number derived from two limits
ulimit -t is a ceiling on CPU-seconds consumed, not on the rate of
consumption — Darwin offers this composition no rate cap at all. So the two
are related by the budget the process is allowed to run for:
cpu_seconds = ceil(wall_clock_seconds × cpu_millicores ÷ 1000)
At one core (cpu_millicores: 1000) that is the wall-clock budget itself: a
process spinning flat out hits the CPU ceiling exactly when its budget runs
out, and one trying to use two cores hits it in half the time.
⚠️ This derivation is this module's choice, not a measured fact. What was
measured is only that ulimit -t N kills a non-self-limiting spinner at 152.
A :cpu_millicores with no :wall_clock_seconds is therefore refused rather
than defaulted: there is no budget to derive a ceiling from, and a default here
would impose a CPU cap nobody chose while reading as the one they asked for.

  



  
    
      
    
    
      available?()



        
          
        

    

  


  

      

          @spec available?() :: boolean()


      


True only when every facility this composition needs is present and the
composition actually runs.
⚠️ The launch is attempted, not inferred. Reading :os.type() and checking two
binaries onto PATH would report true on a host where sandbox-exec refuses
the generated profile — and that is the silent-failure mode this whole slice
exists to remove. So this renders a real profile, runs /usr/bin/true through
the full four-layer composition, and requires exit 0. Measured cost: ~13 ms.
⚠️ It establishes that the composition runs, never that a cap holds.
Only breaching a cap establishes that, which is ExSandbox.Conformance's job
and ExSandbox.Hardening.DarwinTest's (012-FR-012a).

  



    

  
    
      
    
    
      build_command(arg, limits, opts \\ [])



        
          
        

    

  


  

      

          @spec build_command(
  {String.t(), [String.t()]},
  ExSandbox.Hardening.limits(),
  keyword()
) ::
  {:ok, {String.t(), [String.t()]}}
  | {:error, {:cannot_enforce, atom(), String.t()}}


      


The composed command alone, in ExSandbox.Hardening.Linux.build_command/2's
return shape.
Public for the same reason compose_for_inspection/2 is over there: the
ordering regression test (014 T017) has to assert on the argv this backend
emits, and re-deriving it in the test would let the test and the module drift
apart in the one place where drift is the defect being guarded against.

  



  
    
      
    
    
      capabilities()



        
          
        

    

  


  

      

          @spec capabilities() :: capability_map()


      


What this host can construct, per capability.
Deliberately narrower than ExSandbox.Hardening.Linux.capabilities/0:
:network_restriction and :disk_quota are absent because this backend does
not claim them. (deny network*) is in the profile and denies egress, but the
allowlisted-egress construction :network_restriction names on Linux has no
counterpart here, and :disk_quota is refused outright by apply/3.
Its relationship to ExSandbox.Capability.check/1 (014 T020, T023)
Capability's Darwin clauses for :memory_cap, :cpu_cap and
:process_separation are derived from this map, so the two cannot answer
differently about the same host. ExSandbox.CapabilityTest's Darwin agreement
guard asserts that, and it is written to fail if the derivation is ever
replaced by a second probe.
⚠️ One name diverges on purpose. This map reports :filesystem_confinement
true — the profile really does confine where the target may write, and
ExSandbox.Hardening.DarwinCapabilityTest verifies it by breaching it — while
Capability.check(:filesystem_confinement) reports false on Darwin. They are
answering different questions: that name is in Capability.gating_defaults/0
and in Mechanism.Beam.required_capabilities/0, where it means the mount
namespace, and the BEAM mechanism composes bwrap, which does not exist
here. Flipping it there would admit a sandbox the launch cannot build.
That asymmetry is why T020 flipped three names and not four: the three are
report-only, so evidence changes what is said without changing what is
admitted.
⚠️ Not free: this runs the composition (~13 ms measured), so every caller
pays a process launch. Capability.check_all/0 on Darwin pays it once per
derived name.

  



  
    
      
    
    
      profile_dir()



        
          
        

    

  


  

      

          @spec profile_dir() :: String.t()


      


The directory generated profiles are written to.
Public because release/1's refusal to unlink anything outside it is a safety
property a test has to be able to name.

  



  
    
      
    
    
      release(path)



        
          
        

    

  


  

      

          @spec release(term()) :: :ok | {:error, term()}


      


Removes the .sb profile this backend generated for a sandbox, and the
workdir it invented alongside it if that workdir is still empty.
Accepts the launch spec apply/3 returned, or the profile path directly —
the two carry the same information, because the profile and its workdir are
named from one shared suffix.
Idempotent, for the reason destroy/1 is: a release that raises on an already
released handle turns every crash-and-retry into a stuck sandbox, and the
caller has no way to ask whether it already ran.
⚠️ It unlinks only a .sb file inside this module's own profile directory,
and removes a workdir only when that directory is inside the same place and
empty. The path arrives inside a launch spec that a caller may have built,
edited, or read from configuration, and File.rm_rf/1 on whatever it names
would make this function an arbitrary-delete primitive reachable from the
launch path — one that would take the tenant's output with it.

  



  
    
      
    
    
      render_profile(workdir, home)



        
          
        

    

  


  

      

          @spec render_profile(String.t(), String.t()) :: String.t()


      


Renders the sandbox-exec profile for workdir and home.
Public so a test can read the profile this backend would generate without
launching anything, and so the substitution can be asserted on directly.

  



  
    
      
    
    
      required_capabilities()



        
          
        

    

  


  

      

          @spec required_capabilities() :: [atom()]


      


Capabilities this backend requires of the host.
:disk_quota is deliberately absent: it is not required, it is refused.
Requiring it would make every macOS host report this backend unavailable for a
limit most callers never set, while a caller who does set it would get a
vague "unavailable" instead of the specific {:cannot_enforce, :disk_quota, …}
that names what is actually missing.

  


        

      


  

    
ExSandbox.Hardening.Linux 
    



      
OS-level confinement for the BEAM mechanism on Linux (005 T004 – T012,
contracts/hardening.md, research R2, R3, R9).
The security boundary is here, not in the BEAM
Nothing inside the Erlang VM can cap a process's memory or deny it a socket.
005 settled that the boundary is the operating system, so this module
composes five kernel-enforced constructions and refuses to launch when it
cannot build all of them.
systemd-run --scope -p MemoryMax=… -p CPUQuota=…   # FR-008
  setpriv --reuid=… --regid=… --clear-groups        # FR-007
    bwrap --ro-bind / --bind <storage>              # FR-010
      env -i <granted…> BINDIR=<…>                  # FR-004
        <erlexec> <peer args>
Refusal, never degradation
build_command/2 returns {:error, :hardening_unavailable} when any
capability is missing. It never emits a command with a layer omitted, because
that failure is invisible: the sandbox launches, the happy path is identical,
and the only difference is whether tenant code is confined.
This is why available?/0 requires all five capabilities rather than
most. Cgroup caps without privilege separation still permits reading platform
files — "mostly hardened" describes a host that is not hardened.
Probes attempt; they never infer
Every probe below performs the operation it reports on. Reading :os.type()
would report true on a Linux host with no cgroup delegation, no setpriv,
or an unprivileged process — which is exactly the silent-failure mode R9
exists to prevent, and exactly what an operator cannot see.
What verify_applied/1 can and cannot establish
It reads the limits in force on the running process — the cgroup's
effective values — rather than the command that requested them. R9b measured
a limiter invoked with correct arguments, present in the process tree, named
in configuration, and silently not applied. Reading back the request would
have reported success.
Inspection is still not proof that a limit stops a breach; establishing that
is the conformance suite's job (012-FR-012a). The two are complementary and
neither substitutes for the other.

      


      
        Summary


  
    Types
  


    
      
        capability_map()

      


    





  
    Functions
  


    
      
        available?()

      


        True only when every capability is present.



    


    
      
        build_command(sandbox, granted_env \\ [])

      


        Builds the command that launches a sandbox under full confinement.



    


    
      
        capabilities()

      


        Probes what this host can actually enforce.



    


    
      
        compose_for_inspection(sandbox, granted_env \\ [])

      


        The command build_command/2 would emit, without the availability gate.



    


    
      
        prepare_storage(sandbox)

      


        Create this sandbox's writable storage, owned by the uid it will drop to
(FR-009, FR-010).



    


    
      
        scope_unit_name(sandbox)

      


        The systemd scope unit a sandbox runs in.



    


    
      
        storage_path(sandbox)

      


        Where a sandbox's writable storage is bound, on the host and inside the
sandbox alike — bwrap binds it at the same path on both sides.



    


    
      
        verify_applied(os_pid)

      


        Reads the confinement actually in force on a running sandbox process.



    





      


      
        Types


        


  
    
      
    
    
      capability_map()



        
          
        

    

  


  

      

          @type capability_map() :: %{
  resource_limits: boolean(),
  privilege_separation: boolean(),
  filesystem_confinement: boolean(),
  network_restriction: boolean(),
  disk_quota: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      available?()



        
          
        

    

  


  

      

          @spec available?() :: boolean()


      


True only when every capability is present.
There is no partial state: see the moduledoc.

  



    

  
    
      
    
    
      build_command(sandbox, granted_env \\ [])



        
          
        

    

  


  

      

          @spec build_command(ExSandbox.Sandbox.t(), [{String.t(), String.t()}]) ::
  {:ok, {String.t(), [String.t()]}}
  | {:error,
     :hardening_unavailable | :invalid_limits | {:forbidden_env, [String.t()]}}


      


Builds the command that launches a sandbox under full confinement.
granted_env is an allowlist — the sandbox receives these pairs and
nothing else. Returns {:error, :hardening_unavailable} when any capability
is missing, and {:error, {:forbidden_env, keys}} when granted_env carries
a platform-shaped secret.

  



  
    
      
    
    
      capabilities()



        
          
        

    

  


  

      

          @spec capabilities() :: capability_map()


      


Probes what this host can actually enforce.
Probed once at gateway startup rather than per provision — the answer is a
property of the host, and probing per launch would put shell-outs on the
provisioning path for a value that does not change.

  



    

  
    
      
    
    
      compose_for_inspection(sandbox, granted_env \\ [])


        (since 005 T009)


        
          
        

    

  


  

      

          @spec compose_for_inspection(ExSandbox.Sandbox.t(), [{String.t(), String.t()}]) ::
  {:ok, {String.t(), [String.t()]}} | {:error, term()}


      


The command build_command/2 would emit, without the availability gate.
Public for one reason: the command's shape must be testable on hosts where
hardening is unavailable, which is every developer machine that is not Linux.
The alternative is that env -i -- one word, easily dropped, and invisible
when missing because the sandbox still launches -- goes unverified until CI.
Callers must use build_command/2. This deliberately skips the availability
check, so a caller reaching for it directly would build exactly the degraded
command R9 forbids.

  



  
    
      
    
    
      prepare_storage(sandbox)



        
          
        

    

  


  

      

          @spec prepare_storage(ExSandbox.Sandbox.t()) :: :ok | {:error, term()}


      


Create this sandbox's writable storage, owned by the uid it will drop to
(FR-009, FR-010).
Called before build_command/2's output is spawned. bwrap refuses a bind
whose source does not exist -- "Can't find source path ..." -- so without this
every launch exits 1 having constructed a perfectly correct command.
Ownership matters as much as existence. Created as root and left that way, the
sandbox drops privilege and cannot write to its own storage: the launch
succeeds and every write fails, which is harder to diagnose than an outright
refusal. Mode 0o700 keeps it to the owning uid, since every sandbox on a
gateway shares this root under a different uid.

  



  
    
      
    
    
      scope_unit_name(sandbox)



        
          
        

    

  


  

      

          @spec scope_unit_name(ExSandbox.Sandbox.t()) :: String.t()


      


The systemd scope unit a sandbox runs in.
Public because provision_failure_reason/1 must name the same unit to read
its Result after death, and a mismatch between the two would silently report
every breach as a platform fault.

  



  
    
      
    
    
      storage_path(sandbox)



        
          
        

    

  


  

      

          @spec storage_path(ExSandbox.Sandbox.t()) :: String.t()


      


Where a sandbox's writable storage is bound, on the host and inside the
sandbox alike — bwrap binds it at the same path on both sides.
Public so callers and tests name the real location rather than assuming one. A
test writing to a made-up path gets :enoent, which satisfies "the sandbox
could not write here" just as well as a quota would — so the assertion passes
while measuring nothing.

  



  
    
      
    
    
      verify_applied(os_pid)



        
          
        

    

  


  

      

          @spec verify_applied(integer()) ::
  {:ok, map()} | {:error, {:not_applied, atom()} | :not_applied | :unverifiable}


      


Reads the confinement actually in force on a running sandbox process.
{:error, :not_applied} means the process is running unconfined and the
caller must terminate it — a running unconfined sandbox is what Principle II
forbids. {:error, :unverifiable} means this host cannot answer, which is
never reported as :ok.

  


        

      


  

    
ExSandbox.Egress.Acceptor 
    



      
The listener that lives inside one sandbox's network namespace
(005 T060a1/T060a3, contracts/egress.md).
Why this exists, and what it replaced
Egress.Pool -- the module now called ExSandbox.Egress.Decision, back when it
still held a socket -- bound 127.0.0.1 in the host namespace and was
designed as one pool for every sandbox — 013-FR-014c argued for blast
radius, not process count, and a process per sandbox is the heaviest way to
get it.
That design cannot work, and the reason is not a bug to fix. An nft
redirect is DNAT to the local machine as the namespace sees it, so it
can only ever reach a socket in that namespace. Measured: with the pool
listening on the host and the redirect installed in the sandbox's namespace,
the tenant's connect returned OK and the pool never saw the connection.
The one alternative that preserved a single pool — dnat to the gateway —
was measured and does not work: pasta is a userspace stack that
terminates and re-originates connections, so the pool reads
ORIGINAL_DST=127.0.0.1:<pool port>, its own address, and would judge every
connection against that. See egress-path-measurements.md option (b).
So the acceptor moves to where the redirect lands. The blast-radius argument
survives in substance — no acceptor holds a platform credential, and no
sandbox has a route to any other — but the shape it justified does not.
Why this is no longer a separate OS process (2026-08-29)
It used to be. The reasoning was that the BEAM runs in the host namespace, a
socket it opens is a host socket, and no option to :gen_tcp.listen/2 changes
which namespace a socket belongs to. The first two are true. The third is
true and irrelevant, which is the part that was missed for a year.
setns(2) with CLONE_NEWNET affects only the calling thread. So the
socket can be created in the sandbox's namespace on a thread of its own and
the descriptor handed back, and :gen_tcp.listen/2 will adopt it with
{:fd, Fd}. The socket never moves; it was never here. Measured:
listener adopted from the namespace fd   {:ok, {{0, 0, 0, 0}, 9200}}
connect from the HOST namespace          {:error, :econnrefused}
connect from INSIDE the namespace        received its bytes
SO_ORIGINAL_DST on the accepted socket   readable
The econnrefused is the load-bearing half: that port does not exist here.
⚠️ The namespace is named by /proc/<holder-pid>/ns/net, and holder_pid is
the namespace holder, never pasta's own pid. See ExSandbox.Egress.Pasta:
the pidfile records pasta's host-side process, and entering that one puts the
listener in the host namespace, where it would bind a host port and see none
of the sandbox's traffic. That hazard is unchanged by dropping the helper --
only the mechanism that consumes the pid changed, from nsenter -t to a path
under /proc.
What dropping the helper deleted
The helper could not be asked a question in-process, so everything it needed
had to become a protocol: an AF_UNIX verdict socket with its own wire
format, a second one for DNS with its own framing, the sandbox's identity
passed on argv, a readiness line parsed off stdout, and the discipline that
any failure to obtain a verdict is a refusal because the platform might be
unreachable. None of that was incidental complexity -- all of it was the cost
of the process boundary. decide/3 is now an ordinary function call, so the
boundary and its protocols are gone rather than simplified.
What is enforced here, and what is not
Nothing. The decision is ExSandbox.Egress.Decision.decide/3's, unchanged and
shared, so there is exactly one implementation of "may this sandbox reach
this destination" and moving the listener did not fork it.
⚠️ The identity is different, though, and the difference is load-bearing.
The host pool attributed a connection by peername masked to a /30,
because every sandbox reached the same socket and they had to be told apart.
This acceptor serves one namespace: nothing else can reach it, so the
sandbox's identity is the acceptor's own existence rather than anything read
off the connection. source_key is supplied at start and is not derived from
the peer — a per-namespace listener that trusted peername would be reading
a value the tenant partly controls in order to answer a question it has
already answered by connecting at all.

      


      
        Summary


  
    Types
  


    
      
        spec()

      


        How to reach the namespace this acceptor serves.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        handle_connection(socket, state)

      


        Decides one accepted connection and either relays it or closes it.



    


    
      
        sandbox_address(arg)

      


        The acceptor's own /30, expressed as an address Policy.source_key/1 masks
back to that /30 — so the shared decision function is reached with the
identity this acceptor was started for.



    


    
      
        verdict(map, destination, registry)

      


        What the shared decision says about a connection from this sandbox.



    





      


      
        Types


        


  
    
      
    
    
      spec()



        
          
        

    

  


  

      

          @type spec() :: %{
  source_key: ExSandbox.Egress.Policy.source_key(),
  holder_pid: pos_integer(),
  port: :inet.port_number()
}


      


How to reach the namespace this acceptor serves.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      handle_connection(socket, state)



        
          
        

    

  


  

      

          @spec handle_connection(:gen_tcp.socket(), map()) :: :ok


      


Decides one accepted connection and either relays it or closes it.
⚠️ The destination is read from the kernel with SO_ORIGINAL_DST, never from
the client. This is a transparent proxy: the sandbox believes it is talking
to the destination directly, so there is no frame in which it could state one
-- which is what keeps the claim unforgeable. Any design where the sandbox
tells the acceptor where it wants to go reintroduces exactly that claim.
⚠️ Every non-permit outcome closes the socket, including the ones that are not
policy decisions -- an undecodable destination, an unreadable option. Those
are host or kernel faults rather than denials, and they are deliberately
treated the same way at the socket. A fault that let the connection through
would be an enforcement point that stops enforcing precisely when something is
wrong with it. The reason is logged so an operator can tell a denial from a
malfunction; that distinction is lost in the logs, never in the outcome.

  



  
    
      
    
    
      sandbox_address(arg)



        
          
        

    

  


  

      

          @spec sandbox_address(ExSandbox.Egress.Policy.source_key()) :: :inet.ip4_address()


      


The acceptor's own /30, expressed as an address Policy.source_key/1 masks
back to that /30 — so the shared decision function is reached with the
identity this acceptor was started for.
Public because ExSandbox.Egress.Binding derives the same address, and two
copies of this arithmetic would be two things that must agree forever. The
symptom of them drifting is a sandbox judged against a neighbouring
sandbox's allowlist — a cross-tenant policy error with no local sign of being
wrong.

  



  
    
      
    
    
      verdict(map, destination, registry)



        
          
        

    

  


  

      

          @spec verdict(spec(), {String.t(), :inet.port_number()}, GenServer.server()) ::
  ExSandbox.Egress.Decision.decision()


      


What the shared decision says about a connection from this sandbox.
Delegates to ExSandbox.Egress.Decision.decide/3 with the source_key this
acceptor was started for — see the moduledoc on why the key is supplied
rather than read from the peer.
⚠️ Returns the tagged verdict rather than a boolean because
handle_connection/2 has to log why it refused, and false cannot say
whether the allowlist denied the destination or the sandbox has no registered
policy at all.
⚠️ A boolean permits?/3 stood beside this until 2026-08-29, justified in its
own docstring as "one implementation, so the two cannot drift". Nothing called
it. A wrapper with no caller cannot drift from anything, and the justification
described a risk that only existed if it were used -- the same shape as the
pool listener this module replaced, kept for a reason that had stopped being
true.

  


        

      


  

    
ExSandbox.Egress.Allocator 
    



      
Hands out the /30 a sandbox's netns is built on, and takes it back only
when the sandbox's policy is gone (005 T060a3, contracts/egress.md).
Why this exists as its own module
ExSandbox.Egress.Registry's moduledoc has always stated the invariant in
two halves — "release/1 deletes the entry and only then returns the /30 to
the pool; assign/2 refuses a /30 that still carries one". Only the second
half was enforced. There was no pool: assign/2 takes whatever source_key
its caller supplies, and :pool_exhausted sat in the refusal type from the
first commit without any code path able to produce it.
⚠️ A documented invariant with one half missing is worse than an undocumented
one, because it reads as settled. Every reviewer since has seen "returns the
/30 to the pool" and had no reason to check whether a pool existed.
The ordering, and why it is a callback rather than a convention
release/3 takes a predicate that answers "is this /30's policy gone?" and
puts the address back only if it answers true. The alternative — document
that callers must release the policy first — is the ordering convention the
Registry moduledoc explicitly refuses to rely on, for the reason given
there: the correct ordering in a destroy callback is exactly what a later
refactor reorders without knowing why it was written that way.
Passing the check in means the allocator cannot be wrong about it. A caller
who releases the address while the policy stands does not corrupt the pool;
the /30 simply stays out until someone releases it again with the policy
actually gone.
Why a free list rather than a counter
A counter that recycles on release makes the reuse race trivially reachable
and passes every "distinct sandboxes get distinct addresses" test — see
ExSandbox.Egress.AllocatorTest, which is written against exactly that
implementation.

      


      
        Summary


  
    Types
  


    
      
        refusal()

      


        Why an acquisition was refused.



    





  
    Functions
  


    
      
        acquire(server \\ ExSandbox.Egress.Allocator)

      


        Takes the next free /30, or refuses.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        release(key, policy_gone?, server \\ ExSandbox.Egress.Allocator)

      


        Returns key to the pool if policy_gone?.(key) says its policy is gone.



    





      


      
        Types


        


  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  :pool_exhausted | {:still_registered, ExSandbox.Egress.Policy.source_key()}


      


Why an acquisition was refused.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      acquire(server \\ ExSandbox.Egress.Allocator)



        
          
        

    

  


  

      

          @spec acquire(GenServer.server()) ::
  {:ok, ExSandbox.Egress.Policy.source_key()} | {:error, refusal()}


      


Takes the next free /30, or refuses.
{:error, {:still_registered, key}} means the only remaining addresses are
ones whose policy has not been released — see the ordering note above.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      release(key, policy_gone?, server \\ ExSandbox.Egress.Allocator)



        
          
        

    

  


  

      

          @spec release(
  ExSandbox.Egress.Policy.source_key(),
  (ExSandbox.Egress.Policy.source_key() -> boolean()),
  GenServer.server()
) :: :ok


      


Returns key to the pool if policy_gone?.(key) says its policy is gone.
Idempotent, and safe for a /30 this allocator never issued (003-FR-013):
destroy is reached twice for the same sandbox and must not fault the second
time.

  


        

      


  

    
ExSandbox.Egress.Allowlist 
    



      
Turns a tenant project's configured destinations into the form
ExSandbox.Egress.Policy enforces (005 T060a2, 013-FR-014b).
Why this is a separate module from Policy
Policy answers "is this destination permitted?" against a list already known
to be well-formed. This module answers the earlier and more dangerous
question: what does an operator's configuration actually mean? Those fail
in opposite directions, and keeping them together would hide it.
A wrong answer in Policy refuses something it should permit — visible
immediately, because the permitted-destination check goes red. A wrong answer
here can invent permission that the operator never granted, and nothing
downstream can tell: Policy enforces whatever list it is handed, faithfully.
Malformed input is refused, never dropped
⚠️ The tempting implementation is Enum.filter/2 + Enum.map/2, and it is
the one that produces a silent breach. Filtering skips entries that do not
parse, so a project configured with
["api.example.com:443", "10.0.0.5"]
— where the second entry is missing its port — yields a shorter allowlist
that still looks correct and enforces the entries that did parse. The
operator sees egress working, and never learns that one rule was discarded.
The mirror case is worse: a config whose entries all fail to parse
filters down to [], which Policy treats as default-deny. That one at
least fails closed, but it presents as "the allowlist is being enforced"
rather than "your configuration was not understood".
So parse/1 returns {:error, {:invalid_entries, [...]}} naming every entry
it could not read, and provisioning refuses. A sandbox is not provisioned
with a partial interpretation of its network policy.
An empty allowlist is legitimate, and distinct from an unreadable one
parse([]) is {:ok, []} — a project permitted to reach nothing, which is a
coherent and useful configuration (FR-011a's default-deny with nothing
added). It must not be conflated with a configuration that failed to parse,
which is why the error case is a tuple rather than an empty list.
The host's aliases arrive as data (029 T009a, FR-015, D103)
FR-015 requires excluding every alias for the host, and on the pasta
mechanism the mapped gateway address is a second name for the host that is
not the string 127.0.0.1. But this module transfers whole to a future
container mechanism precisely because it names no mechanism, so no pasta
concept may live in it. Both hold only if the alias set is handed in:
parse/2 receives host_aliases and stays a pure policy function.
⚠️ Two shapes were considered and ruled out. A capability query — this
module asking a mechanism what the host's addresses are — is exactly the
re-coupling the transfer argument forbids. A configured constant drifts from
the address actually in use, and that drift is the defect: the value would
be right in the config file and wrong in the namespace, with every parse-time
test green.
So this module still knows nothing about pasta, Docker, or gateways. It knows
that its caller may hand it a list of things that are the host, and it refuses
entries naming any of them with :host_alias — a class of its own, so the
refusal says why rather than "invalid".
parse/1 is parse/2 with an empty alias list and behaves exactly as before.
Accepted forms
	form	meaning
	"host:443"	that host on that port only
	"host:*"	that host on every port
	{"host", 443}	already-parsed, passes through
	{"host", :any_port}	already-parsed, passes through

⚠️ There is deliberately no bare "host" form. It reads as "this host",
but it has to resolve to either one port or all of them, and the safe reading
(:any_port) is the permissive one. An operator who means every port must
write * and see themselves write it.
Refused address classes (029-FR-015)
An entry may be perfectly readable and still name somewhere a sandbox must
never be handed. The allowlist is the tenant's outward reach; an entry
naming the host the sandbox runs on, or the operator's own private network,
is a hole in the isolation boundary rather than a destination.
These are refused at parse time, before a sandbox exists:
	class	what it covers
	:loopback	127.0.0.0/8, IPv6 ::1, and the reserved name localhost
	:rfc1918_private	10/8, 172.16/12, 192.168/16
	:link_local	169.254.0.0/16, IPv6 fe80::/10
	:cloud_metadata	169.254.169.254 exactly
	:unique_local	IPv6 fc00::/7
	:unspecified	0.0.0.0/8 and IPv6 ::

⚠️ :cloud_metadata is a subset of :link_local and is named separately
anyway. Refusing it as "link-local" is correct and useless: an operator
who wrote 169.254.169.254:80 was reaching for the instance credentials
endpoint, and telling them the address is link-local does not tell them the
system knows what they were reaching for. FR-014 asks that a refusal be
actionable, and the class is the only part of the message that carries what
to do about it.
⚠️ The refusal names the class, and that is the point of the whole guard.
{:invalid_entries, ["127.0.0.1:80"]} is indistinguishable from a typo: an
operator reads "invalid", re-checks their spelling, finds it correct, and
files a bug against the parser. {:refused_entries, [{"127.0.0.1:80", :loopback}]} says the entry was understood and declined. Those are
different conversations, so they are different error terms.
Why the refusal is a separate error from the unreadable one
⚠️ Unreadable entries are reported first and alone, and this is forced
rather than chosen: classification needs a host, and an entry that did not
parse has no host to classify. "10.0.0.5" (missing its port) is visibly
RFC1918 to a human and is nonetheless reported as unreadable, because the
parser reaches :error before any address is in hand. An operator with both
kinds of problem fixes syntax first and sees the policy refusals on the next
attempt. That is two round trips, and it is the cost of not guessing at the
meaning of an entry that failed to parse.
What this guard is not
⚠️ This is the static address classes only. 127.0.0.1 is not the host's
only name — a mapped gateway address handed to the namespace is a second one,
and it is not a constant this module could know. Nothing here consults a
running mechanism, reads configuration, or resolves a hostname. An entry
naming a hostname that resolves to 10.0.0.5 parses clean here; catching
that is a connect-time question, not a parse-time one.

      


      
        Summary


  
    Types
  


    
      
        class()

      


        The class an entry was refused for (029-FR-015).



    


    
      
        entry()

      


        An entry as a project's settings may express it.



    


    
      
        error()

      


        Why parsing refused.



    


    
      
        host_alias()

      


        A thing that is the host, as a caller may express it.



    





  
    Functions
  


    
      
        classify(host, host_aliases \\ [])

      


        The class host would be refused for, or nil if it names nowhere excluded.



    


    
      
        describe(arg)

      


        Renders a parse/2 error as sentences naming every entry and its class.



    


    
      
        describe_class(atom)

      


        Why an entry of class was refused, as a clause a person can act on.



    


    
      
        parse(entries, host_aliases \\ [])

      


        Parses a project's configured destinations into Policy.destination() values.



    





      


      
        Types


        


  
    
      
    
    
      class()



        
          
        

    

  


  

      

          @type class() ::
  :loopback
  | :rfc1918_private
  | :link_local
  | :cloud_metadata
  | :unique_local
  | :unspecified
  | :host_alias


      


The class an entry was refused for (029-FR-015).
⚠️ Carried in the error so the refusal is actionable. See the moduledoc
table: a refusal that says only "invalid" cannot be told from a typo, and
FR-014 requires an operator be able to act on it without reading code.
:host_alias is the odd one out and deliberately so. Every other class is a
property of the address itself, knowable from the string. Whether an address
is the host depends on the mechanism the caller runs, so it arrives as
data (see parse/2) rather than being recognised here.

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: String.t() | ExSandbox.Egress.Policy.destination()


      


An entry as a project's settings may express it.

  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  {:invalid_entries, [term()]} | {:refused_entries, [{term(), class()}]}


      


Why parsing refused.
:invalid_entries names every entry that could not be read.
:refused_entries names every entry that read cleanly and named an address
class a sandbox may not be pointed at, each paired with the class it was
refused for.

  



  
    
      
    
    
      host_alias()



        
          
        

    

  


  

      

          @type host_alias() :: String.t() | :inet.ip_address()


      


A thing that is the host, as a caller may express it.
An address ("10.0.0.1", {10, 0, 0, 1}) or a name
("host.docker.internal"). Ports are not part of an alias: a destination is
the host, or it is not, and naming a port would permit every other one.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      classify(host, host_aliases \\ [])



        
          
        

    

  


  

      

          @spec classify(term(), [host_alias()]) :: class() | nil


      


The class host would be refused for, or nil if it names nowhere excluded.
⚠️ Public because 029-FR-015's exclusion applies to resolved answers as
well as to written entries, and the two must name the same class for the
same address. ExSandbox.Egress.Resolver runs every answer it is about to
record through this function, so a name whose zone points at 127.0.0.1
produces :loopback at connect time exactly as writing 127.0.0.1 produces
:loopback at parse time. A second classifier would drift, and the drift
would show up as one surface refusing what the other permits, with no test
able to see both.
host may be an address tuple or a string; host_aliases has the same
meaning as in parse/2.

  



  
    
      
    
    
      describe(arg)



        
          
        

    

  


  

      

          @spec describe(error()) :: String.t()


      


Renders a parse/2 error as sentences naming every entry and its class.
This is what 029-FR-014 asks for and what nothing produced: the answer to
"why was this refused?" in a form that can be put in front of a person
who is not going to read address_class/1.
⚠️ The class atom is printed literally, alongside its prose. Not
decoration: :cloud_metadata is the string an operator greps for, pastes
into a bug report, and matches against this module's own table. A sentence
alone would be readable and unsearchable.
⚠️ Every refused entry is listed, not the first. The refusal is already
the second round trip for an operator who also had unreadable entries (see
the moduledoc); making them fix refusals one per provision would be a third,
fourth and fifth.

  



  
    
      
    
    
      describe_class(atom)



        
          
        

    

  


  

      

          @spec describe_class(class()) :: String.t()


      


Why an entry of class was refused, as a clause a person can act on.
⚠️ This is the half of 029-FR-015 that had no reader, and the class
existed for it. parse/2 has named a class since 029 T008 and every
caller propagated the tuple opaquely, so what reached an operator was
"provisioning failed" — the exact sentence the class was added to replace.
A class nobody renders is the same defect as a check that cannot fail.
The sentence lives here, beside the classifier, rather than at whichever
surface happens to show it. Two surfaces writing their own would be two
vocabularies for one set of atoms, and the one nobody reads is the one that
stops matching address_class/1.
⚠️ The atom is not in the sentence — describe/1 puts it there. This is
the prose half only, so a caller rendering somewhere the atom would be noise
can leave it out.

  



    

  
    
      
    
    
      parse(entries, host_aliases \\ [])



        
          
        

    

  


  

      

          @spec parse([entry()] | nil, [host_alias()]) ::
  {:ok, [ExSandbox.Egress.Policy.destination()]} | {:error, error()}


      


Parses a project's configured destinations into Policy.destination() values.
Returns {:error, {:invalid_entries, entries}} if any entry is
unreadable — see the moduledoc for why this is not a filter.
Returns {:error, {:refused_entries, [{entry, class}]}} if every entry read
cleanly but one or more names a refused address class (029-FR-015).
host_aliases is the set of things that are the host on whatever
mechanism the caller runs, handed in as data. See the moduledoc for why it is
not queried for.

  


        

      


  

    
ExSandbox.Egress.Binding 
    



      
Ties one sandbox's resolved allowlist to the /30 its traffic arrives from,
and takes both back together (005 T060a2/T060a6, 005-FR-011a–FR-011e).
Why the pair is a module rather than two calls
Acquiring an address and registering a policy are two operations that must
succeed or fail as one. Split across a caller they are two lines that read
independently and can be reordered, half-applied, or partly rolled back — and
every one of those states is silent:
	address without policy: the sandbox is denied everything, which is
indistinguishable from correct operation under checks that test denial,
	policy without address: the entry is filed under a /30 no sandbox will
ever send from, so it enforces nothing and never expires,
	released address with a live policy: the next tenant to receive that
/30 inherits it (ExSandbox.Egress.Registry's reuse race).

acquire/2 rolls the address back if registration fails, so the pool never
holds an entry the caller does not know about.
Ordering on the way out
release/2 drops the policy first, then the address — and passes the
registry check to ExSandbox.Egress.Allocator.release/3 as a predicate
rather than relying on having done it. If a later refactor reorders these two
lines the allocator still refuses to recycle a /30 whose policy stands, and
the address stays out rather than being handed to the next tenant. That is
the difference between an invariant and a comment.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        What a launched sandbox needs to build its namespace, and what a destroyed
one needs to give back.



    





  
    Functions
  


    
      
        acquire(allowed, opts \\ [])

      


        Takes a /30 and files allowed under it.



    


    
      
        release(binding, opts \\ [])

      


        Gives back the policy and then the /30.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ExSandbox.Egress.Binding{
  gateway_address: String.t(),
  sandbox_address: String.t(),
  source_key: ExSandbox.Egress.Policy.source_key()
}


      


What a launched sandbox needs to build its namespace, and what a destroyed
one needs to give back.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      acquire(allowed, opts \\ [])



        
          
        

    

  


  

      

          @spec acquire(
  [ExSandbox.Egress.Policy.destination()],
  keyword()
) :: {:ok, t()} | {:error, ExSandbox.Egress.Allocator.refusal()}


      


Takes a /30 and files allowed under it.
Refuses with {:error, :pool_exhausted} rather than issuing an unpoliced
sandbox: a tenant who cannot be given a policy must not be given a sandbox
that reaches everything instead.

  



    

  
    
      
    
    
      release(binding, opts \\ [])



        
          
        

    

  


  

      

          @spec release(
  t(),
  keyword()
) :: :ok


      


Gives back the policy and then the /30.
Idempotent, and safe for a binding this host never issued (003-FR-013):
destroy runs for sandboxes that failed to provision, and runs twice for
sandboxes that did.

  


        

      


  

    
ExSandbox.Egress.ByteProbe 
    



      
The 029-FR-016 instrument: did any bytes cross?
Every probe in 029 Phase 1 onward is built on this. It exists because the
obvious instrument — "did :gen_tcp.connect/4 return :ok?" — reports a
boundary that is not there.
Why "did connect succeed?" is the wrong question
⚠️ ExSandbox.Egress.Acceptor is a transparent proxy. The redirect sends
every outbound connection to it, so the TCP handshake completes — against the
acceptor — for a permitted and a refused destination alike. On a refusal the
acceptor closes without answering, which is what FR-011a requires: a
denied destination must be indistinguishable from an unreachable one.
MEASURED (egress-research.md:365-368):
# a listener that accepts and immediately closes -- the refusal path
:gen_tcp.connect(~c"127.0.0.1", port, [], 2000)  #=> {:ok, #Port<0.4>}
A connect-shaped probe gets :ok both times and reports egress policed when
nothing is policed. This is the third weak-negative instrument this corpus has
been bitten by.
Why the probe speaks first
⚠️ Most services — 1.1.1.1:443 among them — wait for the client before
saying anything. A read-only probe cannot tell a reached-but-quiet destination
from a refused one inside its timeout, so leg/4 always sends before it
reads.
⚠️ Silence is not a refusal — the reason this module is not one function
A destination that drops packets and a destination with nobody listening are
indistinguishable. Both are silence. So :silent on its own is not
evidence of anything, and a probe that reports it as a refusal is a probe that
passes when the network is unplugged, when the timeout is too short, when the
responder never started, and when the runner has no route at all.
The previous phase hit this exactly: a UDP check passed, and the pass was
vacuous, because both legs it probed were under no obligation to answer.
So silence is only readable as a refusal once something else has
established, independently, that bytes could have crossed. That is the
reference leg, and attempt/2 will not return a refusal without one:
reference leg  →  subject leg  →  reference leg
⚠️ The reference leg runs on both sides of the subject, and both runs must
cross. Running it only beforehand leaves a window: the responder dies, the
route drops, the container is torn down, and the subject's silence is then
scored as a held boundary. Bracketing costs two loopback round-trips and
closes that window.
⚠️ The reference leg is not the subject destination. Its job is to answer
"if bytes could cross right now, would this instrument see them?" — it is
aimed at a responder that is obliged to answer. A reference leg pointed at
the same destination the subject is testing answers a different, useless
question.
⚠️ This instrument deliberately disagrees with Mechanism.Beam.probe_exprs/3
That probe scores a read timeout as reached, and its comment is right to:
its question is "was this refused?", asked with no reference leg, and with
no reference leg the safe reading of silence is "reached" — because scoring
silence as a refusal would be the false pass, reporting a held boundary while
a real breach against a quiet service goes unnoticed.
This module scores the same timeout as :silent, and then refuses to
interpret it until the reference leg has crossed twice. The two are not in
conflict; they are the same caution reached from opposite ends. probe_exprs/3
declines to read silence at all. attempt/2 earns the right to read it.
Answers and verdicts are different types, on purpose
answer/0 is what one leg observed. verdict/0 is what the set of legs
means. Collapsing them is how a single silent leg becomes a claimed boundary.
leg/4      :: ... -> answer()      # an observation, uninterpreted
verdict/2  :: answer, answer -> verdict()   # pure, and the only interpreter
attempt/2  :: fun, fun -> verdict()         # runs the legs, gated
verdict/2 is pure and takes no sockets, so the interpretation table is
testable without a network.

      


      
        Summary


  
    Types
  


    
      
        answer()

      


        What a single leg observed. Uninterpreted on purpose.



    


    
      
        responder()

      


        A responder standing by to answer the reference leg.



    


    
      
        transport()

      


        The transports 029 has to cover. FR-013: an allowlist a tenant can bypass by choosing a transport is not an allowlist.



    


    
      
        verdict()

      


        What the set of legs means.



    





  
    Functions
  


    
      
        attempt(reference, subject)

      


        The instrument. Runs reference → subject → reference and interprets.



    


    
      
        close_responder(map)

      


        Stops a responder.



    


    
      
        leg(transport, address, port, opts \\ [])

      


        Runs one leg and reports what it observed, without interpreting it.



    


    
      
        reference_leg(map, opts \\ [])

      


        A convenience leg aimed at a responder — the usual reference for attempt/2.



    


    
      
        responder(transport, opts \\ [])

      


        Starts a responder for the reference leg to aim at, on an ephemeral port.



    


    
      
        verdict(reference, subject)

      


        Interprets a subject leg in light of a reference leg. Pure.



    





      


      
        Types


        


  
    
      
    
    
      answer()



        
          
        

    

  


  

      

          @type answer() :: {:crossed, binary()} | :silent | {:no_socket, term()}


      


What a single leg observed. Uninterpreted on purpose.
	{:crossed, bytes} — bytes came back. The only positive evidence there is.
	:silent — nothing came back inside the timeout, or the peer closed without
answering. ⚠️ Means nothing on its own. See the moduledoc.
	{:no_socket, reason} — the socket could not be opened or the connect
failed outright (:econnrefused, :enetunreach, …). Also not, by itself,
a refusal: an unplugged cable produces it too.


  



  
    
      
    
    
      responder()



        
          
        

    

  


  

      

          @type responder() :: %{
  transport: transport(),
  address: :inet.ip_address(),
  port: :inet.port_number(),
  banner: binary(),
  pid: pid()
}


      


A responder standing by to answer the reference leg.

  



  
    
      
    
    
      transport()



        
          
        

    

  


  

      

          @type transport() :: :tcp | :udp


      


The transports 029 has to cover. FR-013: an allowlist a tenant can bypass by choosing a transport is not an allowlist.

  



  
    
      
    
    
      verdict()



        
          
        

    

  


  

      

          @type verdict() ::
  {:reached, binary()}
  | {:refused, answer()}
  | {:inconclusive, {:reference_leg, :before | :after, answer()}}


      


What the set of legs means.
	{:reached, bytes} — bytes crossed from the subject vantage point.
	{:refused, answer} — the subject observed no bytes while the reference
leg was crossing, carrying the subject's own answer as the evidence.
	{:inconclusive, reason} — the reference leg did not cross, so nothing the
subject observed can be attributed. ⚠️ This is a result, not an error.
A run that reports it has not failed; it has declined to lie.


  


        

      

      
        Functions


        


  
    
      
    
    
      attempt(reference, subject)



        
          
        

    

  


  

      

          @spec attempt((-> answer()), (-> answer())) :: verdict()


      


The instrument. Runs reference → subject → reference and interprets.
Both functions are zero-arity and return an answer/0 — typically
leg/4 partially applied. Keeping them opaque is what lets the subject leg
run somewhere this process cannot reach directly (inside a sandbox, over
:peer.call/4, through nsenter) while the reference leg runs here.
⚠️ Both reference runs must cross. If the one after the subject does not,
the verdict is {:inconclusive, {:reference_leg, :after, answer}} even though
the first one crossed — the machinery stopped working at some point during the
subject leg and there is no way to know which side of it.

  



  
    
      
    
    
      close_responder(map)



        
          
        

    

  


  

      

          @spec close_responder(responder()) :: :ok


      


Stops a responder.
⚠️ Kills the pid this module started, captured at responder/2. Never a
pattern-matched sweep over processes.

  



    

  
    
      
    
    
      leg(transport, address, port, opts \\ [])



        
          
        

    

  


  

      

          @spec leg(
  transport(),
  :inet.ip_address() | charlist() | String.t(),
  :inet.port_number(),
  keyword()
) :: answer()


      


Runs one leg and reports what it observed, without interpreting it.
⚠️ Returns an answer/0, never a verdict. A caller reading :silent as a
refusal without a reference leg has rebuilt the bug this module exists to
prevent — use attempt/2.
Options: :payload (default "ex-sandbox-byte-probe"),
:timeout (default 3000 ms).

  



    

  
    
      
    
    
      reference_leg(map, opts \\ [])



        
          
        

    

  


  

      

          @spec reference_leg(
  responder(),
  keyword()
) :: (-> answer())


      


A convenience leg aimed at a responder — the usual reference for attempt/2.

  



    

  
    
      
    
    
      responder(transport, opts \\ [])



        
          
        

    

  


  

      

          @spec responder(
  transport(),
  keyword()
) :: {:ok, responder()} | {:error, term()}


      


Starts a responder for the reference leg to aim at, on an ephemeral port.
⚠️ Ephemeral (port 0) and bound to loopback. 029's tasks marked [P] must
not bind a fixed port — the contended resources in this project are the build
and port 4002, not the files.
The responder reads whatever the probe says, replies with banner, and closes.
⚠️ It reads before it replies so it behaves like a real service, and so a
probe that speaks first does not race its reply against the close.
Options: :banner (default a unique binary), :address (default
{127, 0, 0, 1}).

  



  
    
      
    
    
      verdict(reference, subject)



        
          
        

    

  


  

      

          @spec verdict(answer(), answer()) :: verdict()


      


Interprets a subject leg in light of a reference leg. Pure.
⚠️ The {:crossed, _} reference clause comes first and there is no clause
that reads a subject answer without one. That is the gate, expressed as
pattern matching rather than as discipline: there is no code path from
:silent to {:refused, _} that does not pass a crossing reference leg.

  


        

      


  

    
ExSandbox.Egress.Decision 
    



      
The single implementation of "may this sandbox reach this destination"
(005 T060a1/T060a3, contracts/egress.md).
⚠️ This was ExSandbox.Egress.Pool, and there is no pool here any more (2026-08-29)
The old name is worth knowing because it is what the git history, the older
commit messages, and the historical notes in ExSandbox.Egress.Acceptor and
ExSandbox.Egress.Relay all say. It is not a synonym: everything those notes
attribute to Egress.Pool -- the host listener, the accept loop, the relay
call, the supervised child -- is gone, and what carried the name forward is
the one function that never had anything to do with a pool.
There was one. This module supervised a listener on 127.0.0.1 in the host
namespace, one for every sandbox, and 013-FR-014c's blast-radius argument is
what justified sharing it — a process per sandbox is the heaviest way to get
blast radius, and this pool held no platform credential.
That design cannot work, and the reason is not a bug that was fixed. An nft
redirect is DNAT to the local machine as the redirecting namespace sees
it, so it can only ever reach a socket in that namespace. Measured: with this
pool listening on the host and the redirect installed in the sandbox's
namespace, the tenant's connect returned OK and the pool never saw the
connection. ExSandbox.Egress.Acceptor is where the traffic lands, one per
namespace, since setns(2) made a namespace-local socket possible from this
BEAM.
The listener stayed here for ten days after it stopped being reachable, and the
moduledoc it carried said so — including the condition for removing it: "If
this comment outlives the tests that justify it, the listener should go." It
did, in the worst way available. pool_relay_wiring_test.exs and
pool_transport_test.exs were the tests that justified it, and by the end they
were driving this copy of the accept-decide-relay path while the acceptor's
copy — the one every tenant connection actually reaches — had two tests.
Correct tests over dead code, which is the same defect species as the
unsupervised pool (3a4f5eb) and the unreferenced Binding (8af4e76) with
the polarity reversed. Both files now stand over the acceptor.
Deleted with the listener: init/1's :gen_tcp.listen, handle_continue/2,
accept_loop/3, port/1, handle_connection/3, relay/2,
source_address/1, and the entry in ExSandbox.Application's supervision
tree. This module is no longer a process.
What is left, and why it is shared
decide/3. Every acceptor calls it, so there is exactly one implementation of
the allowlist question and moving the listener into the namespaces did not fork
it. It used to be reached over an AF_UNIX socket via ExSandbox.Egress.Verdict,
because the acceptor was a separate OS process; both are gone and the call is
ordinary.
How a connection is attributed
⚠️ Not by peername any more, and the change is load-bearing. The host
pool masked the peer address to a /30 because every sandbox reached the same
socket and they had to be told apart. An acceptor serves one namespace:
nothing else can reach it, so the sandbox's identity is the acceptor's own
existence. ExSandbox.Egress.Acceptor.verdict/3 supplies the key it was
started with and reconstructs the address this function masks.
ExSandbox.Egress.Policy is where the masking and the matching live, and why
a source key cannot be forged.
Refusal is a closed socket, not an error message
A refused connection is closed. It is not answered with a protocol-level
rejection, because the sandbox is not aware it is being proxied and has no
frame in which to receive one. From inside, a denied destination behaves like
an unreachable one — which is what FR-011a describes. The socket handling is
ExSandbox.Egress.Acceptor.handle_connection/2's; this module returns a
verdict and touches no socket.

      


      
        Summary


  
    Types
  


    
      
        decision()

      


        What was decided about one connection attempt.



    





  
    Functions
  


    
      
        decide(source, destination, registry \\ Registry)

      


        Decides whether a connection from source to destination may proceed.



    





      


      
        Types


        


  
    
      
    
    
      decision()



        
          
        

    

  


  

      

          @type decision() ::
  :permitted | {:refused, :not_permitted} | {:refused, :unknown_source}


      


What was decided about one connection attempt.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      decide(source, destination, registry \\ Registry)



        
          
        

    

  


  

      

          @spec decide(
  :inet.ip4_address(),
  {String.t(), :inet.port_number()},
  GenServer.server()
) :: decision()


      


Decides whether a connection from source to destination may proceed.
Split out from the socket handling so the decision is testable without a
network: 003's conformance suite establishes the boundary by attempting
connections, but a unit test of the decision itself should not need a
listener to state what the rule is.

  


        

      


  

    
ExSandbox.Egress.HostAliases 
    



      
Every address that is this host, as this host currently reports itself
(029 T014's supply half, 029-FR-015, D103).
Why this exists as a separate module
ExSandbox.Egress.Allowlist.parse/2 takes the alias set as data and must
keep doing so: it is the module that transfers whole to a second mechanism
precisely because it names no mechanism, and a capability query from inside it
would be the re-coupling that argument forbids. So somebody has to produce
the list, and that somebody is here — on the platform side of the seam, where
knowing about interfaces and routing tables is allowed.
⚠️ Discovered, never configured, and the difference is the whole point.
A configured constant would be right in the config file and wrong in the
namespace, and the drift is the defect: every parse-time test stays green
while the address actually in use is one no entry is refused for. The list is
read from the running kernel at the moment it is needed.
What counts as the host
	source	why
	every address on every interface (:inet.getifaddrs/0)	these are literally this machine, under every name it answers to
	the default gateway	see below

⚠️ The default gateway is included even though --no-map-gw is passed,
and that is belt-and-braces rather than confusion. pasta's default is to map
the namespace's gateway address onto the host, which makes it a second name
for the host that is not 127.0.0.1 — the case D103 was written about. The
flag turns that default off, so today the gateway is the real upstream router
instead. Refusing it anyway costs an operator nothing they should have wanted
(a sandbox has no business dialling the host's own next hop), and it means the
exclusion does not quietly evaporate if the flag is ever dropped — which is
exactly the kind of silent re-widening netns.ex documents --no-map-gw
against.
⚠️ :host_alias wins over :rfc1918_private when both match, which is
the ordering Allowlist.host_class/2 already fixes. Nearly every address here
is also private, so without that ordering this whole list would be invisible
in the error an operator reads.
What this cannot see
Read at the moment of the call, so an address added afterwards is not in a
list already produced. That is a real gap and is stated rather than papered
over: the alternative — re-reading per comparison — would put a syscall
inside a pure policy function, which is the coupling the seam exists to
prevent. Provisioning is where the list is taken, and provisioning is also
where the refusal must land, so the two are the same moment.
⚠️ It also cannot see a name for the host (host.docker.internal and
friends). Allowlist.parse/2 accepts names in the alias set and nothing here
produces one, so an operator who writes a host name is not refused as
:host_alias today. Unfixed here on purpose: guessing at names would produce
a list that is wrong in a different direction, and the answer-side filter in
ExSandbox.Egress.Resolver catches the name once it resolves.

      


      
        Summary


  
    Types
  


    
      
        host_alias()

      


        An address that is this host.



    





  
    Functions
  


    
      
        detect()

      


        Every address that is this host, right now.



    


    
      
        parse_default_via(output)

      


        The gateway addresses in ip route show default output.



    





      


      
        Types


        


  
    
      
    
    
      host_alias()



        
          
        

    

  


  

      

          @type host_alias() :: :inet.ip_address()


      


An address that is this host.

  


        

      

      
        Functions


        


  
    
      
    
    
      detect()



        
          
        

    

  


  

      

          @spec detect() :: [host_alias()]


      


Every address that is this host, right now.
Returns [] on a host whose interfaces cannot be read — which is a loss of
a guard, so it is logged rather than passing silently. It is not fatal: the
static classes (:loopback, :rfc1918_private, …) still refuse most of what
this list would have caught, so an empty answer narrows the guard rather than
removing it.

  



  
    
      
    
    
      parse_default_via(output)



        
          
        

    

  


  

      

          @spec parse_default_via(String.t()) :: [host_alias()]


      


The gateway addresses in ip route show default output.
Public so the parsing is testable on a host that has no ip(8) and no default
route — which is every machine this is written on. A parser exercised only
where the command runs is one whose failure mode is a silently empty guard.

  


        

      


  

    
ExSandbox.Egress.LaunchPlan 
    



      
The ordered steps that put a tenant process inside a policed namespace
(005 T060a3, contracts/egress.md §Lifecycle).
The order, and why it inverted
The first version of this module created a named namespace, configured it,
and had the tenant join it — all before the tenant started. That order is
not reachable: pasta cannot join a namespace made by ip netns add
(measured, egress-path-measurements.md defect 3), and a tenant inside
pasta's namespace has no CAP_NET_ADMIN to configure it from within
(defect 4). The reachable order is:
	launch — pasta creates the namespace, configures it, and starts the
tenant inside it,
	find the holder — the tenant's pid, not pasta's (see
ExSandbox.Egress.Pasta),
	police — the host installs the redirect into that namespace.

⚠️ The tenant is running, unpoliced, between steps 1 and 3. That window
is real and cannot be closed by reordering, because the namespace does not
exist until the tenant is in it. It is closed instead by what pasta gives
the namespace: the tenant's only route out is pasta itself, and until the
redirect lands, Egress.Acceptor is not listening, so a connection in that
window reaches nothing. The window fails closed, and
ExSandbox.Egress.Verification exists to confirm that rather than assume it.
Why this is a plan rather than a launch
It composes commands and does not run them. The value of stopping here is
that the ordering — the part that cannot be checked by inspecting any
single command — becomes testable on a host where none of these commands can
execute, which is every developer machine that is not Linux.
Why a missing --unshare-net is refused
This module replaces an existing confinement. Handed a command that never
confined the network, it has no way to tell "already converted" from "never
confined", and the second is a command that would launch a tenant with the
host's own network. Refusing is the only answer that cannot be wrong.
⚠️ --unshare-net is removed, not supplemented. Keeping it would put the
tenant in a fresh empty namespace while pasta configured a different
one — isolation restored silently, policy discarded, and every denial check
still green, because an empty namespace denies everything too.

      


      
        Summary


  
    Types
  


    
      
        refusal()

      


        Why a plan could not be built.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        build(source_key, pool_port, tenant_command, opts \\ [])

      


        Builds the plan for one sandbox, or refuses.



    


    
      
        default_pidfile(arg)

      


        Where pasta records its host-side pid for this sandbox.



    


    
      
        redirect_steps(launch_plan, holder_pid)

      


        The redirect steps for a plan, once the namespace holder is known.



    





      


      
        Types


        


  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() :: :no_network_confinement | :no_pool_port | :no_privilege_drop


      


Why a plan could not be built.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSandbox.Egress.LaunchPlan{
  pasta_command: [String.t()],
  pidfile: String.t(),
  pool_port: :inet.port_number(),
  resolver: ExSandbox.Egress.Netns.resolver(),
  source_key: ExSandbox.Egress.Policy.source_key(),
  tenant_command: [String.t()]
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(source_key, pool_port, tenant_command, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  ExSandbox.Egress.Policy.source_key(),
  :inet.port_number(),
  [String.t()],
  keyword()
) ::
  {:ok, t()} | {:error, refusal()}


      


Builds the plan for one sandbox, or refuses.
tenant_command is the fully composed confinement command — the output of
ExSandbox.Hardening.Linux.build_command/2 — which this rewrites to run
under pasta instead of unsharing an empty namespace.
Options
	:pidfile — where pasta records its host-side pid.
	:resolver — {address, port} a sandbox may send UDP to, or nil for
none. Defaults to ExSandbox.Egress.Resolver.resolver_address/0.
⚠️ nil drops all UDP, which includes DNS. That is default-deny and
not a degradation, but it is not a resolver either: pass nil only when
the sandbox is meant to have no name resolution at all.
⚠️ An address that cannot be read raises — see the note at the call
site.


  



  
    
      
    
    
      default_pidfile(arg)



        
          
        

    

  


  

      

          @spec default_pidfile(ExSandbox.Egress.Policy.source_key()) :: String.t()


      


Where pasta records its host-side pid for this sandbox.
⚠️ The file contains pasta's pid, not the tenant's. See
ExSandbox.Egress.Pasta for why the difference is a silent catastrophe
rather than a detail.

  



  
    
      
    
    
      redirect_steps(launch_plan, holder_pid)



        
          
        

    

  


  

      

          @spec redirect_steps(t(), pos_integer()) :: [[String.t()]]


      


The redirect steps for a plan, once the namespace holder is known.
⚠️ Deliberately not a field on the struct. The holder pid does not exist
when the plan is built — the namespace it names is created by running the
plan. A field would have to be nil at build time and filled in later, and
the failure mode of that shape is a plan whose steps were composed against
nil and quietly target the wrong namespace.
Requiring the pid as an argument means there is no way to ask for these
commands without having one.

  


        

      


  

    
ExSandbox.Egress.Netns 
    



      
The commands that turn a sandbox's network namespace into its only path out
(005 T060a3, contracts/egress.md).
The shape, and why it is inverted from the obvious one
The obvious design — create a named namespace, configure it, attach pasta,
then have the tenant join it — is not reachable. Measured, in
egress-path-measurements.md: pasta cannot join a namespace made by
ip netns add here, failing with Failed to join network namespace: Permission denied. It works only when it spawns the namespace itself.
So the order inverts:
	pasta --config-net --runas 0 -P <pidfile> -- <tenant> creates the
namespace, configures its interface and default route, and starts the
tenant inside it,
	the host then installs the redirect into that namespace with
nsenter -t <holder-pid> -n nft ….

⚠️ Step 2 cannot be done from inside. pasta's namespace is unprivileged, so
the tenant has no CAP_NET_ADMIN and nft there fails with Operation not permitted. That is desirable — a tenant able to edit the ruleset would
defeat FR-011b by reconfiguration rather than by connection — but it means
the policy is installed from outside, by us, after the tenant is running.
What pasta configures, and what this module therefore does not
pasta --config-net brings up the interface, assigns the address, and
installs the default route. An earlier version of this module emitted
ip addr add, ip link set, and ip route add steps of its own; all three
failed with Cannot find device "sb0", because nothing had created the
device and pasta had not yet run. They were not merely redundant — they ran
before the thing that makes them possible.
⚠️ The default route is still load-bearing, it is simply not ours to
install. Without it the kernel rejects an outbound connect with
enetunreach before the nat hook runs, and the sandbox is merely
isolated — the state --unshare-net already gave, which passes every
denial check while enforcing no policy at all. pasta provides it; this
module's job is to not get in the way, and verify_route/1 exists so its
absence is caught rather than assumed.
Why the redirect is output rather than prerouting
The traffic originates inside this namespace, so it traverses the output
hook. prerouting sees only packets arriving from elsewhere, and there is no
elsewhere. A prerouting rule would install cleanly, list correctly, and
match nothing.
Why the UDP drop is a filter chain and not another nat rule
The TCP redirect lives in nat/output because it translates a destination.
The UDP rule does not translate anything — it refuses — and a drop does
not belong in a nat chain merely because that is where the neighbouring rule
was. nat chains are consulted by conntrack for the first packet of a flow
only; a filtering verdict placed there is evaluated on a schedule that has
nothing to do with how often the traffic it is refusing occurs. So the drop
gets its own base chain of type filter, and the two hooks stay honest about
what each is for.
⚠️ The chain's policy is accept, and that is not a widening. A drop
policy on an output filter chain refuses everything, TCP included, and the
TCP path — which is policed by the redirect, not by this chain — would go with
it. Default-deny for UDP is expressed by the terminal meta l4proto udp drop
below, which nothing after it can reach past.
⚠️ Family inet, not ip. The redirect's table is ip (IPv4 only), which
is defensible for a translation whose target is an IPv4 acceptor. A refusal
scoped to IPv4 would leave the identical IPv6 datagram to walk out, which is
the shape FR-015 calls "a control that reads as the guarantee it is not".
inet covers both in one chain. It also fails closed if a kernel will not
build it: run_steps/1 halts on a non-zero nft exit and
police_or_terminate/3 terminates the tenant, so an unsupported table stops
the launch rather than passing it unpoliced.
Measured, on docker-isolation:latest (nftables v1.1.3), 2026-08-23
Every command below installs (rc=0), and nft folds the redundant
meta l4proto udp into the udp dport match when it lists the exemption
back:
table inet filter {
  chain output {
    type filter hook output priority filter; policy accept;
    ip daddr 10.0.0.53 udp dport 53 accept
    meta l4proto udp drop
  }
}
⚠️ And the rule was measured by attempting the operation, not by reading
the ruleset (FR-016). In a namespace with a real default route — without
one every result is ENETUNREACH before the hook runs, and isolated reads
exactly like policed:
BEFORE            udp 8.8.8.8:53      -> SENT        <- the hole
                  udp 10.0.0.1:53     -> SENT
no resolver       udp 8.8.8.8:53      -> EPERM
                  udp 10.0.0.1:53     -> EPERM
                  udp 127.0.0.1:53    -> EPERM
resolver 10.0.0.53:53
                  udp 10.0.0.53:53    -> SENT        <- the sole destination
                  udp 10.0.0.53:5353  -> EPERM
                  udp 8.8.8.8:53      -> EPERM
TCP control       tcp 10.0.0.1:80     -> timeout, NOT EPERM
⚠️ The TCP line is the one that makes the rest non-vacuous: a chain whose
policy were drop would refuse TCP too, and every UDP line above would look
identical. A timeout there is the correct non-policy outcome for a route with
nothing behind it.
⚠️ This was a hand-built namespace, not pasta's, and the commands were run
directly rather than through LaunchPlan. It establishes the grammar and
the kernel's behaviour; it does not establish that the policed launch path
installs them. That is 029 T014's checkpoint.
What this module deliberately does not do
It builds commands; it does not run them. The launch path composes them, and
the conformance suite establishes the boundary by attempting connections
rather than by inspecting rules. A test asserting that the right nft string
was produced proves the string, not the boundary.

      


      
        Summary


  
    Types
  


    
      
        resolver()

      


        The one UDP destination a sandbox may reach, or nil for none.



    





  
    Functions
  


    
      
        acceptor_mark()

      


        The SO_MARK value the acceptor sets on its own upstream connections.



    


    
      
        addresses(arg)

      


        The sandbox-side address of a /30, and the gateway address.



    


    
      
        pasta_command(pidfile, tenant_command, runas \\ "0")

      


        The pasta invocation that creates a namespace and starts the tenant in it.



    


    
      
        redirect_commands(holder_pid, pool_port, resolver \\ nil)

      


        The commands that install the redirect into a running tenant's namespace.



    


    
      
        runas_for_uid(uid)

      


        The --runas value for a uid, as pasta spells it.



    


    
      
        validate_resolver!(resolver)

      


        Returns resolver unchanged, or raises if it is not a usable one.



    





      


      
        Types


        


  
    
      
    
    
      resolver()



        
          
        

    

  


  

      

          @type resolver() :: {String.t() | :inet.ip_address(), :inet.port_number()} | nil


      


The one UDP destination a sandbox may reach, or nil for none.
⚠️ An address, never a hostname — an nft rule cannot resolve a name, and
the thing that would resolve it is the resolver this names.

  


        

      

      
        Functions


        


  
    
      
    
    
      acceptor_mark()



        
          
        

    

  


  

      

          @spec acceptor_mark() :: pos_integer()


      


The SO_MARK value the acceptor sets on its own upstream connections.
Exists so the redirect can skip them: without the exemption the acceptor's
connect to a permitted destination is caught by its own redirect and it talks
to itself, which surfaces as a permitted destination timing out.

  



  
    
      
    
    
      addresses(arg)



        
          
        

    

  


  

      

          @spec addresses(ExSandbox.Egress.Policy.source_key()) :: %{
  gateway: String.t(),
  sandbox: String.t()
}


      


The sandbox-side address of a /30, and the gateway address.
A /30 holds exactly four addresses: network, two hosts, broadcast. The
first host is the gateway, the second is the sandbox.
⚠️ Retained because Policy.source_key/1 masks the address the pool sees
back to the key its allowlist is filed under — the join between a namespace
and its policy. pasta assigns the namespace's address from the host
interface it copies, so this is the addressing scheme, not a claim about
what pasta will hand out.

  



    

  
    
      
    
    
      pasta_command(pidfile, tenant_command, runas \\ "0")



        
          
        

    

  


  

      

          @spec pasta_command(String.t(), [String.t()], String.t()) :: [String.t()]


      


The pasta invocation that creates a namespace and starts the tenant in it.
⚠️ --runas 0 is required and is not a hardening choice. Without it pasta
drops to nobody, then cannot re-enter the namespace it just made:
Started as root, will change to nobody.
Failed to join network namespace: Permission denied
⚠️ --config-net is what makes this work without a host capability. Its one
real prerequisite is the /dev/net/tun device, not a capability, which is
why probe_network_policy/0 checks for the device and compose.isolation.yml
declares it.
⚠️ There is deliberately no --interface flag. An earlier version passed
--interface sb0, believing it named the namespace-side device; -i selects
the host interface to copy addresses and routes from, and the
namespace-side name is -I/--ns-ifname. Measured:
pasta --config-net --interface sb0 … fails with Invalid interface name sb0: No such device. Neither is needed — pasta picks the host's default
route interface, which is the one with a route out.
The four flags that close the host off (029-FR-015, 029-FR-018)
pasta's defaults are built for convenience — it wants the namespace to
reach the host and the host to reach the namespace. Every one of the flags
below turns a default off, and none of them is a hardening extra.
	flag	what the default does
	--no-map-gw	maps the namespace's default gateway to the host, so the host is reachable at the gateway address
	-t none	-t auto forwards inbound TCP: a tenant binding 0.0.0.0:8080 binds 0.0.0.0:8080 on the host (FR-018)
	-T none	the same for TCP in the outbound-to-host direction
	-u none	-u auto forwards inbound UDP
	-U none	the same for UDP in the outbound-to-host direction

⚠️ --no-map-gw alone closes half the doors and reads as complete. The
namespace reaches host 127.0.0.1 by two independent paths, and that flag
closes one of them: the gateway-address mapping. The other is the port
forwarding that -t/-T/-u/-U default to auto. A build that passes
--no-map-gw and stops has a narrower hole rather than no hole, and it
presents identically to one that has none — curl to the gateway address
gets nothing, which is exactly what a correct configuration looks like.
⚠️ -t none deliberately disables the inbound forwarding Phase 3 wants.
That is not an oversight to be repaired when Phase 3 lands. Phase 3 replaces
it with an explicit -t <hostport>:<nsport>, which is a narrowing of
auto — one named port instead of every port the tenant chooses to bind —
and not a re-widening back to the default.
⚠️ This function builds a command. That the flags are passed is all a
command-string assertion can show; that they close the doors is a
different claim needing a live namespace, and it belongs to T012/T014's
probe set, not here.

  



    

  
    
      
    
    
      redirect_commands(holder_pid, pool_port, resolver \\ nil)



        
          
        

    

  


  

      

          @spec redirect_commands(pos_integer(), :inet.port_number(), resolver()) :: [
  [String.t()]
]


      


The commands that install the redirect into a running tenant's namespace.
holder_pid is the pid of the process inside the namespace.
⚠️ It is not pasta's own pid, and the difference is a silent catastrophe
rather than an error. pasta -P writes its host-side pid; the tenant
runs in a child. Measured:
pidfile pid = 10 -> ns net:[4026534462]   <- the HOST namespace
tenant  pid = 11 -> ns net:[4026534599]   <- the sandbox namespace
nsenter -t 10 -n nft … installs the sandbox's redirect into the host
namespace: it succeeds, warns about nothing, and leaves the tenant
unpoliced while the host acquires a stray NAT rule. ExSandbox.Egress.Pasta
finds the holder by comparing namespace inodes for exactly this reason.

  



  
    
      
    
    
      runas_for_uid(uid)



        
          
        

    

  


  

      

          @spec runas_for_uid(non_neg_integer()) :: String.t()


      


The --runas value for a uid, as pasta spells it.
⚠️ --runas 0 is correct only when pasta runs as root. Under the split
ordering (LaunchPlan.build/4) it runs after setpriv has already dropped to
the sandbox uid, and there --runas 0 fails outright:
Can't set GID to 0: Operation not permitted
and --runas 0:0 hangs rather than erroring, which is worse -- a launch
that never returns rather than one that fails. A matching non-zero
uid:gid pair is the only value measured to work after the drop, and it
produces uid_map = 0 <uid> 1 (see egress-path-measurements.md).

  



  
    
      
    
    
      validate_resolver!(resolver)



        
          
        

    

  


  

      

          @spec validate_resolver!(resolver()) :: resolver()


      


Returns resolver unchanged, or raises if it is not a usable one.
⚠️ Exists so the refusal lands at plan-build time rather than at
rule-install time. resolver_exemption/2 also raises, but it runs after
pasta has started the tenant, so a bad address there terminates a running
sandbox instead of refusing a launch. Both raise; this one raises early, and
the two share parse_resolver_address/1 so they cannot disagree about what
is readable.
nil is valid and means no UDP destination at all — see udp_commands/2
on why that is default-deny rather than a degradation.

  


        

      


  

    
ExSandbox.Egress.NetnsSocket 
    



      
Sockets created inside a sandbox's network namespace and owned by this BEAM.
The constraint this removes
An nft redirect is DNAT to the local machine as the redirecting namespace
sees it, so it can only ever land on a socket in that namespace. The BEAM runs
in the host namespace and no option to :gen_tcp.listen/2 changes a socket's
namespace. That is the whole reason this project ran a separate helper process
entered via nsenter, and the reason Egress.Pool's own listener
was dead code: it bound the host namespace, and nothing redirected there.
setns(2) with CLONE_NEWNET affects only the calling thread. So the
descriptor can cross the boundary even though the process cannot: enter the
namespace on a dedicated thread, create the socket there, hand back the fd,
and adopt it with {:fd, Fd}. See c_src/netns_nif.c for why each job gets a
thread of its own and why running one on a scheduler would be a defect.
What this is not
It is not an enforcement point and it holds no policy. It returns descriptors.
ExSandbox.Egress.Decision.decide/3 remains the single implementation of "may
this sandbox reach this destination".
⚠️ Absence is refusal, not a fallback
The NIF is built only on Linux, and only when a C compiler was present. When
it is missing every function here returns {:error, :unsupported} and the
caller must refuse. There is deliberately no host-namespace fallback: a
listener that binds the host instead is precisely the silent no-op this module
exists to replace, and it would read as a working enforcement point while
enforcing nothing.

      


      
        Summary


  
    Types
  


    
      
        failure()

      


        Why a descriptor could not be produced. The atom names the syscall that
refused, so :setns (namespace gone, or no CAP_SYS_ADMIN) is distinguishable
from :setsockopt_mark (no CAP_NET_ADMIN); the integer is errno.



    


    
      
        netns()

      


        Path to a network namespace, e.g. /var/run/netns/sandbox-7.



    





  
    Functions
  


    
      
        available?()

      


        Whether namespace-local sockets are possible on this host.



    


    
      
        listen(netns, port)

      


        A listening socket bound to port on INADDR_ANY inside netns.



    


    
      
        socket(netns, mark)

      


        An unconnected socket inside netns, carrying SO_MARK set to mark.



    


    
      
        udp(netns, port)

      


        A bound UDP socket inside netns, for the DNS leg.



    





      


      
        Types


        


  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() :: {:error, atom(), integer()} | {:error, :unsupported}


      


Why a descriptor could not be produced. The atom names the syscall that
refused, so :setns (namespace gone, or no CAP_SYS_ADMIN) is distinguishable
from :setsockopt_mark (no CAP_NET_ADMIN); the integer is errno.

  



  
    
      
    
    
      netns()



        
          
        

    

  


  

      

          @type netns() :: String.t()


      


Path to a network namespace, e.g. /var/run/netns/sandbox-7.

  


        

      

      
        Functions


        


  
    
      
    
    
      available?()



        
          
        

    

  


  

      

          @spec available?() :: boolean()


      


Whether namespace-local sockets are possible on this host.
Recorded at load time rather than probed by calling, and read rather than
derived from :os.type/0: a Linux host whose build had no C compiler is
indistinguishable from macOS from here, and both must refuse.

  



  
    
      
    
    
      listen(netns, port)



        
          
        

    

  


  

      

          @spec listen(netns(), :inet.port_number()) :: {:ok, non_neg_integer()} | failure()


      


A listening socket bound to port on INADDR_ANY inside netns.
Bound to all addresses rather than loopback because the redirect rewrites the
destination to the namespace's own primary address; measured, a connection
arrived from 172.19.0.4, so a loopback listener is never reached.
Adopt the descriptor with :gen_tcp.listen(0, [..., {:fd, fd}]). The port
argument to :gen_tcp.listen/2 is ignored when {:fd, _} is given -- the
bind already happened here.

  



  
    
      
    
    
      socket(netns, mark)



        
          
        

    

  


  

      

          @spec socket(netns(), non_neg_integer()) :: {:ok, non_neg_integer()} | failure()


      


An unconnected socket inside netns, carrying SO_MARK set to mark.
⚠️ The mark is written, read back, and compared inside the NIF before the
descriptor is returned, because setting it from Elixir fails open: with
CAP_NET_ADMIN dropped, :inet.setopts/2 reports :ok while the kernel
refused and the option reads back as zero. The symptom of a lost mark is a
permitted destination timing out, which every denial-focused check scores as
green. There is no return path from the NIF that yields an unmarked socket.
Adopt with :gen_tcp.connect(address, port, [..., {:fd, fd}], timeout), which
connects through the given descriptor and therefore out of netns.

  



  
    
      
    
    
      udp(netns, port)



        
          
        

    

  


  

      

          @spec udp(netns(), :inet.port_number()) :: {:ok, non_neg_integer()} | failure()


      


A bound UDP socket inside netns, for the DNS leg.
Bound to INADDR_ANY on port for the same measured reason listen/2 is:
the redirect DNATs the tenant's port 53 traffic to the resolver's
address:port, which is not loopback. Adopt with
:gen_udp.open(0, [..., {:fd, fd}]).

  


        

      


  

    
ExSandbox.Egress.OriginalDst 
    



      
Recovers the destination a sandbox's connection was originally aimed at,
before the netns redirect sent it to the pool (005 T060a3,
contracts/egress.md).
Why this exists at all
Enforcement is transparent (Principle VI): the tenant application connects
straight to its destination and is never told it is sandboxed, so there is no
protocol frame in which it states where it wants to go — and deliberately so.
Anything the sandbox tells us is a claim it controls. The kernel records the
pre-redirection destination against the socket, and that record is the only
account of the destination the sandbox cannot influence.
Reading it, and the measurement that shaped this module
SO_ORIGINAL_DST (SOL_IP, option 80) is readable from plain :gen_tcp via
a :raw getopt — no NIF and no port driver. Measured on Linux 6.10 aarch64:
inet:getopts(S, [{raw,0,80,16}])
%=> {ok,[{raw,0,80,<<2,0,148,227,127,0,0,1,0,0,0,0,0,0,0,0>>}]}
⚠️ {:ok, []} does not mean "no destination" — it means the option was not
readable, and it is returned for an option that cannot exist. Measured on
the same OTP, a deliberately nonsensical {:raw, 999, 999, 16} also returns
{:ok, []}, and on macOS SO_ORIGINAL_DST silently vanishes from the result
list while a control option in the same call returns its bytes:
inet:getopts(S, [{raw,6,1,4}, {raw,0,80,16}])   # macOS
%=> {:ok, [{:raw, 6, 1, <<0,0,0,0>>}]}          # ORIGINAL_DST just gone
So absence, invalidity, and "read successfully but empty" are one value. That
is why this module returns {:error, reason} for every non-decodable shape
and never a partially-trusted result: there is no bit pattern here that
earns the benefit of the doubt. Had this been written as
{:ok, [{:raw, _, _, dst}]} -> parse(dst) with a catch-all, it would compile,
read correctly, and — on any host where the option is unavailable — take the
catch-all for every connection while looking like working enforcement.
What is decoded, and what is refused
A sockaddr_in is 16 bytes: family (2), port (2, network order), address (4),
padding (8). This decodes only AF_INET (family 2). Anything else is an
error rather than a best effort:
	a truncated buffer cannot be a destination
	AF_INET6 (family 10) in a 16-byte sockaddr_in buffer is a
contradiction, not an address to salvage
	port 0 is not connectable, so a decode yielding it is a malformed read
rather than a destination

⚠️ Each refusal matters because the caller's next move is an allowlist check.
A decoder that guessed would hand Policy.permits?/2 a destination the
sandbox never asked for, and the verdict — permit or refuse — would be about
the wrong address either way.

      


      
        Summary


  
    Types
  


    
      
        destination()

      


        A decoded IPv4 destination.



    


    
      
        error()

      


        Why a buffer could not be decoded into a destination.



    





  
    Functions
  


    
      
        decode(buffer)

      


        Decodes a sockaddr_in buffer into {address, port}.



    


    
      
        getopt_request()

      


        The :inet.getopts/2 request that reads SO_ORIGINAL_DST.



    


    
      
        read(socket)

      


        Reads the pre-redirection destination from an accepted socket.



    





      


      
        Types


        


  
    
      
    
    
      destination()



        
          
        

    

  


  

      

          @type destination() :: {:inet.ip4_address(), :inet.port_number()}


      


A decoded IPv4 destination.

  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  :unavailable
  | {:truncated, non_neg_integer()}
  | {:unsupported_family, non_neg_integer()}
  | :unconnectable_port


      


Why a buffer could not be decoded into a destination.

  


        

      

      
        Functions


        


  
    
      
    
    
      decode(buffer)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, destination()} | {:error, error()}


      


Decodes a sockaddr_in buffer into {address, port}.
Split from read/1 so every rejected shape is testable without a socket, and
without needing a host where the redirect exists.

  



  
    
      
    
    
      getopt_request()



        
          
        

    

  


  

      

          @spec getopt_request() :: [
  {:raw, non_neg_integer(), non_neg_integer(), non_neg_integer()}
]


      


The :inet.getopts/2 request that reads SO_ORIGINAL_DST.
Exposed so tests can issue the same request the pool does, rather than
restating the three magic numbers and drifting from it.

  



  
    
      
    
    
      read(socket)



        
          
        

    

  


  

      

          @spec read(:gen_tcp.socket()) :: {:ok, destination()} | {:error, error()}


      


Reads the pre-redirection destination from an accepted socket.
Returns {:error, :unavailable} on any host or socket where the option does
not come back — which, per the module note, is the same value the OS gives for
an option that does not exist. The caller must treat that as "no destination
established", never as "no restriction".

  


        

      


  

    
ExSandbox.Egress.Pasta 
    



      
Finds the process that actually holds a sandbox's network namespace
(005 T060a3, contracts/egress.md).
Why this is a module and not two lines at the call site
pasta -P <pidfile> records pasta's own host-side pid. The tenant runs
in a child. Measured in the isolation container:
pidfile pid = 10 -> ns net:[4026534462]   <- the HOST namespace
tenant  pid = 11 -> ns net:[4026534599]   <- the sandbox namespace
host  ns    =       net:[4026534462]
Using the pidfile pid to install the redirect is not an error that surfaces.
nsenter -t 10 -n nft add rule … succeeds: it installs the sandbox's NAT
rule into the host's own namespace. The tenant is left entirely unpoliced,
the host acquires a stray rule that redirects its outbound TCP, and nothing
in the launch reports a problem. Every denial check still passes, because the
tenant reaches nothing it is checked against for unrelated reasons.
That is the single most dangerous mistake available on this path, and it is
one identifier long. It gets a module, a name, and this comment.
How the holder is identified
By comparing namespace inodes — /proc/<pid>/ns/net — against our own.
Not by process name, not by tree position, not by assuming the first child.
The inode is the only check a merely-configured-looking namespace cannot
fool: two processes are in the same network namespace exactly when the
symlinks match. A name-based or position-based check answers a question about
process bookkeeping when the question is about kernel identity.
⚠️ A holder whose namespace equals ours is not a holder. find/2 refuses
rather than returning it, because that value's only use is to be handed to
nsenter, and handing it the host namespace is precisely the catastrophe
above. There is no caller for whom "the host namespace" is a useful answer.
Why finding it is a poll rather than a read
pasta forks the tenant after it finishes configuring the namespace. A
single check immediately after launch finds no child at all and reports what
reads as an architectural refusal — "nothing entered a different namespace" —
when the truth is only that nothing has yet. Measured: at t+2s the child did
not exist; it appeared shortly after.

      


      
        Summary


  
    Types
  


    
      
        refusal()

      


        Why the namespace holder could not be identified.



    





  
    Functions
  


    
      
        find(pasta_pid, opts \\ [])

      


        The pid of the process inside pasta's namespace, or a refusal.



    


    
      
        holder(pasta_pid, host_ns, proc \\ "/proc", opts \\ [])

      


        One pass over pasta_pid's children, without waiting.



    





      


      
        Types


        


  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() :: :no_holder | :unreadable_self


      


Why the namespace holder could not be identified.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      find(pasta_pid, opts \\ [])



        
          
        

    

  


  

      

          @spec find(
  pos_integer(),
  keyword()
) :: {:ok, pos_integer()} | {:error, refusal()}


      


The pid of the process inside pasta's namespace, or a refusal.
pasta_pid is what the pidfile contained — the host-side process whose
children are searched.

  



    

    

  
    
      
    
    
      holder(pasta_pid, host_ns, proc \\ "/proc", opts \\ [])



        
          
        

    

  


  

      

          @spec holder(pos_integer(), String.t(), String.t(), keyword()) ::
  {:ok, pos_integer()} | :none


      


One pass over pasta_pid's children, without waiting.
Public so the identification rule is testable against a synthetic /proc
on any host — this cannot run outside Linux, and left private the rule that
matters most would be verifiable only where the whole launch works.

  


        

      


  

    
ExSandbox.Egress.Policy 
    



      
Which destinations one sandbox may reach, and how that sandbox is identified
(005 T060a1/T060a2, contracts/egress.md, 005-FR-011a–FR-011e).
Identity is the source address, and it is unforgeable
A sandbox's policy is keyed by the source /30 its packets arrive from.
That address is the kernel's account of which network namespace a connection
originated in — :inet.peername/1 on the accepted socket, not anything the
connecting party said.
This matters more than it looks. Tenant code cannot claim another sandbox's
allowlist, because it never asserts an identity at all: there is no token to
steal, no header to spoof, and no name to collide with. The strongest form of
an authorization check is one where the subject cannot participate in
answering it.
⚠️ That property depends on no sandbox having a route to any other
(005-FR-011c, 003-FR-002). If two sandboxes shared a link, one could
originate a connection from within the other's /30 and inherit its policy.
This is why ExSandbox.SharedRouteMechanism exists as an adversary: it is
conformant in every outward-facing respect and fails only that, so a check
that trusts topology instead of attempting a crossing shows up as a false
pass.
Default deny
permits?/2 answers false for a /30 with no entry. A missing policy is not
an absent restriction — it is the most restrictive one. FR-011a requires an
allowlist over default-deny, and the ordering is the whole guarantee: a
lookup miss must never be the path by which something becomes reachable.

      


      
        Summary


  
    Types
  


    
      
        destination()

      


        A permitted destination. :any_port admits a host on every port; a specific
port admits only that one.



    


    
      
        ip()

      


        An IPv4 address as :inet reports it.



    


    
      
        resolutions()

      


        What one sandbox resolved, per name (029-FR-012).



    


    
      
        source_key()

      


        The /30 a sandbox's connections originate from, as {a, b, c, d}.



    





  
    Functions
  


    
      
        normalise_name(name)

      


        The canonical form of a DNS name for comparison: lower-cased, with any
trailing root dot removed.



    


    
      
        permits?(allowed, destination, resolutions \\ %{})

      


        True only when destination is explicitly permitted for source.



    


    
      
        source_key(arg)

      


        Reduces a source address to the /30 it belongs to.



    





      


      
        Types


        


  
    
      
    
    
      destination()



        
          
        

    

  


  

      

          @type destination() :: {ip() | String.t(), :inet.port_number() | :any_port}


      


A permitted destination. :any_port admits a host on every port; a specific
port admits only that one.

  



  
    
      
    
    
      ip()



        
          
        

    

  


  

      

          @type ip() :: :inet.ip4_address()


      


An IPv4 address as :inet reports it.

  



  
    
      
    
    
      resolutions()



        
          
        

    

  


  

      

          @type resolutions() :: %{optional(String.t()) => MapSet.t(:inet.ip_address())}


      


What one sandbox resolved, per name (029-FR-012).
⚠️ Per sandbox, never global. A shared table would let one tenant's
resolution of a name decide another tenant's verdict for it.

  



  
    
      
    
    
      source_key()



        
          
        

    

  


  

      

          @type source_key() :: ip()


      


The /30 a sandbox's connections originate from, as {a, b, c, d}.

  


        

      

      
        Functions


        


  
    
      
    
    
      normalise_name(name)



        
          
        

    

  


  

      

          @spec normalise_name(String.t()) :: String.t()


      


The canonical form of a DNS name for comparison: lower-cased, with any
trailing root dot removed.
Public because the recording side and the matching side must agree
exactly, and two copies of this would be two things that must stay equal
forever. The symptom of them drifting is a permitted host that is silently
refused, which reads as an unreachable network.

  



    

  
    
      
    
    
      permits?(allowed, destination, resolutions \\ %{})



        
          
        

    

  


  

      

          @spec permits?(
  [destination()],
  {ip() | String.t(), :inet.port_number()},
  resolutions()
) :: boolean()


      


True only when destination is explicitly permitted for source.
Returns false for an unknown source — see the default-deny note above.
resolutions is what this sandbox resolved, as
ExSandbox.Egress.Registry.resolutions/2 returns it: %{name => MapSet of addresses}. It is what makes a hostname entry able to match at all
(029-FR-012); omitted, it defaults to %{} and no hostname entry matches
anything, which is the pre-029 behaviour and is default-deny.

  



  
    
      
    
    
      source_key(arg)



        
          
        

    

  


  

      

          @spec source_key(ip()) :: source_key()


      


Reduces a source address to the /30 it belongs to.
⚠️ Masking is what makes the key stable. A sandbox's connections come from a
host address inside its /30, and that address is not necessarily the network
address — so keying on the raw source would miss. Masking to the /30 answers
"which sandbox is this?" rather than "which address is this?".

  


        

      


  

    
ExSandbox.Egress.Registry 
    



      
Holds each running sandbox's egress policy, keyed by its source /30
(005 T060a1/T060a6, 005-FR-011a–FR-011e).
The one way this design can leak across tenants
Everything else here is protected by topology: no sandbox has a route to any
other, and identity is the kernel's view of the source address. Those hold
continuously. Address reuse does not — it is a lifecycle race, and it is
the single point where one tenant can inherit another's allowlist.
The sequence is:
	sandbox A holds 10.0.0.0/30 with A's allowlist,
	A is destroyed and its /30 returns to the pool,
	sandbox B is provisioned and assigned 10.0.0.0/30,
	B connects — and if A's entry is still registered, B gets A's
allowlist.

⚠️ Note what makes this dangerous rather than merely wrong: every outward
check still passes. B reaches destinations, denied destinations are refused,
the policy is not editable from inside. The allowlist being enforced is simply
the wrong tenant's. Nothing outward-facing distinguishes that from correct
operation, which is why it is enforced structurally below rather than by an
ordering convention in destroy.
The invariant
A /30 is not available for assignment until its policy entry is gone.
release/1 deletes the entry and only then returns the /30 to the pool;
assign/2 refuses a /30 that still carries one. Both are enforced here rather
than left to callers, because the correct ordering in a destroy callback is
exactly the kind of thing a later refactor reorders without knowing why it was
written that way.
Resolved answers live here too, and that is a lifecycle decision
029 T016 makes a hostname allowlist entry match by consulting what this
sandbox resolved that name to. Those answers are per-sandbox state with
exactly the same reuse hazard as the policy above: sandbox B assigned A's /30
while A's answers survive would inherit A's name bindings, which is the same
cross-tenant error one layer down and just as invisible from outside.
⚠️ So they are not a second store. Holding them here means assign/3's
refusal and release/2's delete cover both at once, and there is no second
ordering for a later refactor to get wrong. A separate Resolutions module
would have been tidier to read and would have re-opened the one leak this
module exists to close.
A record for an unregistered /30 is refused, not created. Creating one
would file answers under a sandbox that does not exist, where nothing ever
releases them.

      


      
        Summary


  
    Types
  


    
      
        refusal()

      


        Why an assignment was refused. Distinguishable by construction.



    





  
    Functions
  


    
      
        assign(source_key, allowed, server \\ ExSandbox.Egress.Registry)

      


        Assigns source_key to a sandbox with the given allowlist.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        lookup(source_key, server \\ ExSandbox.Egress.Registry)

      


        Returns the allowlist for source_key, or [] when none is registered.



    


    
      
        record_resolution(source_key, name, addresses, server \\ ExSandbox.Egress.Registry)

      


        Files the addresses this sandbox resolved name to (029-FR-012).



    


    
      
        registered?(source_key, server \\ ExSandbox.Egress.Registry)

      


        True when source_key currently carries a policy.



    


    
      
        release(source_key, server \\ ExSandbox.Egress.Registry)

      


        Removes the policy for source_key. Idempotent (003-FR-013).



    


    
      
        resolutions(source_key, server \\ ExSandbox.Egress.Registry)

      


        What this sandbox resolved, as %{name => MapSet.t(address)}.



    





      


      
        Types


        


  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  {:still_registered, ExSandbox.Egress.Policy.source_key()} | :pool_exhausted


      


Why an assignment was refused. Distinguishable by construction.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      assign(source_key, allowed, server \\ ExSandbox.Egress.Registry)



        
          
        

    

  


  

      

          @spec assign(
  ExSandbox.Egress.Policy.source_key(),
  [ExSandbox.Egress.Policy.destination()],
  GenServer.server()
) :: :ok | {:error, refusal()}


      


Assigns source_key to a sandbox with the given allowlist.
Refuses with {:error, {:still_registered, key}} when the /30 still carries a
previous tenant's policy — see the invariant above.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      lookup(source_key, server \\ ExSandbox.Egress.Registry)



        
          
        

    

  


  

      

          @spec lookup(ExSandbox.Egress.Policy.source_key(), GenServer.server()) :: [
  ExSandbox.Egress.Policy.destination()
]


      


Returns the allowlist for source_key, or [] when none is registered.
⚠️ [] rather than an error, and rather than nil. An unregistered source
must be denied, and Policy.permits?/2 denies [] — so the miss path and
the deny path are the same path. Returning an error would invite a caller to
handle it, and the tempting handling is to let the connection through while
logging.

  



    

  
    
      
    
    
      record_resolution(source_key, name, addresses, server \\ ExSandbox.Egress.Registry)



        
          
        

    

  


  

      

          @spec record_resolution(
  ExSandbox.Egress.Policy.source_key(),
  String.t(),
  [:inet.ip_address()],
  GenServer.server()
) :: :ok | {:error, :unknown_source}


      


Files the addresses this sandbox resolved name to (029-FR-012).
Refuses with {:error, :unknown_source} for a /30 carrying no policy — see
the moduledoc on why an entry is never created here.
⚠️ Answers accumulate rather than replace. A name legitimately resolves to
a different member of a rotation on each query, and a connection opened
against the first answer while the second is being recorded must not be
refused for it. The set is bounded by release/2, which is the sandbox's own
lifetime.

  



    

  
    
      
    
    
      registered?(source_key, server \\ ExSandbox.Egress.Registry)



        
          
        

    

  


  

      

          @spec registered?(ExSandbox.Egress.Policy.source_key(), GenServer.server()) ::
  boolean()


      


True when source_key currently carries a policy.

  



    

  
    
      
    
    
      release(source_key, server \\ ExSandbox.Egress.Registry)



        
          
        

    

  


  

      

          @spec release(ExSandbox.Egress.Policy.source_key(), GenServer.server()) :: :ok


      


Removes the policy for source_key. Idempotent (003-FR-013).

  



    

  
    
      
    
    
      resolutions(source_key, server \\ ExSandbox.Egress.Registry)



        
          
        

    

  


  

      

          @spec resolutions(ExSandbox.Egress.Policy.source_key(), GenServer.server()) :: %{
  optional(String.t()) => MapSet.t(:inet.ip_address())
}


      


What this sandbox resolved, as %{name => MapSet.t(address)}.
⚠️ %{} on a miss, for the same reason lookup/2 answers []: the miss path
and the deny path must be one path. An empty map permits no name, so a
sandbox that never resolved anything reaches no hostname entry.

  


        

      


  

    
ExSandbox.Egress.Relay 
    



      
Forwards a permitted connection to its destination (005 T060a9,
contracts/egress.md).
Why this is a module and not three lines in the accept loop
Egress.Pool's relay/2 — since removed, along with the rest of that module's
socket handling and the name itself — was a placeholder that logged and closed. That was
the honest shape while the netns did not exist: it denies something the policy
allows, which fails closed and is visible as the "permitted destination is
reachable" check not passing. It was never a false pass.
But it made two conformance checks unclosable, and separating the forwarding
from the socket accept loop is what makes the forwarding testable. Off-Linux
every connection to the acceptor dies at OriginalDst.read/1, so a test
driving the listener never reaches this code at all — the same vacuity
acceptor_transport_test.exs documents for the allowlist. splice/3 takes two
ordinary sockets, so its behaviour is reachable on any host.
⚠️ The bug direction that matters here
Every other component in this subsystem fails safe when it fails: a broken
decoder refuses, a missing policy denies, an unsupervised pool denies. The
relay is the one place where the natural bug goes the other way. Code that
forwards on an error path — a destination that could not be connected, a
socket in an unexpected state, a recv that returned something unhandled —
is a boundary that stops enforcing exactly when something is wrong with it.
So: this module never opens a socket it was not told to open, and never
continues past an error. decide/3 has already permitted this one
destination; the relay's only job is to carry bytes to it and to stop when
anything at all goes wrong. There is no retry, no fallback destination, and
no path where a failure results in more reachability than a success.
Both halves, and why the pair is torn down together
A half-duplex relay forwards the request and drops the response, which from
inside the sandbox reads as a slow destination rather than a broken proxy —
and passes every denial check. Both directions are carried, and either side
closing tears down both, because a socket left open to a destination that is
gone is a descriptor leak whose only symptom is the acceptor failing to accept
long after and nowhere near the cause.

      


      
        Summary


  
    Types
  


    
      
        destination()

      


        Where a permitted connection is headed.



    





  
    Functions
  


    
      
        splice(sandbox_socket, arg, opts \\ [])

      


        Connects to destination and carries bytes both ways until either side ends.



    


    
      
        upstream_mark()

      


        The SO_MARK value splice/3 asks NetnsSocket.socket/2 to set.



    





      


      
        Types


        


  
    
      
    
    
      destination()



        
          
        

    

  


  

      

          @type destination() :: {:inet.ip4_address(), :inet.port_number()}


      


Where a permitted connection is headed.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      splice(sandbox_socket, arg, opts \\ [])



        
          
        

    

  


  

      

          @spec splice(:gen_tcp.socket(), destination(), keyword()) :: :ok | {:error, term()}


      


Connects to destination and carries bytes both ways until either side ends.
Returns :ok once the pair is torn down, and {:error, reason} if the
destination could not be reached — in which case sandbox_socket is closed
before returning, so the sandbox sees a refusal rather than a hang.
⚠️ sandbox_socket is closed on every path out of this function. From
inside the sandbox a closed socket is what a denied or unreachable
destination looks like (FR-011a), and leaving it open on an error path
turns a refusal into an indefinite hang that the conformance probe scores as
a timeout rather than a refusal.

  



  
    
      
    
    
      upstream_mark()



        
          
        

    

  


  

      

          @spec upstream_mark() :: non_neg_integer()


      


The SO_MARK value splice/3 asks NetnsSocket.socket/2 to set.
Public only so acceptor_mark_wiring_test.exs can assert that the mark
used here is the one the redirect exempts. Asserting on a duplicate literal in
the test would pass while the socket carried something else, which is
precisely the defect being guarded against.
⚠️ upstream_connect/4 below calls this function, not acceptor_mark/0
directly, and the indirection is the whole point rather than a style. It was
briefly inlined, and the test kept passing while proving nothing: it compared
Netns.acceptor_mark() to Netns.acceptor_mark() and would have stayed green
with the relay setting any value at all, or none. A seam nothing reads is a
seam that has stopped seaming.

  


        

      


  

    
ExSandbox.Egress.Resolver 
    



      
The platform's DNS service for sandboxes (029 T015, 029-FR-013,
029-FR-012, 029-FR-015).
Why a sandbox needs one at all
FR-013's own text calls a working DNS story "a precondition for FR-012
rather than a separate nicety", and it is right in a stronger sense than it
reads. Two independent things both stop without it:
	T011's ruling made DNS the only permitted UDP destination. The
inet filter output chain ends in a terminal meta l4proto udp drop, so
until something names a resolver, a sandbox sends no UDP at all — DNS is
off, not permissive.
	FR-012 matches a hostname entry against what this sandbox resolved
that name to. Something has to have done the resolving, and it has to
be the platform, because the whole point is that the tenant does not get
to decide what its own allowlist means.

So this module is both halves: it answers the query, and the act of
answering is what files the name→address binding the verdict later consults.
Those are deliberately the same event. A design where resolution and
recording are two steps has a state in which a sandbox has an answer the
platform did not record — and a tenant that reaches that state connects to an
address no entry can match, which reads as a broken allowlist.
Mechanism-neutral, and what that costs
⚠️ Written mechanism-neutral from the first line (D27's transfer
column). Nothing here knows about pasta, network namespaces, nft, or
bwrap. It receives DNS query bytes and a source key, and returns DNS
response bytes. A second mechanism supplies the same two things by whatever
route it has and reuses this untouched.
What that costs is a transport, and the transport is the same one the verdict
socket already uses and for the same reason: a network namespace isolates the
network stack. The socket a sandbox sends its queries to is bound inside
that sandbox's own network namespace by ExSandbox.Egress.Acceptor, using
ExSandbox.Egress.NetnsSocket, so it is reachable from the tenant's namespace
and belongs to no other.
⚠️ The datagrams used to reach this module over a second AF_UNIX socket on a
host path, carrying a length-prefixed "<source-key> " <> query frame,
because the in-namespace listener was a separate OS process that could not
call answer/3. That listener is now a process on this node and calls
answer_via/4 directly, so the socket, its framing, its parser, and the
chmod that made it reachable by the listener's uid are all gone.
Every answer passes the same structural filter as every entry
⚠️ This is the hole FR-012 opens, closed in the same module that opens
it. Name matching means a tenant who controls a DNS record for a name in
their own allowlist can point it at 127.0.0.1 — and every parse-time test
stays green while they do it. spec.md calls this "the sharpest concrete
instance of this spec's own thesis".
So every address this module is about to record is first put through
ExSandbox.Egress.Allowlist.classify/2 — the same classifier the written
entries go through, not a second copy. A refused answer is dropped from the
record and from the response, so:
	the tenant never learns the address from us, and
	the address is not in the record, so a connect to it matches no entry and
is refused by Policy at connect time,

and the refusal names the same class (:loopback, :rfc1918_private, …) a
written entry would have been refused for.
⚠️ Dropping the answer rather than refusing the query is deliberate. A
SERVFAIL would tell the tenant which of its names the platform declines to
resolve, and more importantly it would make a rebinding attempt look like an
outage. An A record set with the excluded members removed is the honest
answer to "which of these may this sandbox be told about?".
Answers accumulate; they do not replace
A name that resolves into a rotation gives a different member on each query,
and a connection opened against the first answer while the second is being
recorded must not be refused for it. ExSandbox.Egress.Registry.record_resolution/4
unions.
The set is bounded by the sandbox's own lifetime, because it lives in the
registry entry that Binding.release/2 deletes.
What this module deliberately does not do
It does not decide anything. Policy decides; this records. And it does not
resolve on the verdict path — a resolution performed at connect time on the
platform's behalf would compare the tenant's connection against an answer the
tenant never received.

      


      
        Summary


  
    Types
  


    
      
        address()

      


        Where a sandbox finds the resolver, as Netns.resolver() spells it.



    





  
    Functions
  


    
      
        answer(query, source_key, opts \\ [])

      


        Answers one query for one sandbox: the whole service, minus the transport.



    


    
      
        answer_via(query, source_key, server \\ __MODULE__, timeout \\ 10000)

      


        Answers query for source_key using the running resolver's state.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        resolver_address()

      


        The address a sandbox reaches this resolver at, inside its own namespace.



    





      


      
        Types


        


  
    
      
    
    
      address()



        
          
        

    

  


  

      

          @type address() :: {:inet.ip_address(), :inet.port_number()}


      


Where a sandbox finds the resolver, as Netns.resolver() spells it.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      answer(query, source_key, opts \\ [])



        
          
        

    

  


  

      

          @spec answer(binary(), ExSandbox.Egress.Policy.source_key(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Answers one query for one sandbox: the whole service, minus the transport.
Takes the raw query bytes and the /30 the asking sandbox was provisioned
with; returns the raw response bytes, having filed every recordable answer
against that sandbox.
⚠️ Public and pure-ish on purpose. This is the part a second mechanism reuses
untouched, and it is the part worth testing without a socket, a namespace or
a container.

  



    

    

  
    
      
    
    
      answer_via(query, source_key, server \\ __MODULE__, timeout \\ 10000)



        
          
        

    

  


  

      

          @spec answer_via(
  binary(),
  ExSandbox.Egress.Policy.source_key(),
  GenServer.server(),
  timeout()
) ::
  {:ok, binary()} | {:error, term()}


      


Answers query for source_key using the running resolver's state.
⚠️ Not answer/3. That function takes its registry, host aliases and upstream
resolver as options and defaults all three, so calling it directly answers
with host_aliases: [] -- and the alias list is what stops a sandbox
resolving a name to one of the host's own addresses. The defaults are correct
for a unit test and silently wrong for a tenant.
The aliases are detected once at init/1 (see the note there on why), so the
server is the only thing that holds them. This exists so a caller in this node
can reach that state without reconstructing it.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      resolver_address()



        
          
        

    

  


  

      

          @spec resolver_address() :: address()


      


The address a sandbox reaches this resolver at, inside its own namespace.
⚠️ This is what ExSandbox.Egress.LaunchPlan turns into the single accept
rule ahead of the UDP drop, and what ExSandbox.Hardening.Linux writes into
the tenant's /etc/resolv.conf.
⚠️ It does need tenant-side configuration, and an earlier version of this
comment claimed otherwise. The claim was that glibc falls back to
127.0.0.1 with no resolv.conf, so a sandbox with no /etc would find the
listener unaided. Measured inside unshare -n on the isolation image, with a
stub nameserver bound on 127.0.0.1:53: with no resolv.conf the stub
received nothing and the lookup returned :nxdomain; with a resolv.conf
naming 127.0.0.1 the same lookup reached the stub and resolved. The bind in
Hardening.Linux exists because of that measurement.
⚠️ A resolver on a port other than 53 gets no resolv.conf, because the file
has no syntax for one — see ExSandbox.Hardening.Linux.

  


        

      


  

    
ExSandbox.Egress.Verification 
    



      
Whether a running sandbox is policed rather than merely isolated
(005 T060a3/T060a5, contracts/egress.md §Capability probing).
The coincidence this replaces
Hardening.Linux.sandbox_netns_separated?/1 compares namespace inodes. Under
--unshare-net that was enough, because an empty namespace has no route and
so isolation and policy coincided. ExSandbox.Egress.LaunchPlan installs a
working default route, which ends the coincidence: separation is now true for
a namespace that reaches the pool and for one that reaches nothing.
⚠️ Separation alone must therefore stop counting as success. A sandbox in its
own namespace with no registered policy reaches nothing — which passes
every denial check in the conformance suite, because a boundary permitting
nothing is indistinguishable from a correct one under a suite that only tests
denial (contracts/egress.md, "What is wrong today").
Why this takes a map rather than reading /proc itself
The two facts it joins come from different places — the kernel for the
namespace, the Registry for the policy — and neither is reachable from a
macOS host. Taking them as data makes the join testable everywhere, which
matters because the join is the part that was missing, not either fact.

      


      
        Summary


  
    Types
  


    
      
        observation()

      


    


    
      
        refusal()

      


        Why a sandbox is not confirmed policed.



    





  
    Functions
  


    
      
        policed?(map)

      


        :ok only when the sandbox is in its own namespace and a policy is
registered for its /30.
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      observation()



        
          
        

    

  


  

      

          @type observation() :: %{
  netns_separated: boolean() | :unknown,
  source_key: ExSandbox.Egress.Policy.source_key(),
  registered_allowlist: [ExSandbox.Egress.Policy.destination()]
}


      



  



  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() :: :no_policy | :not_separated | :unverifiable


      


Why a sandbox is not confirmed policed.

  


        

      

      
        Functions


        


  
    
      
    
    
      policed?(map)



        
          
        

    

  


  

      

          @spec policed?(observation()) :: :ok | {:error, refusal()}


      


:ok only when the sandbox is in its own namespace and a policy is
registered for its /30.
Every other outcome is an error naming which half is missing. There is no
outcome meaning "probably fine".
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